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From the Editor- in- Chief

Spring	2013
Volume	5,	Number	1Message from the President

In the next month or so watch for BIG changes to NaSPA including:
• FREE Basic Membership until this summer. Tell your friends. Join 

Now.
• Our “Come Back to NaSPA” Campaign. If you are one of NaSPA’s 

hundreds of thousands of former members (that’s right, hundreds of 
thousands!) we will reinstate your membership at the GOLD level 
at no charge. This offer is also good until this summer. Join Now.

• Call for Authors. We are looking for members to contribute again to 
this magazine. Please email me at president@naspa.com if you are 
interested and I will get you in touch with the right people!

• Call for NaSPA Board Members. If you are interested in adding this 
distinguished position to your resume, please send your qualifica-
tions to president@naspa.com and we’ll submit your request for 
consideration. Former members also welcome.

• Call for Corporate Sponsors. Tell your boss or marketing depart-
ment that we can expose them to hundreds of thousands of members 
soother technologists for as little as $1000. There is space available 
for advertisements in this publication, email campaigns and elite 
company sponsorships. Free memberships do not pay for them-
selves and we depend on our sponsors. Won’t you help us through 
your introduction?

• Free iPad Appreciation Gift If your organization agrees to sponsor 
us at the $5000 level for a year, we will give them the following 
valuable services in appreciation: 1. A link on our web site for all 
of 2013, three email blasts over the course of the year, and four full 
page ads in this magazine. We’ll send YOU, the member, a brand 
new iPad as an appreciation gift for the referral!

And it gets better….
• We are evaluating whether to make this magazine a print publica-

tion once again. It depends on how many sponsors we can muster 
up. Please send your feedback to me on this topic and whether you 
would like to see Technical Support back in print as well as in its 
present form.

• We are evaluating whether to bring back NaSTEC this Fall in Chi-
cago. Comments? Send them to president@naspa.com including 
whether you would be interested in speaking – or exhibiting!

• Finally, look for a forklift upgrade on the NaSPA web site in the next 
month or so. There are many exciting changes coming there.

Thanks for your membership and continued support. Check the NaSPA 
web site often and experience the excitement of our many changes!

Leo A. Wrobel
Editor in Chief Technical Support Magazine
President, NaSPA, President@Naspa.com
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The information and articles in this magazine have not been sub-
jected to any formal testing by NaSPA, Inc. or Technical Enterprises, Inc. 
The implementation, use and/or selection of software, hardware, or 
procedures presented within this publication and the results obtained 
from such selection or implementation, is the responsibility of the reader.

Articles and information will be presented as technically correct as 
possible, to the best knowledge of the author and editors. If the reader 
intends to make use of any of the information presented in this publi-
cation, please verify and test any and all procedures selected. Technical 
inaccuracies may arise from printing errors, new developments in the 
industry and/or changes or enhancements to components, either hard-
ware or software.

The opinions expressed by the authors who contribute to NaSPA	
Technical	Support are their own and do not necessarily reflect the official 
policy of NaSPA, Inc. Articles may be submitted by members of NaSPA, 
Inc. The articles should be within the scope of host-based, distributed 
platforms, network communications and data base, and should be a 
subject of interest to the members and based on the author’s experi-
ence. Please call or write for more information. Upon publication, all let-
ters, stories and articles become the property of NaSPA, Inc. and may be 
distributed to, and used by, all of its members.

NaSPA, Inc. is a not-for-profit, independent corporation and is not 
owned in whole or in part by any manufacturer of software or hard-
ware. All corporate computing professionals are welcome to join NaSPA, 

Inc. For information on joining NaSPA and for membership rates, see 
www.NaSPA.com.

Notice: You have received this email because you are a member of 
NaSPA http://www.NaSPA.com, the Network and Systems Professionals 
Association, Inc., or a subscriber to Technical	 Support magazine. NaSPA 
believes this publication to be of value to you and your career. If you wish 
to opt-out and not receive this magazine in the future or would like to 
change your delivery address, please send an email with your request to 
Customer Care, customercare@NaSPA.com.

All	product	names	and	visual	representations	published	in	this	magazine	
are	the	trademarks/registered	trademarks	of	their	respective	manufacturers.

7044 S. 13th Street, Oak Creek, WI 53154-1429.

NaSPA Mission Statement:

The	mission	of	NaSPA,	Inc.,	a	not-for-profit	organization,	shall	be	to	
serve	as	the	means	to	enhance	the	status	and	promote	the	advance-
ment	 of	 all	 network	 and	 systems	 professionals;	 nurture	 member’s	
technical	 and	 managerial	 knowledge	 and	 skills;	 improve	 member’s	
professional	 careers	 through	 the	 sharing	 and	 dispersing	 of	 technical	
information;	 promote	 the	 profession	 as	 a	 whole;	 further	 the	 under-
standing	 of	 the	 profession	 and	 foster	 understanding	 and	 respect	 for	
individuals	within	it;	develop	and	improve	educational	standards;	and	
assist	in	the	continuing	development	of	ethical	standards	for	practitio-
ners	in	the	industry.

NaSPA	serves	Information	Systems	technical	professionals	working	
with	z/OS,	OS/390,	MVS,	VM,	VSE,	Windows	Operating	Systems,	Unix,	
and	Linux.
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 2 President’s Letter

Call 414-908-4945, Ext. 116 or
e-mail NaSPA_membership@NaSPA.com 

for more information.

Join NaSPA now!

Technical Support Magazine brings you an eclectic 
collection of articles, of interest to Information 
Technology professionals of all types. Do you have 
valuable insights and ideas that can be shared 
with NaSPA members? Fresh, timely ideas are 
important to our members, even if you have never 
published before. Our editorial staff is here to help 
and welcomes your submission. It’s never too late 
to start. Contact president@naspa.com for more 
information or to submit your article for review for 
possible inclusion in a future edition of Technical	
Support.

Call for Authors
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Call for Original Articles and Technical Papers
NaSPA invites you to submit a 1000-1500 word article or research paper for one of our
publications. The topic is open as long as it is germane to IT, however mainframe, data center,
and other high end operations and systems programming subjects will be given preference.

One First Prize:  $1000 Scholarship from the NaSPA Educational Foundation (NEF)
Five Second Prizes: Lifetime NaSPA Membership ($995 value)
Twenty Third Prizes: Platinum NaSPA Membership ($39.00 value)

You must be a NaSPA Member in good standing. Gold Membership is FREE. Platinum
Members enjoy higher publication priority for only $39.00 yr. All members receive:

- Technical Support Magazine Subscription - Discounts on NASTEC and IDCE Shows
 - Employer Advertising Discounts     - Discounts on Auerbach and Cisco Press Publications
 - Expansive On-Line Technical Library  - Home and Car Insurance Discounts
 - Job Placement and Hiring Site    - More

Restrictions apply and all articles become property of NaSPA. For
more info and author agreement Email president@naspa.com.
First time authors welcome. Remember, whether you are already in
the IT profession or are still in school, articles look GREAT on a
resume! Corporate submissions acceptable if they are not overt
sales pitches. We must have your paper no later than July 15,
2013 in order to be eligible for this offer. Good luck!

The Network and Systems
Professionals Association
(NaSPA) has provided award
winning publications like
Technical Support Magazine to
Information Technology (IT)
professionals worldwide since
1986. Our publications begin
and end with people like YOU.
NaSPA has published the work
of hundreds of IT professionals
for the benefit of thousands of
members and IT practitioners.
Do you have what it takes to
be a NaSPA contributor?  We
invite you to find out today.

Give Your Information Technlogy Career  That “Extra Edge.”

Get Published with NaSPA

Join or renew at Platinum Level for a chance to win a free iPad.  Drawing in Summer 2013!

http://www.rentsysrecovery.com


Audio Article! Listen, Learn and Enjoy! 

Eight Cool Things You 
Probably Don’t Know 
About Data Centers

B y  D o u g l a s  A l g e r

Doug Alger, author of The Art of the Data Center, 
discusses eight cool things most people don’t realize 
about Data Centers in this InformIT exclusive audio 
segment. His new book profiles 18 innovative Data 
Centers through images and in-depth interviews with 
the people who designed them. (Item 5 – An Internet 
service provider in Sweden installed a large aquarium 
at their underground Data Center facility that they 
originally planned to fill with piranha!)

This article is provided courtesy of Prentice Hall. 
Our sincere thanks also to NaSPA sponsor Informit.
com for this thoughtful contribution and continued 
support to NaSPA.

The Art of the Data Center is available through 
major book retailers and our store. An enhanced edi-
tion, offered exclusively through Safari Books Online, 
features 8 audio segments with the author, elaborating 
on topics raised within the Data Center profiles such as 
cloud computing, green technologies, and how noisy 
Data Centers can be.

Grow a Greener Data CenterDoug is also the author 
of Grow a Greener Data Center (Cisco Press, 2009), 
a guide to building and operating energy-efficient, 
ecologically sensitive IT and Facilities infrastructure. 
Learn more. 

Press here for Technical 
Support’s first audio link

Douglas Alger is Cisco’s IT Architect for Physical Infrastructure. He 
develops architecture roadmaps, solutions and policies for the physical 
infrastructure of the company’s Data Centers and other critical facilities 
around the world. Doug has more than 20 years of varied professional 
experience including more than 12 years in Data Center physical design, 
Data Center operations, IT project management, construction project 
management and IT infrastructure management. He has participated in 
more than 80 major Data Center projects, from all-new construction to 
substantially retrofitting existing facilities, and is the author of two Data 
Center design books, Grow a Greener Data Center and Build the Best Data 
Center Facility for Your Business.

Article is provided courtesy of Prentice Hall. Our sincere thanks also to 
NaSPA sponsor Informit.com for this thoughtful contribution and contin-
ued support.
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Securing Executive Buy-In for the Cloud
B y  J u s t i n  H a d l e r ,  D i r e c t o r  o f  E n g i n e e r i n g ,  H a r d w a r e . c o m 

As more businesses look to increase efficiencies and 
simplify the way in which data and applications are 
handled and stored, interest in cloud computing has 
grown significantly. According to a June 2012 report 
from Visiongain, an independent media company, the 
cloud computing market will be worth approximately 
$37.9 billion by the end of the year. From faster con-
nections to highly scalable architecture, cloud comput-
ing delivers many benefits. However, there are several 
things senior management will want to know and weigh 
in order to determine if cloud solutions are suited for 
your business.

Communicating the Benefits of Cloud Computing

First and foremost, leaders in your organization will 
want to know how the cloud will benefit your busi-
ness’ bottom line. By identifying your company’s pri-
mary needs, you can easily determine if the cloud meets 
these demands. Then you can articulate the cloud’s 
advantages to executives to secure buy-in. For instance, 
if your business handles a lot of applications and you 
experience slow server response as a result, cloud solu-
tions can help. Cloud-based services allow for faster 
connections and better response time compared to tra-
ditional servers and hardware. In turn, this can help 
improve productivity in the workplace. 

If employees travel frequently or telecommute, they 
will likely want to view or manage projects saved on 
their company server from afar. Remote access through 
the cloud allows people to get to information from any-
where, meaning your employees won’t have to be in the 
office to complete or download work. This also fosters 
greater collaboration since it will be easier to share proj-
ects. When talking with senior executives, emphasize 
that remote access, like faster connections and better 
response time, will also encourage increased productiv-
ity. Employees will just need access to the Internet or 
cloud in order to connect to company servers. 

Senior leaders will likely be concerned about data 
security and cost savings. Every organization needs to 

ensure its data is protected from unauthorized users. 
Since cloud platforms generally feature state-of-the-
art secure data centers, this increases protection and 
peace-of-mind for end users. Also, updating software 
carries a hefty price. Since this burden is on the cloud 
provider, organizations aren’t hit with regular software 
update fees – everything is included in your monthly 
fee. According to a 2012 IT Spending Priorities Survey 
from InformationWeek, 59 percent of business technol-
ogy professionals who are adopting or increasing use 
of public cloud services are interested in the cloud, 
because it reduces operational costs over the long term. 
If senior executives are hesitant about initially increas-
ing spending to transition your business to the cloud, 
assure them that this investment will lead to greater sav-
ings over time. 

Lastly, if your organization needs to be able to add 
or remove resources as demands change, you must pur-
chase more hardware or software to keep servers from 
overloading. However, the cloud provides scalability, 
allowing you to quickly give many employees access 
to a software application in moments. Scalability is an 
asset for all businesses, since it provides extra capacity 
within company systems and reduces costs associated 
with purchasing additional equipment. 

By communicating how the cloud enhances produc-
tivity and fosters collaboration, you can demonstrate to 
senior leaders that it is a sound investment which will 
improve your company’s positioning in the competitive 
marketplace. Over time as your organization grows, the 
cloud will be able to accommodate new users and appli-
cations quickly and easily. You can further dissuade any 
reluctance by illustrating how the cloud allows for data 
security and reduces costs. 

Potential Roadblocks

Although the cloud’s benefits position it as a solid 
business solution, sometimes there are roadblocks or 
additional concerns that prevent leaders from wanting 
to make the jump. Prepare for tough questions from 
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management regarding legacy applications and data 
security compliance to help secure buy-in.

The presence of legacy applications within an orga-
nization can deflate momentum in your quest towards 
the cloud. Moving these older applications to modern 
hardware may be difficult, since major rewrites to code 
are required. Finding someone who understands anti-
quated code can be challenging. This process is also 
time consuming and costly. However, it’s important 
to keep in mind that older systems often require fre-
quent maintenance, use more electricity, and increase 
expenses. In a 2012 IT Application Modernization sur-
vey from Nexaweb, 88 percent of the more than 750 IT 
professionals surveyed said their organizations have a 
problematic legacy application burden. When discuss-
ing legacy applications with senior leaders, emphasize 
that although transitioning these to the cloud may pres-
ent challenges, your business will be better prepared 
once they are modernized. 

While data security is a benefit of the cloud, it can 
also be a roadblock when pitching the cloud to senior 
executives. Organizations must ensure compliance 
with various privacy standards. This means going 
beyond having a secure Internet connection when 
accessing and storing data. For instance, the Health 
Information Technology for Economic and Clinical 
Health (HITECH) Act assigns cloud service vendors 
the same security responsibilities as healthcare provid-
ers. If you are considering a transition to the cloud, be 
sure to communicate to senior management that audits 
will be completed to fulfill all regulations, avoid fines, 
and maximize security. Set up breach notifications, and 
plan for disaster recovery to protect health, financial, 
and proprietary information. 

Managing the Cloud

Once you have outlined the cloud’s benefits and pre-
pared for potential roadblocks, the final step is to map 
out how the cloud will be managed. You can secure 
buy-in for the cloud by showing that there are multiple 
options for handling it. You can either use a service pro-
vider to manage your cloud system or do so internally. 

Outsourcing your cloud to a service provider takes 
the workload off your organization’s shoulders, 
because you won’t have to build your own. By using 
an established public cloud, your business can access 
applications, storage, and other resources on a pay-per-
use model. Since service providers help maintain it and 
keep you up-to-date with changes, your organization 

will not have to train and dedicate IT staff to handle the 
cloud, saving both time and energy. You also won’t be 
investing in your own servers to run your cloud-based 
network, which vastly reduces upfront costs. 

If your business is more interested in or suited for a 
private cloud, you will need to dedicate IT staff with 
expert knowledge of the cloud to the job. These indi-
viduals must set up the system so that it includes the 
appropriate solutions for the business. For instance, 
cloud storage and software applications such as cus-
tomer management software, email, and calendar solu-
tions may be your core needs. Once the cloud is in 
place, IT staff should be available at all times to address 
any issues that the cloud encounters. They will also 
need to make adjustments to the cloud as your business 
evolves. It is important to understand that your cloud 
will be limited by the expertise of your staff, since they 
will be in charge of maintaining and updating it. 

Although private clouds require more hands-on work 
from your internal staff, they still offer benefits such 
as quick response time, remote access, and scalability. 
Ultimately, your goal is to establish the cloud as a solu-
tion for your business, so outlining several different 
types of clouds will provide a strong case. 

Planning Ahead

Visiongain’s cloud computing report predicts demand 
for cloud solutions will continue to grow, especially 
among small- and medium-sized businesses (SMBs) 
looking to improve IT infrastructure and the way busi-
ness tasks are conducted. Although more and more com-
panies are adopting or planning to adopt cloud-based 
solutions, senior leaders in your organization may still 
be on the fence about the cloud. By communicating the 
cloud’s many benefits, you can overcome resistance 
and secure buy-in for your proposal. It is also necessary 
to understand potential setbacks to implementing cloud 
solutions and provide options for how the cloud will be 
managed. With this knowledge, you can impress senior 
level leaders and reap the benefits of a cloud system 
once it is adopted by your organization.

Justin Hadler is Director of Engineering at Hardware.com in the U.S., a 
global leader in networking hardware, architectures, procurement, and 
support. Hardware.com’s team of experienced and distinguished con-
sultants partner with companies to identify, implement, and support 
advanced network infrastructures that align companies’ technological 
requirements with their business and economic goals. For more informa-
tion, please visit http://us.hardware.com.
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 Recover “Lost” Revenue Now!
Elite Telecom Consumers Have Complicated Problems. We Can Help.

Today’s Fortune 1000 telecom user has crossed
the line from being a pure consumer of services to
being  a small phone company themselves.  Elite
users need custom solutions since inevitable
billing disputes can run hundreds of thousands of
dollars. The major phone companies however,
maintain professional teams bent on rejecting
large disputes. In the past, elite users like you have
responded by keeping staff to interpret complex
tariffs, negotiate contracts, and constantly scan
bills for errors. These tasks, while necessary, are
also expensive.  And even when your staff finds an
error, what happens when the vendor rejects your
refund claim?

That’s where we come in.
TelLAWCom Labs specializes in complex dispute
resolution for phone companies and Fortune 1000
users.  We have collected millions for our clients
since 2004. TelLAWCom Labs helps elite users to
settle telecom disputes with phone companies like
a phone company. Whether technical, contract,
regulatory, tariff, or financial, or legal, our staff
works as a synergistic team to support your claim.
We are AT&T claim specialists and work with all
major carriers. No claim is too complicated for us.

Settle Disputes Without Litigation

Some 50% of our clients’ claims settle without
litigation, so be sure to call us before you involve a
lawyer.  If you have a lawyer already however, we’ll
provide them with the information they need
(technical, financial and legal) to prepare a well-
sustained claim that gets the results you need.

Many claims are processed on a contingent basis
with no out of pocket cost, so what are you waiting
for? Let us help you collect YOUR money! Call us
at the number below or email info@tlc-labs.com
for a no-obligation and confidential evaluation.
After all, “Found Money is a Good Thing...” TM

Partial List of Our Corporate and Phone Company Clients

____________

TelLAWCom Labs Inc.
“Found Money is a Good Thing...” TM

www.tlc-labs.com

Cable Cut Claim and Disaster Recovery Experts Since 1986
There are over 500 excavation events daily in the U.S.  Many affect telephone and fiber  cables and
cost millions.  If your company has been  victimized by someone’s negligence we can help.

1 (214) 888-1300

Our Consulting Practice Principals’ clients have included such names as American Cyanamid, AT&T, ASAP Paging, Awesome Paging, Bell Labs, Bank
of California, Bell South, Best Phone, Business Communications Review, Con Edison, City of Dallas, City of Tulsa, Connect Insured Telephone, Connect
Paging Inc., CyTel, Department of Defense, EDS, Ericsson, Exxon, Federal Energy Regulatory Commission,  Federal Bureau of Labor and Statistics,
First United Telephone, General Electric, Granite Telecom, GTE, Informit, Local Phone Services Inc., MCI,  Northup, Occidental, One Call Telcom,
PG&E, Pacific Disaster Center, Pacific Health Care, Qwest, Reasnor Telehone, Reliance Electric, SMU, Southern Bell, Southwestern Bell, State of
Hawaii, Tech Maxx, Telecom Recovery Inc,  Tel Aviv Stock Exchange, Tellabs, Texas Hearing and Telephone, Texas Instruments, United Health Care,
USAA, U.S. Army, Navy and Air Force, Weyerhaeuser, NUMEROUS law firms  and many others.

Download Capabilities Brochure HERE Download Claim Form HERE
Disaster Recovery Planning Service Outage Revenue Recovery

http://www.4ci.us/
http://www.b4ci.com
http://www.row911.com


Why Your Customer Service Overhaul Has to 
Happen Fast and Furious—and Everywhere at 
Once

B y  R o n  K a u f m a n

When looking to revolu-
tionize the way your com-
pany approaches service, 
you might think it’s best to 
slowly ease into things—
to start with one group of 
employees and let the new 
initiatives flow to the rest 
of the company. Actually, 
the opposite is usually true. 
When you want a revolu-
tion, you need to go big 
and go fast!

You know you’ve got 
unhappy customers so 
you’ve decided it’s time 
to do a complete service 
overhaul. You’ve spent 
hours with your C-level 
executives crafting a stra-
tegic plan and making sure 
your i’s are dotted and your 
t’s are crossed. The idea is 
to roll out the new plan in one area of your company—
for example, your call center—and get things under 
control there before you move on to the next depart-
ment. Over time, as you get your strategy perfected 
and everyone buys in, you’ll surely reap the benefits. 
Makes sense, right?

Sorry, but that’s no way to start a revolution. When 
you’re transforming a company culture to be more 
service-focused and effective, you have to move more 
boldly and get the message out to everyone more 
quickly. You don’t have time to let culture change drip 
down to the masses or bubble up from the bottom in 

one or two departments. 
You must cascade your 
transformational effort in 
a much wider and deeper 
effort from the beginning.

Creating a superior ser-
vice culture throughout 
an organization is like 
getting a new rocket into 
orbit. You need a massive 
and focused effort at the 
beginning to overcome the 
gravity of old attitudes and 
behaviors. And soon after 
your first new service suc-
cesses, you need another 
enormous booster to keep 
momentum going and get 
into a sustainable orbit. 

The effort is well worth 
the results. When people at 
all levels and departments 
throughout an organization 

step up together—at the same time—to deliver better 
service, then full engagement occurs and the culture 
“tips” into a new and better direction. 

Of course, there will be obstacles along the way. It’s 
how you deal with those obstacles that counts.

Companies sometimes receive push back from 
employees and even high-level leaders. Without the 
right framework for building an uplifting service cul-
ture a company’s transformation will slow to a halt and 
nothing much will change. Good customers will leave, 
and often high-performing employees will head for the 
door.

When looking to revolutionize 

the way your company 

approaches service, you might 

think it’s best to slowly ease 

into things—to start with one 

group of employees and let the 

new initiatives flow to the rest 

of the company. Actually, the 

opposite is usually true. When 

you want a revolution, you 

need to go big and go fast!
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And that’s where my book, Uplifting Service: The 
Proven Path to Delighting Your Customers, Colleagues, 
and Everyone Else You Meet, comes in. Rather than sit 
back and wait for others to “go first,” the book enables 
and empowers employees—whether they’re in the 
C-suite or a cluttered cubicle—to change the game 
from their level and position and follow the path to an 
uplifting service transformation.

Read on as I share a few lessons learned the hard way 
that will help you keep your efforts to uplift service on 
the right track.

Don’t start only with customer-facing teams. Start-
ing your service transformation with customer-facing 
team members might seem like the obvious move. But 
if your objective is to build an uplifting service cul-
ture, this approach can be very problematic. Because 
your people in “customer-facing” roles interact with 
customers daily, they already understand that service is 
important. They know that upset customers complain. 
They know happy customers are easier to serve. What 
they don’t know is how to fix the behind-the-scenes 
issues that often affect the customers’ perceptions.

When you provide new service education, greater 
encouragement, and more recognition for customer-
facing teams like sales, installation, repair, or customer 
service, they will be inspired to serve better, smile 
wider, and strive even harder to delight. But at some 
point, they will start to wonder how they can give cus-
tomers better service if their colleagues do not give 
them better service. 

When launching an uplifting service program, it 
would be much better to include or begin with inter-
nal service providers: production and design, hardware 
and software, warehousing and logistics, facilities, 
finance, legal, IT, and HR. When these internal service 
providers make things easier, faster, more responsive, 
or more flexible for your customer-facing employees, 
they’ll be surprised, delighted, and better able to serve 
your external customers. Let those on the inside inspire 
those who are serving on the outside with better service 
first. It’s a proven win-win situation.

Launch at all levels. Starting from the top with an 
uplifting service initiative makes sense. When high-
level leaders speak up and role model with commit-
ment, it’s easier for everyone else to follow—and take 
the lead at their own levels. However, a top-down 
approach on its own can leave your leaders in an 
uncomfortable position. When those at the top make 
the earliest efforts, they must wait for the cascade to see 

practical results. But a cascade does not happen over-
night—and this lack of quick and observable impact 
can cause some leaders to get impatient and question 
whether the outcomes will happen at all. 

At the same time, though, you must beware of launch-
ing from the bottom up without support from the top—
the classic mistake of stand-alone “frontline service 
training programs.” It won’t take long before a moti-
vated frontline service provider bumps into a supervi-
sor or manager who does not share the understanding 
or the passion. 

That’s what happened at a leading tour operator when 
it brought its frontline employees a novel campaign 
called “Be Service Entrepreneurs.” The objective was 
for staff members to make decisions as if they were 
the owners. One enthusiastic frontline service provider 
did just that. He chartered a plane to move custom-
ers along when the company’s tour bus broke down. 
It was a gutsy move his customers loved, but most of 
the company’s leaders had never heard of this frontline 
program and were not pleased with this result. The pro-
gram was quickly retired as word spread throughout 
the company that “Be Service Entrepreneurs” was no 
longer supported. 

Don’t forget the middle. Companies often decide to 
launch from the top down and from the bottom up at the 
same time. But doing so puts a great deal of responsi-
bility on the people in the middle. In the top-down cas-
cade, middle managers and supervisors must translate 
the messages in action, connect company objectives to 
frontline concerns, and make uplifting language appear 
practical and useful. In the bottom-up bubbling of new 
ideas and action steps, the middle plays three culture-
building roles: praising team members who do a great 
job, raising good suggestions for higher-level review, 
and spotlighting roadblocks that require leadership 
action for removal. 

In both instances, you’re asking a lot of your manag-
ers and supervisors.

But starting in the middle won’t work either. When 
leaders are not prepared to lead, and frontline employ-
ees are not prepared for action, then asking middle 
managers to start the journey alone is a formula for 
pure frustration. A top-down cascade brings commit-
ment, alignment, and support. A bottom-up program 
stimulates new ideas and new actions. An activated 
middle connects, enables, and empowers. It’s best to 
prepare well and start with attention to all three. 
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Arm your leaders with helpful service hints. Most peo-
ple who reach high leadership positions are experts in 
their industry. But rarely are they experts in building or 
leading a service culture. That means if you are one of 
the passionate and committed service heroes inside your 
organization, you may need to help your leaders lead. 
That means creating opportunities for them to walk the 
walk, talk the talk, and model uplifting service.

Invite your leaders to participate with you in customer 
meetings and focus groups. Ask them to help you rec-
ognize the company’s top-notch service providers with 
a visit, a handshake, a photograph, and a short speech. 
Keep them informed about the uplifting service trans-
formation’s progress by providing short descriptions of 
service problems that have been recently solved, noting 
who worked on the problem, what they did to solve it, 
and how service was improved.

Go for easy wins first. The principles of uplifting ser-
vice are so empowering and the practices so effective 
that some leaders push their teams to solve the most dif-
ficult and complex service problems right away. That’s a 
mistake to avoid. Warming up a machine before you go 
full throttle is good practice. Warming up your service 
team with a series of “early wins” is good practice, too. 

When planning a sequence of service problems to 
tackle, take a gradual approach. Build momentum with 
early wins on easy issues. Let your team taste the plea-
sure of uplifting service success. Highlight achieve-
ments and celebrate the compliments you earn. Restrain 
the urge to work on your toughest problems first—their 
day to be conquered will come. 

Stay vigilant. Keep your aim on the right bull’s-eye. I 
had a client who launched a vigorous service improve-
ment program to create greater value for external custom-
ers. Hundreds of classes were conducted for thousands 
of service champions around the world. But something 
unusual happened as the program rolled out. Rather than 
focus on identified external business targets—reclaiming 
market share, rebuilding a slipping reputation, bouncing 
back in recovery situations, etc.—earning high internal 
course evaluations became the course leaders’ primary 
focus. 

Scoring 9 out of 10 for leading a wonderful class 
became a cause for celebration. That’s a great score, but 
a very different bull’s-eye. Eventually this lack of align-
ment with the program’s original goals became painfully 
apparent. The focus had drifted away from the early 
goals, and the entire program needed to refocus. Don’t 
let this drifting happen to you. A clear bull’s-eye that 
delivers value to others should always be at the center of 
your efforts, well articulated and understood by every-
one involved.

Watch out for stuck-in-the-mud team members. Some 
hard-nosed managers will challenge a new program by 
sending their most cynical and problematic employees. 
Their view is, “If a new program can work on these tough 
nuts, then perhaps it has some merit.” But the opposite 
approach will work much better. What you want in the 
early days of your journey is good feelings, good results, 
and good gossip. That comes more easily from partici-
pants who want to participate and are eager to succeed. 

There is an old saying that “A rising tide lifts all 
boats.” This is also true when building an uplifting ser-
vice culture—except for those who are stuck in the mud. 
Practicing generous action raises everyone to a higher 
level—except those who will not budge. For deeply 
cynical, resentful, or unwilling employees, there are two 
successful options. First, they may come to see the light 
and climb on board for an unfamiliar but uplifting ride. 
And second, they may feel so out of place as everyone 
else moves ahead, they no longer feel welcome, and 
leave. For the success of your organization, either out-
come is welcome. 

When transforming an existing service culture, you 
have to get everyone involved in new, swift action to 
make the change really happen. What you need is a ser-
vice revolution, not gradual evolution. A timid program 
with small starts and scattered efforts won’t work. You 
need a bold and uplifting revolution that gives every-
one a role to play, and counts on everyone to make the 
future—a better future—into a service reality today.

Ron Kaufman is a popular keynote speaker and is the author of the New 
York Times bestseller Uplifting Service: The Proven Path to Delighting Your 
Customers, Colleagues, and Everyone Else You Meet (Evolve Publishing, 
2012, ISBN: 978-0-9847625-0-7, $24.95, www.UpliftingService.com). 
He is the world’s premiere thought leader, educator, and motivator for 
uplifting customer service and building service cultures in many of the 
world’s largest and most respected organizations, including Singapore 
Airlines, Nokia Siemens Networks, Citibank, Microsoft, and Xerox. He is 
the founder of UP! Your Service, a global service education and manage-
ment consultancy firm with offices in the United States and Singapore. 

Ron is a columnist at Bloomberg Businessweek and the author of 14 other 
books on service, business, and inspiration. Ron has been featured in the 
Wall Street Journal, the New York Times, and USA Today.

With powerful insights from working with clients all over the world in 
every major industry for more than 20 years, Ron is an inspiration to lead-
ers and managers in his high-content, high-energy speeches and impact-
ful, interactive workshops. He is rated one of the world’s “Top 25 Who’s 
Hot” speakers by Speaker magazine. He is passionately committed to 
uplifting the spirit and practice of service worldwide.

NaSPA sincerely appreciates Mr. Kaufman’s insightful contribution to our 
magazine.
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Free NaSPA Membership?

     How Cool is That?
Since 1986 the Network and Systems Professionals Association has provided Information
Technology and Networking professionals worldwide with education, member discounts, job
placement and award winning publications. Now you can enjoy Free Gold Membership. *

- Technical Support Magazine - Discounts on NASTEC and IDCE Shows
- Publishing Opportunities - Discounts on Auerbach Publications
- Expansive On-Line Technical Library - Discounts on Cisco Press Publications
- Job Placement and Hiring Site - Liberty Mutual Insurance Discounts

It’s only for a limited time so visit our web site and join NaSPA today!

Is Your Company Advertising with NaSPA?
Without advertisers, free NaSPA memberships would not be possible. As a non-profit our rates
are the lowest around and our content reaches over 100,000 members and subscribers. Email
president@naspa.com for more details on display ads, mail or email campaigns, or to contribute
a useful article to run with your advertisement. Please consider advertising with NaSPA.
If your company sponsors NaSPA at the $5000 annual level they will earn our elite sponsor
package, ask for details! We will also send you a brand new iPad our appreciation gift!

* “Platinum” level memberships are still available for only $39 a year and include preference in Technical Support Magazine publishing and other elevated benefits.
Lifetime memberships are still only $995.00 and include advertising discounts and other elite benefits. © 2013 Network and Systems Professionals Association.



International Disaster Conference and 
Exposition, January 8-13, 2013, New Orleans 
Ernest N. Morial Convention Center, Louisiana

Figure 1. International Disaster Conference and 
Exposition pictures from January 8-13, 2013 in New 
Orleans, LA at the New Orleans Ernest N. Morial 
Convention Center

Figure 2. NaSPA President Leo Wrobel checking in at IDCE  
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Astronaut.com Blasts Off
Note from the President: A survey was sent to NaSPA members some time ago asking them to name their favorite television program. Surprise surprise, Star 
Trek and other space programs were the hands-down favorites! I am not going to go into the psychology of our members that makes this finding a fact, however, 
I thought it appropriate that I pass along an interesting web site… just for fun. If NaSPA members are techno-nerds for loving this kind of topic, I guess I am 
their king. -Leo

PARSIPPANY, NJ (January 15, 2013) 
Astronaut.com…Where Science Fiction Meets Real-
ity! Astronaut.com has launched a new Web site 
dedicated to space exploration and science fiction. 
Astronaut.com brings together elements of space 
information from sources all over the globe to cre-
ate a unique, thought provoking, and educational 
environment for users of all ages. Sci-fi enthusiasts, 
educators, space geeks, gamers, and kids will all find 
a connection with the site. Astronaut.com is cur-
rently compiling articles, video, and information on 
space science topics and major space programs such 
as NASA, SpaceX, Mars Rover, Virgin Galactic, and 
Lockheed Martin. 

Chief Operating Officer Dan Honig states: “This 
is an incredibly exciting time as we are experiencing 
the convergence of science fiction and reality. Across 
the globe there is a renewed interest in the exploration 
of space. New discoveries, technological advances in 
the development of space travel, and the never end-
ing question of life outside of our world has created 
a demand for more information about outer space. 
With this in mind, Astronaut.com was launched to be 
the global interactive Web site for all ages and interest 
levels. Rich with photographs, videos, and scientific 
and user generated content we aim to be the premier 
resource for all things space related on the web and 
hope to serve as a portal for the burgeoning space 
industry. Using social media and the World Wide Web, 
industry professionals, educators, and general space 
enthusiasts can connect with the site to guide the site’s 
growth and the category expansion throughout the 
universe.” 

For an experience that is out of this world, join us 
online at www.Astronaut.com. COO Dan Honig can be 
contacted at DanHonig@Astronaut.com.

At Clearview we focus on your business, technology, 
and operational results. With offerings ranging from 
consulting to managed services to enterprise hosting. 
We bring leadership, expertise, and action to 
everything we do.  

Let’s talk business  and maybe even work on 
your swing.

It’s your ball.  
We’ll help you 
keep your eye 

on it.

214.219.2815
www.cvglobal.com

Disaster Recovery Planning
>  Information
    Systems

>  Communications

> Critical
    Infrastructure

>   Books and
     Training b4Ci Inc.

www.b4ci.com
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Investing in the Future: Proper life-cycle 
management helps organizations build better 
networks

b y  R i c k  D y k h o f f

The traffic travers-
ing business networks is 
steadily on the rise as data 
needs grow, virtualization 
of applications on consoli-
dated platforms continues, 
new mobile devices requir-
ing support and security 
enter networks, and the 
cloud establishes itself 
within organizations. To 
support these demands, 
networks need to be flat-
tened, simplified, and 
scalable. Unfortunately, network architectures and 
protocols of the past tend to prohibit support for these 
newer technologies.

In order to build the network of tomorrow, it’s impor-
tant for organizations to take steps today to maximize 
the value of IT spend, so they can invest in technologies 
and services that will grow their business in the future. 
Two key decisions can have a monumental impact on 
an organization’s ability to better manage the short- and 
long-term financial impact of their technology budgets.

Single vendor or dual vendor?

A technology acquisition today can lead to vendor 
lock-in tomorrow without the proper planning. Thus, 
when building a successful and scalable infrastructure, 
organizations should carefully map out purchasing 
options and decide whether to work with one vendor or 
utilize a dual-vendor strategy. 

Employing a dual-vendor strategy within business 
networks offers many advantages. The x86 server busi-

ness has done this for years, 
since it makes more sense 
to have the IBMs, DELLs, 
and HPs of the world com-
peting for their business. 
However, the network side 
of many IT operations is 
still reluctant to utilize 
this strategy. This typi-
cally stems from a sense 
of loyalty to one vendor 
and a fear of change, built 
around a lack of education 
and understanding of all 

of the options available to IT today. Innovation in the 
networking space has drastically evolved over the last 
five years with the addition of many advanced and sup-
portive technologies. Organizations can do themselves 
a favor by learning about these solutions and how they 
can be implemented to maximize business efficiency. 

Ideally, time should be spent architecting a network 
that focuses on open, standards-based technologies. 
Doing so enables an organization to be nimble in the 
way it adopts and utilizes new technology. This also 
helps remove the cost burdens associated with a single 
platform investment. A dual-vendor approach allows a 
business to leverage platforms that promote a fair and 
competitive procurement practice, substantially reduc-
ing costs on new technology acquisitions and long-
term support services. For example, according to a 
2010 report by Gartner, introducing a second network-
ing vendor into an enterprise infrastructure will reduce 
total cost of ownership for most organizations by at 
least 15 to 25 percent over 5 years. More importantly, 

In order to build the network 

of tomorrow, it’s important for 

organizations to take steps 

today.
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A full-page Technical Support™ ad in each issue

Exclusive sections of Technical Support™ and NaSPA website dedicated to your firm

Quarterly e-blast to 100,000+ Technical Support™ readers and association members

Free exhibit space at NaSTEC, NaSPA’s annual conference in Chicago in October

Free distribution of your marketing brochure at NaSTEC conference

25 Gold NaSPA memberships for your staff and customers

Looking for an extraordinary opportunity 
for your firm? Look No Further. 

NaSPA wants your company!

This opportunity offers a high level of value in NaSPA 
services for your firm. For more information contact 
NaSPA President, Leo Wrobel, president@NaSPA.com.

 Technical Support™, NaSPA’s 25-year old, award-winning, 
flagship publication is working toward solid growth. NaSPA 
membership is already growing at a renewed pace and this 
captivating publication needs to advance to meet the 
organization’s membership expansion. NaSPA is seeking one or 
two long-term sponsors to assist in this upward progression. 
Here’s an invitation for your firm to partner with NaSPA. Together 
we can accomplish development goals that, individually, are 
unavailable! 
 NaSPA is looking for two special firms with which to form 
partnership agreements. 

JUNE 2010 
VOLUME 2, NUMBER 2

VERBAL and Written

Communication Skills 

for Technology Professionals

Lever aging Virtualization to 

Automate Your 

Help Desk

The NaSPA partners will receive a number 
of valuable benefits.  Among them are:



additional staff members will not need to be trained or 
hired to manage the dual-vendor network. 

Managing old equipment

How an organization disposes, re-uses, or re-deploys 
aging, end-of-service (EOS), or end-of-life (EOL) 
equipment can an impact on the bottom line. Today, 
there are opportunities that can create value for exist-
ing network hardware. For instance, there are a num-
ber of manufacturer programs available and third party 
maintainers and suppliers that will gladly offer cash in 
return for equipment. The challenge is understanding 
all the options available and when to utilize one ser-
vice over another in order to maximize the value on old 
investments. Through proper research and investiga-
tion, it’s possible to find a program that will be an ideal 
fit for the organization. 

Original equipment manufacturer (OEM) programs 
can at times save 5 to 20 percent of new technology 
purchases. This can help a business realize a substan-
tial return on older equipment, thus making it easier 
to invest in new hardware. However, it’s important 
to research these programs carefully, since they may 
restrict buying options by mandating the type of equip-
ment available for purchase. If the sought-after tech-
nology is not on the program’s approved discount 
list, an organization may be out of luck. To avoid this 
dilemma, businesses should have a technology partner 
research the OEM program’s offerings once design 
requirements are completed. 

An alternative, yet enticing option, is trade-in and 
buyback programs through third party equipment 
maintainers or value-added refurbished equipment 
resellers. These programs deliver numerous advan-
tages. For example, they provide more flexibility, since 
technology choices are generally not restricted. Orga-
nizations can either take cash in return for old equip-
ment or transfer the current value of the equipment to 
the purchase cost of new equipment. 

Another benefit is the increased value that used 
equipment provides during the trade-in and buyback 
process in comparison to OEM programs. Recently 
acquired technologies used only briefly or perhaps not 
at all often times still carry significant value. However, 
the discounts offered by OEM programs may not be 
reflective of the true fair market value of the equipment. 
Through research it’s possible to discover that selling 

equipment to a specialized used equipment reseller 
will provide the greatest financial return. To ensure full 
understanding of all the options available, organiza-
tions should work with a trusted partner to determine 
what technology is best suited for an OEM program 
and what technology should be sold outside of the pro-
gram. With partners outlining the financial benefits of 
these options, organizations can create the most value 
for de-commissioned hardware.

Out with the old, in with the new

Purchasing new technology for a next generation data 
center is an expensive investment, and one that should 
not be taken lightly. Thus, it is crucial for organizations 
to maximize the value of old or unused equipment dur-
ing the purchasing process. With careful planning and 
thorough understanding of the technologies and partner 
programs available, businesses can discover the advan-
tages a dual-vendor approach provides compared to a 
single-vendor strategy. Additionally, comparing equip-
ment’s return on investment using OEM programs and 
trade-in and buyback programs can help organizations 
save substantially on new equipment purchases. 

Rick Dykhoff is Director of Channel Sales for Hardware.com in the U.S., a 
global leader in networking hardware, architectures, procurement, and 
support. Hardware.com’s team of experienced and distinguished con-
sultants partner with companies to identify, implement, and support 
advanced network infrastructures that align companies’ technological 
requirements with their business and economic goals. For more informa-
tion, please visit http://us.hardware.com.

Technical Support Magazine brings you an eclectic 
collection of articles, of interest to Information 
Technology professionals of all types. Do you have 
valuable insights and ideas that can be shared 
with NaSPA members? Fresh, timely ideas are 
important to our members, even if you have never 
published before. Our editorial staff is here to help 
and welcomes your submission. It’s never too late 
to start. Contact president@naspa.com for more 
information or to submit your article for review for 
possible inclusion in a future edition of Technical	
Support.

Call for Authors
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Figure 1. 7-Port USB 3.0 Hub

FOR IMMEDIATE RELEASE

New Rugged-style 7-Port USB 3.0 Hub Makes it Easy to Add Multiple SuperSpeed USB 3.0 Device 

Connections in Industrial and Server Room Environments

Solid metal USB 3.0 hub can be mounted on Wall or DIN Rail, designed for industrial and heavy traffic areas

Lockbourne, OH - StarTech.com, a leading manufacturer of hard-to-find connectivity parts has announced 

the release of a rugged new 7-port USB 3.0 hub (ST7300USBM), which enables users to add multiple external 

USB 3.0 connection ports to a PC, server or thin client located within server rooms or industrial operating 

environments.
The industrial-grade hub can be mounted to a wall or DIN rail, and features 350W surge protection on each port 

as well as a solid metal chassis designed to withstand harsh conditions.

“This addition to our extensive USB 3.0 Hub product line provides more USB 3.0 connectivity and flexibility to 

areas that require the most modern device connectivity” said Carey Cline, Senior Product Manager for StarTech.

com’s Industrial I/O product line. “The hub not only delivers the convenient option of wall or DIN rail mounted 

installation, but also an impact-resistant metal casing that is durable enough for industrial applications ”.

Features of the ST7300USBM Industrial USB 3.0 Hub include:

· Solid metal chassis
· Built-on wall mount brackets

· Optional DIN Rail Mounting kit

· 350W surge protection per port

· Includes 2-wire terminal block for 7 to 40V DC power input for high power devices

MSRP for StarTech.com’s new 7-port USB 3.0 hub (ST7300USBM) is $142.99 (USD) in the USA, $146.99 

(CDN) in Canada, £116.99 (GBP excl. VAT) in the UK. The hub is available for purchase from leading 

technology resellers including CDW, Newegg.com, Amazon.com, PC Connection, and Insight and will also be 

distributed by Ingram Micro, SYNNEX, D&H, Tech Data and ASI.

Additional information on this product can be found at http://www.StarTech.com/ST7300USBM. For more 

information on StarTech.com’s full line of USB 3.0 Hubs, please visit: http://www.StarTech.com/USB-3-Hubs.

For more information about this announcement, please contact Andrew Stephen at 1-800-265-1844 ext. 1248 or 

astephen@startech.com.

About StarTech.com 
StarTech.com is an ISO 9001:2000 registered manufacturer of hard-to find connectivity parts including A/V 

products, computer parts, cables and server management solutions. Founded in 1985, StarTech.com has 

locations in the United States, Canada, The United Kingdom, Europe and Taiwan, servicing a worldwide 

market.
About SuperSpeed USB 3.0

SuperSpeed USB brings significant performance enhancements to the USB standard, while remaining 

compatible with the billions of USB-enabled devices currently deployed in the market. SuperSpeed USB 

supports 10x the data transfer rates of Hi-Speed USB, as well as improved power efficiency.
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Is Networkless Connectivity Working the 
Future of the Public Sector?

B y  R o b e r t  C a m p b e l l

Robert Campbell, 
Managing Director 
at Ecommnet talks 
about implementing 
& managing secure 
access in a period of 
rapid change.

It is no secret that the UK 
Government is still run-
ning at a significant loss. 
It is therefore no surprise 
that organisations are hav-
ing to cut costs, and for 
the public sector, this has fast become its mantra. The 
NHS, Children’s Services, Housing and Regeneration, 
Local Government, the Police Force - everywhere you 
turn there is a generic call to introduce changes that 
will save money. One popular initiative has seen many 
local councils consolidate their operations by co-locat-
ing their staff. NHS, education, council employees and 
others are all congregating together in one central loca-
tion in an effort to reduce property costs. While on the 
surface this seems a practical solution, for the IT team 
it’s a logistical nightmare.

Physical Connectivity

Imagine if you will, each department existing in its 
own locale. Part of the infrastructure would typically 
include a physical IT network. Just like a building has 
walls protecting the contents inside, the network too 
would have barriers, or gateways, to prevent external 
access. 

As organisations come together, under one roof, so 
too do the networks on which they function and this is 
where the complexity begins.

Sticking with the physi-
cal building analogy, if 
you give someone a key 
to the front door, without 
a thought to the security 
within the building, then 
that person is free to roam 
all the floors, corridors, 
offices and potentially 
rifle through the unlocked 
drawers and filing cabinets 
within. Similarly, a physi-
cal network is made up 
of several layers and it’s 

reliant on someone physically locking all the areas, or 
compartments, to prevent unauthorised access. 

It is imperative that a company controls which indi-
vidual has access to which services, applications and 
information and from where.  They also need to ensure 
that each individual is actually who they claim to be.  
While this sounds pretty straight forward, it can be very 
complex to manage without the right tools. 

Before I continue its worth clarifying that inadequate 
data protection will get you into a whole heap of trou-
ble. If you’re in any doubt a quick internet search of 
‘public sector data breaches’ will bring up a long list 
of organisations that stand testament to the size of the 
problem, and the penalties they’ve incurred as a result.

Networkless Connectivity

Instead of building separate physical or rigidly con-
structed networks for each organisation, one method 
that is gaining popularity is to create one network, and 
to control access to the services and data it houses at 
the point of entry.

Networkless connectivity removes the dependency 
on how the network is physically constructed and is 

Imagine if you will, each 

department existing in 

its own locale. Part of the 

infrastructure would typically 

include a physical IT network.
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instead dependent on an individual’s role within the 
organisation. Using access control technology, such as 
Cryptzone’s AppGate Security Server, the services and 
information each individual is granted access to will be 
determined at the point that they attempt to connect to 
the network. Returning again to the building analogy, 
it is akin to each person having their own unique key 
to the building that, when they unlock the front door, 
automatically opens all the doors within the building 
that they can legitimately enter, but also seals all the 
doors that they should not.

Access can be further controlled by what type of 
device is being used to connect and where people 
authenticate themselves. For example, if a user con-
nects to the network from a PC within the organisation’s 
premises then they can access all files and information 
needed to perform their duties. However, if they con-
nect from a laptop from home, they may be restricted to 
just calendar information or basic applications. Taking 
it a step further, access can be further controlled by the 
day of the week and/or time of day that the person is 
accessing the network to determine what they can do 
and see.

While this might all sound extremely complex, fun-
damentally networkless connectively is far more flex-
ible, with the underlying infrastructure easier to build 
and manage.

Secure Authentication

As previously mentioned, a key security consider-
ation is proving that the user is who they claim to be. 
Historically, many access gateways required an indi-
vidual to enter their username and password combina-
tion to authenticate themselves. While this may have 
been adequate for one organisation functioning from 
one location, as soon as you start co-locating, or even 

allowing remote access, single factor authentication is 
woefully inadequate and easily circumvented. 

For this reason the introduction of two factor authenti-
cation (2FA) is increasingly being driven by legislation 
and/or the need to be more secure. 2FA fundamentally 
is the combination of two of three elements:

1.   Something you know – a username or password, 
etc.

2.   Something you have – an authentication device 
such as a smartcard, etc.

3.   Something you are – referred to as biometrics it 
involves retina or fingerprint scanners etc.

Just so we’re all straight, a username and password 
combination is not 2FA as it is two variations of one 
element i.e. two things you know.

Now that we’ve established what 2FA is, it’s time to 
look at what the options are. Fundamentally there are 
two main forms of authentication device:

1.   A physical token or smartcard, 

2.   A virtual token – a mobile phone used to receive 
a passcode via SMS message or generate the code 
via an app. 

While physical tokens have been used for numerous 
years, many would argue that they’re an outdated tech-
nology. In addition to the administrative nightmare of 
configuring each token, and the logistical headache of 
distributing them to users, they also have a shelf-life – 
typically two to three years. In contrast, virtual tokens 
on smartphones are far cheaper to manage (usually via 
a self-service portal), practically every pocket houses a 
device, and people are comfortable with their handset 
so user acceptance is easily overcome.

Networkless connectivity combined with strong 2FA 
allows straightforward user access, without constraints, 
to deliver a completely dynamic set up at the time of 
connection. So, whether you’re merging, re-merging, 
de-merging or just looking to introduce a more flexible 
working practice, securely, make sure its future proof 
and cost-effective. Instead of getting physical, it’s time 
to start thinking outside the box, and even the building.

To find out more visit: www.ecommnet.co.uk

Access can be further 

controlled by what type of 

device is being used to connect 

and where people authenticate 

themselves.
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Ten Tips for Constructing an Agile Database 
Development Environment that Works

B y  M a x  G u e r n s e y

In this article Max Guernsey, III, author of Test-
Driven Database Development: Unlocking Agility, 
shares ten fundamental prescriptions and proscriptions 
to help you be more successful in your database devel-
opment endeavors.  Our sincere thanks to NaSPA spon-
sor Informit.com for this thoughtful contribution and 
continued support.  

Notwithstanding the self-and paternally-taught part 
of my life as a programmer, I basically started my 
software career working with databases. At the time, 
it wasn’t something everyone did. Straddling the pro-
gramming and database development worlds for my 
entire professional life gave me an uncommon insight 
that has served me well to this day.

I was a fairly early adopter of test-driven develop-
ment and of agility so, for nearly a decade before I 
wrote this article, I wrestled with how to get databases 
to work in these models. The biggest challenge with 
implementing agility is that you cannot possibly have 
a truly agile environment without test-driven develop-
ment, so that’s where my focus was applied.

Around 2005, I finally started to break the problem. A 
few years later, I had a system that works. Is it perfect? 
Of course not. Does it work? Definitely.

In this article, I offer ten things that I’ve determined 
are necessary and sufficient for building databases in a 
modern, test-driven manner that makes them almost as 
malleable as well-crafted application code.

#1: Build Classes, Not Individual Databases

The word “the” seems so innocuous and, most of the 
time it is. However, when placed just in front of the 
word “database,” it becomes a potent toxin, corroding 
the minds of all exposed. Avoid the phrase “the data-
base” and any of its kin.

If you are working on the production database and 
you need to check the test database to see why you 

couldn’t find an error, then you’ve succumbed to the 
poison.

Why is it a problem? Simple: Like it or not, you need 
several instances of the same database design. Pro-
grammers need instances to test their code. Database 
developers need instances to try changes. Testers need 
at least one instance to verify applications. Product 
managers need instances to close stories. You get the 
idea.

People tend to rationalize an environment by think-
ing of it as a sequence of important databases through 
which design is promoted. This is illustrated in Figure 
1.

Figure 1. Don’t Do This

Thinking in terms of individual databases is a gate-
way to permitting manual changes to database designs. 
Manual changes, in turn, allow potential variations to 
creep in. Variations degrade the strength of the relation-
ship between a database and its design. So try very hard 
not to think about the design of individual databases 
and, instead, think about the design all your databases 
share.

The best way to consider the design shared by some 
number of databases is as a class, with each database 
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instance being an object of that class. Classes, in the 
object-oriented world, have pretty close to total control 
over the design of their objects. That’s less true in the 
almost-languages like JavaScript and Ruby but... you 
know... who cares? In the real languages, a class is the 
final and sole arbiter of an object’s design.

What’s great about defining a class of databases rather 
than a litter of individual databases is that you can stop 
worrying about a bunch of important databases and 
start focusing on a single, concentrated definition of 
your design. The design of individual databases, which 
is still important, becomes a consequence of the class’s 
design, as shown in Figure 2.

Figure 2. Do This Instead

Having one, and only one, place where the design 
is specified for a class of databases gives you a single 
point of absolute control over your database design and 
creates the kind of consistency needed to have auto-
mated tests provide you any real value.

#2: Don’t Ignore History

Many middle-tier programmers who are responsible 
for database development tend to think of databases 
only in terms of their current design most of the time. 
That probably stems from the fact that, in most pro-
gramming endeavors, it is safe to ignore history. Got a 
new design to handle those complex tax calculations? 
Unceremoniously delete the libraries containing the 
old system of classes and replace it with the new one 
(Figure 3).

Figure 3. Out with the Old, In with the New

Databases hardly work that way, do they? No. A data-
base must survive a design change because it contains 
vital knowledge acquired over months, years, or even 
decades.

What actually happens in production is an indicator 
of what we should be doing all the time. A deployed 
database undergoes pretty much the same procedure 
no matter what the design is and who the designer is. 
It starts out with whatever the initial design happens 
to be. After some period of time, some changes are 
made to meet new needs. Some more time passes, then 
another incremental change is applied to the design of 
an existing database.

If you really think about that process, you see that it 
can be expressed even more simply:

1. Start with an empty database
2. Apply the changes to get to version 1
3. Wait
4. Apply the changes to get to version 2
5. Wait
6. Apply the changes to get to version 3
7. Wait
8. ...
That, in turn, collapses down to the following generic 

process:
1. Start with an empty database (version 0)
2. For each version X:
3. Apply changes to get from X-1 to X
4. Wait some amount of time
Looking at that process, most reasonable people 

would wonder “Why can’t I just build all my databases 
that way and have the amount of time waited between 
steps be what varies?”

The answer is “You can and you should.”
The correct way to define your database is in terms 

of a series of deltas to get from one version to the next, 
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treating an empty database as version 0, as shown in 
Figure 4.

Figure 4. Documenting Incremental Changes

Every database can then be built or upgraded along 
the exact same transformational path by simply apply-
ing the yet-unapplied scripts in the correct order. That 
is, to get a new database at version 4 of your design, 
you create an empty database instance and then apply 
the scripts for versions 1, 2, 3, and 4 in the correct order. 
To upgrade a production database from version 3 to 4, 
simply apply the version 4 script. The two databases 
will then have been built in exactly the same way. The 
unification of build paths is depicted in Figure 5.

Figure 5. Unified Upgrade Path

Having all the databases in your class built the same 
way makes your tests more reliable because you can be 
assured they are testing the behavior that will actually 
go into a production environment.

#3: Automate All Changes to Every Database 
Instance

The process mentioned in tip #2 can be completely 
automated. Not only can you automate that process, 
you must. The correct amount of manual intervention 
to allow in your database construction process is the 
same in every organization, in every environment, and 
probably even on every planet.

If you guessed “0,” then you got it.

In an agile environment, every single change needs to 
be funneled through the process outlined in #2, and that 
can only happen if it’s easy. Anything that has a bunch 
of steps and can only be done manually is, pretty much 
by definition, not easy. In most cases, the cost of writ-
ing a little code that applies only the right scripts and 
only in the right order is lower than the cost of building 
a single test database by hand.

In addition to automation being easier than a man-
ual process, it has two other traits of incredible power. 
For one thing, automation does the same thing every 
time you run it; at least it will if you build it right. For 
another, you can write tests for something that’s auto-
mated and confirm that the thing it does every time it’s 
run is, in fact, the right thing.

To make a long story short, make sure your database 
build tool knows how to record its progress in any data-
base it builds and then uses that record the next time it 
runs to ensure no script is run a second time. I like to 
use a table that declares what class was used to build a 
database and which version scripts have been applied. 
This is depicted in Figure 6.

Figure 6. Build Tool Records Progress

Having a tool like this gives you the ability to spin up 
as many databases of any particular class as you like. 
You’ll know that each instance works precisely the 
same way as all its siblings so, when you execute a test 
against a throw-away development instance, you can 
use the result to predict behavior in production.

It shouldn’t be hard for you to guess the minimum 
requirements for how a tool like this should work. The 
algorithm is expressed at the end of tip #2. A detailed 
example implementation with several features not 
identified in this article is available in the companion 
code download.
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#4: Test Every Change to Database Design

Having an automated tool that builds every database 
the exact same way starts out as a real boon to any test-
driven database initiative and, consequently, does a lot 
to keep databases from being the roadblock in an other-
wise agile process. It also has a terrific side effect.

In addition to being nearly perfectly predictable, 
automated things can also be test-driven. With just a 
little extra work, you can make your database build tool 
be able to stop at any version, rather than just the lat-
est. Once you have that, you can introduce a technique 
called transition testing.

Transition testing allows you to test-drive not only 
what an instance of your database class does, but also 
how it is built. When programming middle-tier classes, 
that’s not very important but, because databases are 
reservoirs of vital knowledge, how they arrive at a new 
design is at least as important as what that new design 
is.

In a nutshell, a transition test has the following prop-
erties (also shown in Figure 7):

•  he setup phase builds a database to some version 
and populates it with representative data

• The trigger phase upgrades that database to 
another version, usually the very next one

• The assertion phase ensures that the knowledge 
populated in the setup has been properly trans-
formed to fit in its new container

Figure 7. Transition Testing in 5 Seconds

A transition test is fundamentally a data- or knowl-
edge-protecting thing. Its job is to test your class of 
databases itself, rather than individual databases. Hav-
ing those protections will greatly reduce resistance to a 
fast-pace of change.

#5: Force Clients to Break Fast When Interfaces 
Change

If you’ve implemented tips #1-4, then your house 
is effectively in order. You have the ability to quickly 
make a change to a database class’s design, test an 
instance of that class, use the outcome of that test to 
predict the behavior of a production database in the 
same class, and promote that change, all without the 
fear of destroying vital data in long-lived databases.

It’s a good place to be but, you’ll find, it uncovers 
other problems that also need to be solved. The big-
gest one is that you are going to be tempted to change 
your database’s public interface. In fact, in all but the 
most extreme cases, you are going to absolutely need 
to change the public interface of your database or risk 
corruption by way of misuse (Figure 8).

Figure 8. Terms of Endatabasement

A little bit of effort allows you to concentrate the 
details of your database class’s public interface into the 
same document that defines how an individual database 
instance is constructed. Those details can then be used 
in the construction itself and run through easy-to-write 

Transition testing allows you 

to test-drive not only what 

an instance of your database 

does, but also how it is built.
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code generators for each client language you need to 
support (Figure 9).

Figure 9. Ideal Flow of Change

As a result, you end up having a single place to make 
changes in your databases’ designs. If you make a 
breaking change, the impact is projected out to all 
points of coupling nearly instantaneously.

When a change to a database design can cause a prob-
lem with a downstream system that may not be found 
for days, weeks, or even months, change is a danger-
ous thing (Figure 10). This is because the real cost of 
any defect stems from how long it’s been around rather 
than how hard it is to fix. In the database world, that 
goes double as certain problems that go uncaught can 
cause production databases to become polluted with 
toxic, invalid data.

Figure 10. Without Design Projection

Knowing that breaking changes will report immedi-
ately allows you to be more confident in modifying the 
public interface. After a change, if everything compiles 
and all the tests run, you know you’re good. If anything 
breaks or any tests fail, you know you either need to 
back out your change or fix it.

Figure 11. With Design Projection

Having the ability to transform the public interface of 
any class is vital to any agile effort. In fact, it seems to 
me that any development effort at all would have a hard 
time succeeding if public interfaces could not adapt to 
changing requirements. Since you want to be success-
ful and you cannot stop interfaces from flexing over 
time, you need a way to force downstream systems to 
tell you whenever such a change impacts them.

#6: Encapsulate Database Behavior

Agility pretty much demands an object-oriented and 
test-driven approach, and databases are no exception. As 
I’ve mentioned earlier, a database is really an object, and 
its design is actually a class. Good classes don’t expose 
their implementation details.

Instead, an interface should express a contract between 
instances of a class and clients to the same class. The 
details of how such a contract is fulfilled should not be 
apparent to any consumer of an object’s services. In data-
base terms, that typically means hiding the majority of 
your tables from public consumption and exposing access 
through stored procedures and views (Figure 12).

Figure 12.  Don’t Do That; Do This
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Having strong encapsulation that hides all the imple-
mentation details of a database will dramatically 
increase the amount of freedom you can exercise in 
changing its internal design. That, in turn, will substan-
tially reduce your turnaround time on new features.

#7: Drive Behavior from Information

It can be hard to figure out exactly what a “behav-
ior” is in database terms. That’s partly because we’ve 
conditioned ourselves to think of most database design 
elements as passive things; things to be acted upon but 
that themselves do nothing.

Tables, for instance, are anything but passive. They 
are tightly-wound balls of highly interconnected behav-
iors. Whenever I say something like that, the things that 
jump into most people’s minds are the classic CRUD 
behaviors: create, read, update, and delete. Those are 
some of a table’s behaviors, but there are often several 
more.

To really understand what a behavior means in the 
database world, I find it useful to imagine every data-
base has three layers of design. The innermost layer is 
knowledge, which is all the stuff that a database has 
learned over its life. The outermost layer is informa-
tion, which consists of all the data transmitted that 
could potentially increase their recipient’s knowledge. 
The stuff in between is behavior. This way of consider-
ing database design is exemplified in Figure 13.

Figure 13. Information, Knowledge, Behavior

Typically, information lives in the parameters and 
results sets of stored procedures or views. Behavior 
then lives in the definition of those same stored proce-
dures and views. Finally, knowledge tends to be stored 
in tables and indexes.

A principle of test-driven development is to drive 
design from the outside of a thing inward, rather than 
building “up and out.” If you imagine database design 
as being divided into knowledge, information, and 
behavior, then it’s easy to see how design should be 
driven into a database from the outside.

Start by defining the information your databases send 
to and receive from their clients. Use that understand-
ing to create empty stored procedures or dummy views. 
Once that is done, add behaviors to said stored proce-
dures or views. Finally, use the behaviors you’ve just 
designed to drive alterations to your underlying data-
base structures.

Driving design from the outside in by starting with 
information, proceeding through behavior, and com-
ing to rest on knowledge containers enables you to 
keep your database design natural to the problems it 
addresses. Natural designs are easier to work with and, 
therefore, support agility by giving a lower resistance 
to change.

#8: Keep a Complete Unit Test Suite

TDD does a lot to support an agile environment. It 
helps you think about the problem you are solving in an 
interesting way. It helps you communicate the design 
decisions you’ve made. It forces you to think about 
a class from the perspective of its clients first and in 
terms of its private implementation details second.

All of those benefits are individually great. Together, 
they are really helpful. However, if you combine 
together the value of every benefit of TDD save for 
one, the resulting sum would still be far outweighed by 
the simple fact that TDD drives automated test cover-
age up to nearly 100%. Having a test becomes the rule 
and not having one becomes an exception that requires 
a very good explanation.

Start by defining the 

information your databases 

send to and receive from their 

clients. Use that understanding 

to create empty stored 

procedures or dummy views. 
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A full panel of unit tests for a database design–or any 
design, really—will tell you in seconds or minutes if 
you have unintentionally broken an existing behavior. 
That short cycle is paramount because the cost of fix-
ing a defect is related to the delay between when you 
introduce it and when you find it. If it’s only been a few 
minutes, the repairs are easy or trivial. If it’s been a few 
weeks, the repairs are hard and sometimes even border 
on impossible.

Furthermore, with a test for every behavior in your 
database design, you can keep your class of databases 
in full working order and, therefore, releasable at all 
times. Keeping your software—all your software—
working and bug free at all times is essential to sup-
porting an agile process. In fact, it is part of the very 
definition of one.

#9: Build Only What You Need

Overbuild is the great destroyer of productivity. 
Never have I seen that effect more pronounced than in 
the case of database designs. A database that does too 
much impedes not only its own progress but also the 
progress of everything that touches it.

The impulse to build more than you need now stems 
from the delusion that designs are commitments; that 
they cannot change. If you can’t change a design later, 
then you need to make sure what you do now will not 
prevent any of the features you “know” you might need 
later. The way people try to ensure that future features 
will not be prohibitively expensive is often by planning 
for them at the very beginning of a database design’s 
development. This thinking is depicted in Figure 14.

Figure 14. Don’t Stop Believin’

However, that’s hardly what happens, is it? Typically, 

the perfect design never gets completed and, when it 
does, it is anything but perfect (Figure 15). Instead, it is 
an impediment, stuffed full of dead weight that makes 
developing against it a chore.

Figure 15. 

The problem, depicted in Figure 16, is that you cannot 
successfully predict very far ahead in the future. Typi-
cally, you know what you need to do right now. You 
can maybe make a few good guesses about what needs 
to be done next. Try to guess much further out than that 
and the details start to fade into an impenetrable fog.

Figure 16. Look into the Future

Because you know what you need to do right now, your 
best course of action is to build only the features you 
need right now. You can learn what a database design 
needs from what its client programs demand, the same 
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way those clients were based on customer demands 
(Figure 17).

Figure 17. Precious Time

The proper way to plan for the future is to build exactly 
what you need now and do it in such a way that it is 
easy for you to change your mind. How do you make it 
easy to change a design later? By making sure that 
design encapsulates implementation details, has all its 
behaviors specified in tests, projects public interface 
changes into its clients’ code, and has the proper 
defenses built in against data loss.

#10: DON’T PANIC

Wise in all contexts, the words on the cover of the fic-
tional The Hitchhiker’s Guide to the Galaxy are about 
as close to always right as anything anyone has written. 
Panic might have some evolutionary foundation. Per-
haps our ancestors could escape predation by seeming 
crazy under maddening duress, but it has little place in 
most modern endeavors.

Yet, when the pressure is on is exactly when most 
people snap and revert to bad habits. I know this by 
way of observation and also by having fallen victim 
myself to that vestige of our pre-hegemony. Everybody 
has the potential to panic and do the wrong thing but, 
as the name implies, that thing tends to be the wrong 
one to do.

For the purposes of this article, I’m going to define 
error as “any behavior in your class of database that 
is not specified by tests.” No matter how good a job 
you do, there is always the potential for a mistake to 
be made. You can catch it earlier. You can skew toward 
errors that are lower in cost or risk. You cannot, how-
ever, prevent mistakes altogether.

So you need a plan for how to deal with mistakes 
when they occur. Broadly, this plan is depicted in Fig-
ure 18.

Figure 18. 

When you first discover an error in your database 
design, the most important thing to do is triage it. Does 
the existence of that error constitute a disaster? If so, 
you need to take immediate action, and that action 
looks a lot like what it would have in the case of a cata-
strophic problem prior to the introduction of agility or 
TDD. You probably are going to end up restoring a 
backup or doing something very similar to that.

Once ruin has been averted, you need to document 
the current behavior of your database in the form of one 
or more unit tests. It may not seem important, but it is. 
You don’t necessarily know what steps you are going to 
take to remediate this error or how long it will be until 
you take them. Having clear documentation of what the 
database does now will pay off often enough to just do 
it every time.

Has the error leaked out into production? If it has, 
guess what: it’s a feature. Like all features of your data-
base, its genesis and subsequent transformations need 
to be documented. This is done by tracing the problem 
back to its origins, writing the appropriate transition 
tests, then following it through all subsequent histori-
cal transitions and ensuring there are tests that define 
how it changed, if at all.

Is the error desirable or not? If what you have is a 
feature that clients want, that was simply not specified 
by tests, then you are done. The only problem was the 
lack of specification and you’ve solved that. If, how-
ever, the feature in your database is somehow adverse 
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or maladjusted, then you need to correct the behavior 
of your database class. That is accomplished using the 
normal test-driven database development path: modify 
a unit test to specify what should really happen, write 
transition tests to specify how the new behavior will 
be introduced, add the behavior to your database class, 
and refactor if necessary; repeat as needed.

Summary

There are two major efforts in making any environ-
ment agile. One path of transformation is organiza-
tional practices and social interactions. The other path 
of transformation is the technical practices.

While the technical challenges tend to be basically 
the same from environment to environment, the social 
ones seem to be different everywhere I go. There are 
patterns in those problems as well, but they are a topic 
for another article.

I tend to focus on the technical part because it’s what 
I’m good at and also because my icy gaze puts a chill in 
most people’s hearts. I think I’ve got those pretty well 
locked down and, if you follow my advice, you too can 
overcome the technical challenges involved in building 
an agile database development environment.

Max Guernsey is currently a Managing 
Member at Hexagon Software LLC. He has 
15 years of experience as a professional soft-
ware developer. For nearly half that time, 
he has been blogging, writing, and deliver-
ing lectures on the topic of agile and test-
driven database development. For much 
of Max’s professional career, he has been a 
consultant, advising a variety of software 
companies in many different industries 

using multiple programming and database technologies. In most of these 
engagements, he spent months or even years helping teams implement 
cutting-edge techniques such as test-driven development, object-ori-
ented design, acceptance-test-driven development, and agile planning. 
Max posts regularly on his Twitter account (@MaxGuernseyIII) and his 
blog ( maxg3prog.blogspot.com). Our sincere thanks to NaSPA sponsor 
Informit.com for this thoughtful contribution and continued support.
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