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From the Editor- in- Chief

February	2011
Volume	3,	Number	1

Message from the President
This month’s Technical Support Magazine has a thought-provoking 

article from Mr. Aaron Kelly, a prominent telecommunications attorney. It 
speaks to the issue of net neutrality – a topic of growing interest to NaSPA 
members and indeed all Americans.

Since the beginning, the Internet has been one of the ultimate forms of 
democracy and expression of free speech. Some believe the net contains 
perspectives on issues that circumvent the mainstream media. For others 
it is an indispensable daily business or educational tool. For others it is 
their store front. A number of people consider it the worst of our society, a 
carnal house of hate, pornography and violence. Every blogger has a voice 
and is entitled to his or her 15 minutes of fame on the Internet. To be sure, 
I personally can do without many of the perspectives expressed, like Sarah 
Palin being abducted by space aliens by order of President Obama…you 
get the idea – and most likely these emails too. Even the lunatic fringe, 
however, has the right to an opinion though. As soon as we begin cre-
ating “haves” and “have-nots” in cyberspace, we turn loose of some of 
our freedom. Perhaps this is why the idea of maintaining net neutrality 
is important to me. At least for now, the Internet is fundamentally demo-
cratic. It does not discriminate between packets of information regardless 
of content or ability to pay. Will this change soon?

With these sentiments in mind, I chose to chime in with Mr. Kelly in this 
month’s edition both in this Presidents message and in a second short arti-
cle. See page 16. We also intend to run more articles on this most impor-
tant topic. Be well my friends, and best wishes for a prosperous New Year.

Leo A. Wrobel
Editor in Chief Technical Support Magazine
President, NaSPA, President@Naspa.com 

Each month Technical Support Magazine brings you an eclec-
tic collection of articles, of interest to Information Technology 
professionals of all types.  Do you have valuable insights and 
ideas that can be shared with NaSPA members?  Fresh, timely 
ideas are important to our members, even if you have never 
published before.  Our editorial staff is here to help and wel-
comes your submission.  It’s never too late to start.  Contact 
president@naspa.com for more information or to submit your 
article for review for possible inclusion in a future edition of Tech-
nical	Support.

Call for Authors
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The information and articles in this magazine have not been sub-
jected to any formal testing by NaSPA, Inc. or Technical Enterprises, Inc. 
The implementation, use and/or selection of software, hardware, or 
procedures presented within this publication and the results obtained 
from such selection or implementation, is the responsibility of the reader.

Articles and information will be presented as technically correct as 
possible, to the best knowledge of the author and editors. If the reader 
intends to make use of any of the information presented in this publi-
cation, please verify and test any and all procedures selected. Technical 
inaccuracies may arise from printing errors, new developments in the 
industry and/or changes or enhancements to components, either hard-
ware or software.

The opinions expressed by the authors who contribute to NaSPA	
Technical	Support are their own and do not necessarily reflect the official 
policy of NaSPA, Inc. Articles may be submitted by members of NaSPA, 
Inc. The articles should be within the scope of host-based, distributed 
platforms, network communications and data base, and should be a 
subject of interest to the members and based on the author’s experi-
ence. Please call or write for more information. Upon publication, all let-
ters, stories and articles become the property of NaSPA, Inc. and may be 
distributed to, and used by, all of its members.

NaSPA, Inc. is a not-for-profit, independent corporation and is not 
owned in whole or in part by any manufacturer of software or hard-
ware. All corporate computing professionals are welcome to join NaSPA, 

Inc. For information on joining NaSPA and for membership rates, see 
www.NaSPA.com.

Notice: You have received this email because you are a member of 
NaSPA http://www.NaSPA.com, the Network and Systems Professionals 
Association, Inc., or a subscriber to Technical	 Support magazine. NaSPA 
believes this publication to be of value to you and your career. If you wish 
to opt-out and not receive this magazine in the future or would like to 
change your delivery address, please send an email with your request to 
Customer Care, customercare@NaSPA.com.

All	product	names	and	visual	representations	published	in	this	magazine	
are	the	trademarks/registered	trademarks	of	their	respective	manufacturers.

7044 S. 13th Street, Oak Creek, WI 53154-1429.

NaSPA Mission Statement:

The	mission	of	NaSPA,	Inc.,	a	not-for-profit	organization,	shall	be	to	serve	as	the	means	to	enhance	the	sta-
tus	 and	 promote	 the	 advancement	 of	 all	 network	 and	 systems	 professionals;	 nurture	 member’s	 technical	 and	
managerial	knowledge	and	skills;	improve	member’s	professional	careers	through	the	sharing	and	dispersing	of	
technical	information;	promote	the	profession	as	a	whole;	further	the	understanding	of	the	profession	and	foster	
understanding	and	respect	for	individuals	within	it;	develop	and	improve	educational	standards;	and	assist	in	the	
continuing	development	of	ethical	standards	for	practitioners	in	the	industry.

NaSPA	serves	Information	Systems	technical	professionals	working	with	z/OS,	OS/390,	MVS,	VM,	VSE,	Windows	
Operating	Systems,	Unix,	and	Linux.
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Net Neutrality: What Is It, and How Does it 
Affect Internet Access in the United States?

B y : 	 A a r o n 	 M . 	 K e l l y

From its inception, the promise of the Internet has been parity. The 
Internet is fundamentally democratic, its most idealistic users tell us: 
It does not discriminate between packets of information. The Internet 
allows you to access the website of that tiny independent bookstore 
around the corner just as quickly as you access Amazon.com. It does 
not filter out access to digital forums where unpopular ideas or opin-
ions are expressed; it does not transmit MSNBC content any more effi-
ciently than it relays content from Fox News.

The doctrine behind this functionality is called net neutrality. Sim-
ply put, net neutrality means that the connectivity infrastructure - the 
servers, Internet service providers (ISPs) and transmission lines that 
make up the Internet's backbone - must provide the same level of con-
nectivity to all its users.

The principle of net neutrality has become so much a part of our 
notion of what the Internet is that most Internet users never question 
it. Yet, net neutrality is not enforced by law. In September, 2010 the 
Federal Communications Commission (FCC) - the body charged with 
overseeing the Internet in the United States - abruptly called off talks 
that aimed to get the big players in the Internet arena to sign off on 
enforceable net neutrality rules.

Proponents of net neutrality maintain that unless the unwritten law 
is codified into a federal law or regulation, the big telecom compa-
nies who provide Internet connectivity will try to impose tiered service 
models on Internet users, similar to those used by wireless companies 
in the early days of cell phones, that will create artificial scarcity in the 
pipeline as a way to weed out competition, ultimately ensuring their 
monopolistic control of the Internet.

Critics of net neutrality argue that there's no manipulation going 
on: Pipeline capacity is limited, and unless some kind of incentive is 
offered to the companies that are spending billions upon billions of 
dollars to extend broadband's reach and improve its speed, those com-
panies may decide that investment is not worth it and stop spending. 
When in 2009, Arizona Senator John McCain introduced legislation 
designed to prevent the FCC from imposing its rules on ISPs, he stated 
that by stifling innovation, net neutrality would slow the economic 
recovery, depressing a weak job market even further.

Comcast and Net Neutrality

The Comcast corporation is the largest provider of home Inter-
net services in the United States, as well as the largest cable TV 
operator and the third-largest telephone provider. Comcast cur-
rently provides high-speed Internet services to close to 16 million 
subscribers.

 In October 2008, Comcast updated its terms of service to reflect 
what had long been rumored to be an unofficial company policy: 
customers who used an excessive amount of bandwidth - defined 
by Comcast in August 2008 as 250 GB or more per month - were 
subject to termination. To combat this excessive use, Comcast 

had been decelerating downloads through the BitTorrent service, 
deployed primarily by users to gain access to illegally distributed 
music and movies. Comcast's behavior was only partly a blow 
struck on behalf of defenders of intellectual copyright. Mostly, 
Comcast had imposed its BitTorrent embargo because the BitTor-
rent downloads were slowing the rest of the pipeline traffic to a 
crawl.

In effect, Comcast's decision to slow down BitTorrent transmis-
sions was an act that placed a higher priority on non-BitTorrent 
content than it placed on BitTorrent content. In other words, it vio-
lated the basic tenet of net neutrality.

Nonprofit Internet watchdog groups like Open Internet Coali-
tion quickly got into the fray. So did the FCC, which reprimanded 
the cable-broadcasting giant publicly, and instituted proceedings 
against the company.

Then as now, however, adherence to net neutrality rules is purely 
voluntary since net neutrality is nowhere codified into law or even 
formalized as part of a standard of professional conduct. Comcast 
sued the FCC, and in March, 2010 a federal appeals court granted 
Comcast's petition for review, vacating the FCC's 2007 order.

Was this a blow against net neutrality? Probably not: the court 
decision did not address the concept of net neutrality itself, but 
focused on the FCC's legal authority to enforce net neutrality. The 
FCC had long assumed that Title I of the 1996 Telecommunications 
Act gave it jurisdiction in this area, but the court did not agree.

Since the court's ruling was made, the FCC has continued to 
advocate strongly for net neutrality while it searches for a way 
to establish jurisdiction over broadband services. FCC chairman 
Julius Genachowski, an Obama appointee, maintains that the FCC's 
jurisdiction can be re-established through Title II of the Telecom-
munications Act. Meanwhile the FCC continues to meet with ISP 
lobbyists and representatives from companies like Google, Skype 
and Facebook to hammer together a consensus on how the agency 
should regulate broadband Internet service and where net neutrality 
fits into the picture.

Aaron M. Kelly, Esq. is a partner with The Kelly Law Firm, 
L.L.C., http://www.aaronkellylaw.com, 13430 N. Scottsdale 
Road, Suite 106, Scottsdale, Arizona 85254.  Mr. Kelly can be 
reached at aaron@aaronkellylaw.com or by calling 480-331-
9397.  He also has a blog at  http://kellylawblog.com.  NaSPA 
thanks Aaron for his lucid and thoughtful contribution and 
looks forward to hearing more about this important topic to 
NaSPA members.

The Kelly Law Firm, L.L.C. 
13430 N. Scottsdale Rd. Suite 106 
Scottsdale, AZ 85254 
www.aaronkellylaw.com
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9 Key Points to Negotiate a SaaS Agreement
B y : 	 D e r e k 	 S i n g l e t o n

So you’ve decided to go with Software-as-a-Service (SaaS). 
It’s easy to implement, easy to use and has a friendly subscrip-
tion pricing model. You’re psyched.

Then comes the contract.

While SaaS has simplified enterprise software in many ways, 
you will still need to review, negotiate and execute a fairly com-
plex contract when subscribing to an “enterprise-class” system. 
In this post, we will walk you through the nine most important 
things to consider when negotiating your SaaS agreement.

1	Pricing	and	Discounts	
By pricing software as a utility service, SaaS vendors 

have simplified software licensing considerably. Most 
SaaS pricing is based on a subscription – monthly or annual 
payments for using the system during that period. The subscrip-
tion pricing is typically based on one simple metric (e.g. users, 
records, projects) that roughly ties subscription fees to the value 
of the system. Finally, SaaS vendors tend to publish their pric-
ing openly.

Even with this simplicity and transparency, there is still a need 
to be vigilant as a buyer. For one, don’t assume that straightfor-
ward published pricing means there isn’t room for some nego-
tiation. Many SaaS vendors will discount up to 20% to win your 
business. The bigger the deal, the bigger the discount. More-
over, if the vendor’s pricing metric doesn’t fit with your busi-
ness model, you might be able to negotiate custom pricing. Of 
course, you’ll have to make a cogent argument that the standard 
metric fails to balance price paid and value received.

2	Additional	Costs
Another key component to pricing is ferreting out any 

extra costs early in the process. Published pricing may 
appear to be a good value, but extra fees can add up quickly. 
Common additional costs include extra users, customizations, 
integrations, third-party services, training and set-up fees. Work 
with your sales rep early in the process to understand what addi-
tional charges might apply to your account.

By far the best way to keep the additional costs down is to 
avoid customizations to functionality and integration with other 
systems. The inherent complexity in custom development and 
data integration makes these services expensive. We recom-
mend that you start with the base system, make use of its core 
functionality and then assess how important the custom features 

or integrations are to your success. Start small, think big, grow 
quickly.

3	Term
If you are negotiating with a vendor over pricing dis-

counts, subscription metrics and additional fees, expect 
to give something in return. Oftentimes, this means committing 
to an extended contract term. Vendors like longer terms because 

Technical Support Magazine quarter pg AD.indd   1 10/12/2009   09:11:27

Avoid customizations to 
functionality and integration with 

other systems.
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it provides more predictability in their revenue forecasting. 
Terms can be as short as 30 days or as long as five years. If the 
vendor wants a long-term subscription, we recommend that you 
start with the shortest – probably one or two years.

If you do agree to a longer term of three to five years, make 
sure you have an out clause. Typically this would provide a win-
dow of opportunity to break the contract during a specific time 
window. For example, it might allow 
you to walk after one month of using 
the system but before 90 days. Another 
example might be the ability to break 
the contract if certain levels of service 
are not provided consistently.

4	Service	Level	Agreements	system	up	and	
running.	

It is typically expressed as a percentage of “up time.” 
You will almost always see the SLA represented as 99.9% or 
thereabouts. However, there is wide variation in how that num-
ber is calculated. Many vendors will simply start with 100% and 
subtract time during which their internal systems reported an 
error. Most of these SLAs l(SLAs)

Regardless of what you pay for the system, reliability is par-
amount. The SLA is the vendor’s commitment to keeping the 
eave far too much wiggle room for vendors.

If this new SaaS system is mission critical, push the SLA issue 
to see who is really ready to stand behind their service. The SLA 
topic is far too detailed to delve into all the considerations here, 
so we’ll refer you to http://blog.intacct.com/2009/06/cloud-
saas-service-level-agreement.html on SLAs. However, we’ll 

suggest you focus most on the penalty for breaking the SLA 
when negotiating. Usually these penalties are paltry discounts 
paid out against future purchases. Just pushing for bigger penal-
ties will provide great insight into the reliability of the system.

5	Renewals
Hopefully, you will want to renew your contract. 

Given that the renewal process provides an important 
exit opportunity from a bad contract, as 
well as an opportunity to re-negotiate, 
make sure you are still in control when 
the renewal date comes around. Be on 
the lookout for something known as 
an “evergreen” renewal. An evergreen 
automatically renews your term, usu-

ally 30 days prior to expiration.
If you spot an evergreen renewal, ask to remove it. When a 

company refuses to remove the clause, this is a red flag. The 
vendor should have to continue to win your business NOT the 
other way around. Vendors who offer quality services can be 
confident that their customers will renew based on value, not 
because the customer forgot to cancel in time.

6	Scalable	Pricing
As your business changes, you may want to expand 

your use of the system; or, unfortunately, you might need 
to scale back your use if business deteriorates. It seems likely 
that your vendor will be more than happy to grow your account, 
but what if you need to downgrade? In the current economy, this 
is all too common. Present this scenario to the salesperson and 
know your options.

 9 Stable, secure, high-performing SAP environment. 
 9 High quality support services. 
 9 24x7 direct access to a team of  U.S.-based  SAP 
experts. 

 9 Affordable, fixed-price contracts.
 9 Integrated solutions for:

Basis managed services
Security managed services 
Implemetations & upgrades
SAP certified hosting
Disaster recovery 

Who says you can’t have it all?

1-88-SYM-CORP 
www.sym-corp.com

If you spot an evergreen 
renewal, ask to remove it.
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In most cases, the vendor will not let you downgrade until the 
end of your term – another reason to keep the term relatively 
short. However, if you get in a pickle, you might be able to offer 
to extend the term of your contract in return for lowering the 
scale of your subscription.

7	Support
No matter how good the system is you will need a little 

help somewhere along the way. Knowing what help is 
included in your support package is very important. A key point 
you will want to know is how you will receive support. Is it 
delivered via the web, by email, phone, or chat? Also ask about 
the hours of support availability. Is support available 24 / 7 or 
only during business hours?

Moreover, you should know the quality of support included 
in your package. A valuable metric for support quality is the 
response time guarantee. The best support organizations guar-
antee a thirty minute response time for emergencies and two 
hours in all other cases. Having a dedicated support staff (i.e. a 
“customer success manager”) is also very helpful. Flesh these 
points out in the contract. Just keep in mind that high levels of 
support might cost a little extra.

8	Backups	and	Recovery
You’ve trusted someone else with valuable business 

data; you don’t want them to lose it. Luckily, almost 
every SaaS vendor performs regular data backups. However, 
some providers backup more frequently than others. Most ven-
dors will backup data either on a daily or weekly basis. If you 
input valuable data every day, then you will want to ensure the 
provider performs a backup each day. Others might back up 
throughout the day.

The way the backups are performed is also important. Some 
vendors maintain numerous backups, while others maintain 
only one and overwrite the previous backup. Creating separate 

entries allows you to rollback to a prior date if necessary. This 
takes up a lot of space so you will probably have to ask for it 
specifically. The final consideration with backups is whether the 
data is backed up in a separate data center. Keeping it at a sepa-
rate center will add a buffer against data loss in the event of a 
data center disaster.

9	Data	export
Finally, you will want to include a clause about data 

export. Two things are key here: you should always 
retain ownership of your data and you should know how to get 
it back. This will be most important in two scenarios: 1) if you 
want to migrate to a new system because you are unsatisfied; or, 
2) the vendor goes out of business and you need access to your 
data even before you select a new system.

The method for getting your data back will vary, but common 
methods include a XML, CSV, and HTML. For the very techni-
cal, a SQL export may be better. That’s all well and good but 
what happens if the company fails? Most SaaS vendors have 
prepaid the data center hosting company to “keep the lights on” 
for a couple months in case they go out of business. This will 
keep the doors open long enough to get your data exported.

Derek Singleton is an ERP market analyst at Software Advice, a free online resource that presents 

reviews and comparisons of supply chain management and warehouse management software."  

Inquiries can also be directed to Derek at derek@softwareadvice.com. 

Who is Writing YOUR Disaster Recovery Plan?

For over 20 years,  b4Ci founder  Leo A. Wrobel has earned  wide acceptance and 
critical acclaim. His twelve  books and over 600 trade  articles stand as testament, 
having withstood the scrutiny of thousands of industry peers. Can the consultant you 
are presently considering for your recovery plan boast this level of experience?

Affordable Excellence with b4Ci  

Since 1986 Mr. Wrobel’s firms have conducted assignments at rates between $1,000 
and $10,000 per day.  Even so, b4Ci CEO Leo Wrobel also served for ten years as a 
Mayor and City Councilman, without any compensation at all.  It is not all about the 
money to us, and we understand the financial constraints in trying to build a good 
disaster recovery plan on a budget. Please call Leo personally at +1(214) CALL-LEO 
for a candid assessment of your organization's unique requirements.  

b4Ci, Inc.
+1 (214) 888-1300   http://www.b4ci.com 

FIVE STARS on Amazon.com !  Click to order direct from us 
and authors will  personally sign before shipping!  Only $80.00
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Think NATURAL DISASTERSNATURAL DISASTERS are Beyond 
Your Company’s Control?  Think Again.

Since 1996 the Pacific Disaster Center (PDC) has delivered solutions to 
disaster and humanitarian assistance communities worldwide.  Now many of 
the same tools previously used only by Governments are available to YOU.

   

PDC provides comprehensive, multi-hazard 

early warning and risk analysis platforms:

• Timely and Actionable Disaster Warnings

• Vulnerability Analysis and Visualization

• Business Impact Analysis

• Proactively Mitigate Risks and Take 
Preventative Actions

• Know precisely where your company is at 
risk – from world renowned experts.

• Click HERE for a FREE LOOK NOW:

• Improve Situational Awareness before and during Disasters

• Make capital construction and spending decisions based on HARD FACTS. 

• Conduct Meaningful Business Impact Analysis (BIA) with the goal of reducing risk to 
lives,  livelihoods, and the organization’s economic assets.  

• Scalable to organizations of all sizes, from a low-cost server to enterprise-wide multi-
server platforms.    

• OEM Partners Welcome to Inquire. 

As  seen  in  “Disaster 
Recovery Planning for 
Communications  and 
Critical  Infrastructure, 
©  2009  Artech  House 
Books.   Click  HERE to 
Order Your Copy:

For more information contact Leo A. Wrobel, President, b4Ci Inc.
Executive Outreach Consultant for the Pacific Disaster Center.  (214) 888-1300 / Email Leo@b4Ci.com. 
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The Evolution of Cyber Fraud Techniques: 
Trojans and Toolkits

B y : 	 	 J a m e s 	 G r a h a m 	 a n d 	 R i c k 	 H o w a r d

Trojans are the future of cyber fraud and are even beginning 
to dominate its present. Trojans automate what had previously 
been done by hand; Trojans simply download a victim's stored 
information or record the keystrokes, rather than rely upon a 
user to enter his or her information into a phishing page's fields. 
Trojan/phishing toolkits also allow users to customize multiple 
variants of Trojans, which through continuous variability makes 
them more successful and less immediately detectable.

This, without exaggeration, has revolutionized the phish-
ing scene. An analysis by X-Force in Germany revealed that 
in 1 week's worth of captured phishing pages (3,256 in total), 
more than 90 percent stemmed from phishing kits. Moreover, 
the hosting locations of the malicious code diminish as phishing 
kits proliferate. Of the same sample, out of 388 total domains 
hosting the captured pages, only 100 of those held all of the 
92 percent of pages made from kits. Of these, 44 percent were 
hosted on Hong Kong top-level domains (TLDs). In sum, phish-
ing kits make single attackers at least four times, and as much as 
eight times, more prolific. The trend shows no signs of abating; 
to the contrary, the kits are growing better every day. They now 
resemble professionally-designed software suites with aestheti-
cally pleasant user interfaces, updated life cycles, and version 
control.

Malicious code targeting financial institutions can be broken 
up into two related categories: targeted code and generic, kit-
based Trojans. While malicious code authors design specific 
Trojan horses to target financial institutions with login systems 
with more advanced designs than standard username and pass-
words, less advanced pieces of malicious code such as generic 
keystroke logging Trojans and generic form-grabbing Trojans 
also cause financial burdens on institutions.

There are several basic categories of Trojans, differentiated 
here by their behavioral function, rather than by their design, 
that is, the manner in which they compromise a system, or dis-
tribution scheme.

Keystroke Logging

Keystroke logging software or keyloggers are the simplest 
forms of information stealing software. Keystroke logging 
records each key typed on the victim's keyboard. Keystroke 
logging produces large amounts of data that include spaces, 
line breaks, and backspace keys. The authors have incorporated 
keystroke logging in Trojan and Remote Administration Tools 

(RAT) toolkits since the late 1990s. Keystroke logging became 
widespread with early Trojans such as BackOrifice, Netbus, 
and SubSeven. Today, keystroke loggers are features found in 
many RATs such as Nuclear Rat, ProRAT, and Bifrost. Many 
other types of Trojans have generic keyloggers that gather large 
amounts of stolen data, even if the attacker is not targeting spe-
cific sites. In addition to RATs, generic keyloggers are often 
present in online game credential stealing Trojans and various 
IRC bot families. Keystroke logging is not capable of grabbing 
forms.

The user in the example above visited a bank's Web site 
from his or her home computer. The attacker is unable to cap-
ture which state the user is a member of. The site presented the 
user with its SiteKey picture and the user subsequently entered 
his or her password. The attacker is unable to retrieve enough 
information to log in from a computer not already registered 
to that user. If the user was not at his or her home location, the 
attacker would receive additional fields of text but would not 
be able to determine the state or to which questions the answers 
corresponded.

Form Grabbing

Keystroke logging is a way to reveal all text typed by a user. 
Obvious disadvantages include unmanageable amounts of data 
and the inability to capture important pieces of data such as 
drop-down boxes, check boxes, and fields entered without a 
keyboard. Form grabbing is a generic term given to the ability to 
capture all fields sent via POST and GET requests by intercept-
ing the form before the browser sends it to the server. Attack-
ers have two primary options to achieve this feat. Attackers can 
sniff GET and POST requests directly from traffic on the system 
using libraries such as Windows Packet Capture (WinPCAP). 
Attackers can also inject dynamic link libraries (DLLs) into 
browsers to intercept requests before they are sent to the server. 
Attackers most commonly achieve this by using a browser 
helper object (BHO) with Internet Explorer. This method has the 
added advantage of being able to capture requests before they 
are encrypted and retrieve the results after they are decrypted.

Because most sites that require authentication use Secure 
Sockets Layer (SSL), this method is the only one that will work. 
Generic form grabbing for SiteKey users connecting from their 
validated computers will likely leave attackers with insufficient 
information to log in from unknown foreign computers. Many 
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Trojans also provide proxy access; however, this can allow 
attackers to connect from the infected system where they will 
not be prompted for the additional questions.

Screenshots and Mouse-Event Capturing
Trojan authors added the ability to take screenshots and cap-

ture mouse events around the same time they added the ability to 
log keystrokes. Despite this, many information stealing Trojans 
that simply copied the techniques of common RATs did not add 
this ability until banks started using virtual keyboards to enter 
credentials (see Figure 2.23). If an institution does not currently 
use virtual keyboards, then the use of this feature in Trojans will 
not have a significant impact. Screenshots, however, may add 
value as attackers may want to capture users' SiteKey images 
for future attacks.

Phishing and Pharming Trojans

Phishing and pharming Trojans are nearly identical. The core 
similarity is that when a user intends to go to a certain Web 
site, their path is redirected and an alternate site is displayed. 
The confusion stems mainly from the definition of pharming 
and whether redirecting a user to a specific URL is phishing or 
pharming, as many security companies' definitions of pharming 
would count only redirection of the entire domain to a separate 
IP that then must be able to accept the entire host.

The argument is not important, because both techniques work 
in essentially the same manner: a user is redirected to a set of 
convincing templates. The most advanced application of this 
type of Trojan involves connecting to the real site so that the 
real SSL exchange happens and the URL bar is left intact while 
simultaneously overlaying a phishing page.

Hypertext Markup Language (HTML) Injection

HTML injection is a way for attackers to carry out an "on-the-
fly" phishing attack. Victims visit their real banking Web site, 
and HTML additional code is injected into the page after the 
page is finished loading. This allows attackers to capture fields 
that are not part of standard forms but provide useful informa-
tion (Figure 2.24 and Figure 2.25). Attackers also use HTML 
injection to create pop-ups with virtual keyboards as well as 
fields to attempt to capture entire transaction number (TAN) 
sheets.

Protected Storage Retrieval

Windows 2000, XP, and Server 2003 provide a protected 
storage system that stores passwords to applications including 
Internet Explorer, Outlook Express, and MSN. Users that use 
the "remember my password" feature of Internet Explorer have 
all of their passwords stored in this area. Firefox also comes 
with a similar feature to remember form data. Protected storage 
retrieval is standard in many Trojans and is extremely effec-
tive against sites that use standard username and password 
authentication.

Although exact formats vary by Trojan, it is common to have 
the ability to export certificates, steal CA (certificate authority) 
certificates, MY A certificates, ROOT certificates, software pub-
lisher certificates (SPCs), personal information exchange (PFX) 
certificates, and potentially others.

VeriSign iDefense encounters many drop sites with stolen 
certificates. Although it is unclear how many attackers actually 
use the certificates they steal, this functionality poses a threat to 
an institution's clients, as the underlying technology relies on 
stored certificates to perform transactions.

Authors James Graham and Rick Howard work for Verisign iDefense Security Intelligence Service, 

Dulles, Virginia, USA.  Their Auerbach book on which this article is based is entitled Cyber Fraud: 

Tactics, Techniques and Procedures and is available with a special NaSPA member discount.  Visit 

our link at http://www.naspa.com to order.

Figure 2.23. A virtual keyboard login.

Figure 2.24. A logon page before an HTML injection.

Figure 2.25. An HTML injection.
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Privacy Laws Must Change with the Times 
B y 	 T o d d 	 T h i b o d e a u x 	 a n d 	 D a v i d 	 V a l d e z	

A brave new world of technological innovation is emerging 
- some would say it has already emerged. Although we cannot 
predict the next killer app or revolutionary invention, we can be 
fairly sure that it will involve the use of personally identifiable 
information. Consumers have enthusiastically adopted personal-
ized applications of all varieties, yet the way things stand now 
they must be prepared to sacrifice something at least as valuable: 
their privacy.

Congress is just beginning the complex process of developing 
legislation to protect consumer privacy while nurturing innova-
tion in products and services. An important way to achieve the 
delicate balance between encouraging technology and preserving 
privacy is for Congress to expand the capabilities of the Federal 
Trade Commission (FTC) to ensure that it can keep up with the 
rapidly evolving marketplace.

In the mid to late 1990s, the FTC began reviewing how web-
sites collected and managed consumers’ personally identifiable 
information. This led to the creation of a set of self-regulatory 
rules known as the Fair Information Practice Principles, which 
created four basic obligations:

1.  consumers must be notified as to whether their online 
information is being collected,

2.  consumers must provide consent as to whether or not they 
want their online information collected,

3.  consumers must be able to view information a company has 
collected about them and verify its accuracy, and.

4.  businesses must undertake measures to ensure that 
information is accurate and stored securely.

The framework of the Fair Information Practice Principles is a 
good place to start when considering future privacy legislation. 
Over the past two decades it has demonstrated a suitable balance 
between responsible privacy standards and room for innovation. 
However, as technology evolves, the FTC should be able to keep 
up. The FTC should be provided with the discretion and flexibil-
ity to adapt, update and strengthen the Fair Information Practice 
Principles as well as its own role in safeguarding consumer pri-
vacy in response to changing technologies and consumer needs.

The FTC, in partnership with the private sector, should create 
privacy notices that are easy to read and understand in conjunc-
tion with an education campaign to inform consumers about their 
rights. Many privacy notices are dense and contain so much legal-
ese that the notices become ineffective because consumers don’t 
read them.

Congress should provide the FTC with the resources to create 
an Online Consumer Protection bureau that focuses exclusively 
on online crimes such as identify theft, e-mail scams, and privacy 

enforcement. This would expand the FTC’s capabilities to inves-
tigate, prosecute and enforce consequences against breaches of 
privacy.

Any attempt to impose new privacy standards should distin-
guish between good actors that slip-up inadvertently versus 
bad actors that aim to cause trouble. A safe harbor program will 
accomplish this task by reducing liability if actions are preformed 
in good faith. Safe harbor programs provide a combination of car-
rot and stick which allow the FTC to execute different programs 
for different actors.

As policymakers continue to deliberate the best path for bal-
ancing the various stakeholder interests around the issue of online 
privacy, they must remember that any proposed legislation should 
not be absolute. The current set of privacy principles adopted by 
the FTC has worked well for over a decade and should serve as a 
framework for any new legislation. Technology is a moving target 
and privacy laws should be sufficiently flexible to adapt.

Todd Thibodeaux is CEO and President of CompTIA, a non-profit trade association advancing the 

global interests of information technology (IT) professionals and businesses (www.comptia.org) 

.Todd can be reached at tthibodeaux@comptia.org. David Valdez is the organization’s Senior Direc-

tor of Public Advocacy. David can be reached at dvaldez@comptia.org. 

ZERO CLIENT 
STARTER KIT

www.panologic.com/BUY

$1,899  

12 Technical Support | February 2011 www.NaSPA.com

http://www.comptia.org
mailto:tthibodeaux@comptia.org
mailto:dvaldez@comptia.org


A full-page Technical Support™ ad in each issue

Exclusive sections of Technical Support™ and NaSPA website dedicated to your firm

Quarterly e-blast to 100,000+ Technical Support™ readers and association members

Free exhibit space at NaSTEC, NaSPA’s annual conference in Chicago in October

Free distribution of your marketing brochure at NaSTEC conference

25 Gold NaSPA memberships for your staff and customers

Looking for an extraordinary opportunity 
for your firm? Look No Further. 

NaSPA wants your company!

This opportunity offers a high level of value in NaSPA 
services for your firm. For more information contact 
NaSPA President, Leo Wrobel, president@NaSPA.com.

 Technical Support™, NaSPA’s 24-year old, award-winning, 
flagship publication is working toward solid growth. NaSPA 
membership is already growing at a renewed pace and this 
captivating publication needs to advance to meet the 
organization’s membership expansion. NaSPA is seeking one or 
two long-term sponsors to assist in this upward progression. 
Here’s an invitation for your firm to partner with NaSPA. Together 
we can accomplish development goals that, individually, are 
unavailable! 
 NaSPA is looking for two special firms with which to form 
partnership agreements. 

JUNE 2010 
VOLUME 2, NUMBER 2

VERBAL and Written

Communication Skills 

for Technology Professionals

Lever aging Virtualization to 

Automate Your 

Help Desk

The NaSPA partners will receive a number 
of valuable benefits.  Among them are:



technical support | article

The Top 5 Compliance Issues That Smolder 
Beneath The Surface 

B y 	 D a n 	 W i l h e l m s

When firefighters arrive at a burning building, their first 
priority (of course) is to knock down the visible flames. Yet 
experienced firefighters know that when those flames are extin-
guished, the job isn’t done yet. That’s the time they go in and 
start looking for the hidden flames – the smoldering materials in 
a ceiling or behind a wall that could suddenly erupt and engulf 
them when they’re not expecting it. They know those hidden 
fires can be the most dangerous of all simply because they can’t 
be seen until it’s too late.

For the past few years, IT and compliance managers have 
been like those firefighters first arriving on the scene. You’ve 
been putting out the compliance fires – the big issues that have 
been burning brightly since SOX legislation was passed in the 
early part of the millennium. You’ve done a good job too, creat-
ing a new compliance structure where roles are defined, seg-
regation of duties (SOD) is the standard and transactions are 
well-documented. 

Yet just like those firefighters, the job isn’t finished yet. There 
are still all kinds of compliance issues that, while not as visible 
as the first ones you tackled, can still create a back-draft that will 
burn your organization if you’re not careful. Following are five 
of the most pressing (and potentially dangerous). 

Excessive access – With the complexity of the security archi-
tecture that is part of modern ERP systems, it’s easier than you 
might think to accidentally give some users access to potentially 
sensitive transactions that might be far outside their job descrip-
tions. Access is usually assigned by the help desk, and in the 
heat of battle, with many pressing issues, they may not be as 
careful about assigning or double-checking authorizations as 
they should be. When that occurs, it can lead to all types of 
dangers.

Imagine a parts picker in the warehouse being given access 
to every SAP transaction in the organization (which has hap-
pened, by the way). In that instance, the warehouse worker 
started running and looking at transactions (including financial 
transactions) just out of curiosity. But what if he’d had a differ-
ent agenda? He could have changed the data, either accidentally 
or maliciously, or executed a fraudulent transaction, creating a 
serious compliance breech.

Even if he didn’t change anything, there’s still a productivity 
issue. After all, if he’s busy running a myriad of SAP transac-
tions, he’s not busy picking orders.

Excessive access is not the type of issue that will show up in 
a SOD report. The best way to address it is by installing gover-
nance, risk and compliance (GRC) software that makes manag-
ing security and authorization easier. The software should also 
provide you with tools that help you measure and monitor actual 
system usage so you can see whether the things users are doing 
and the places they’re going within the system are appropriate 
to their job requirements. Having automated systems in place is 
particularly important in smaller enterprises that usually do not 
have the resources for a lot of manual inspection. 

Access to sensitive data – Users don’t necessarily need 
access to a broad variety of data to pose a risk; they just need 
access to particular data. For example who can open and close 
posting periods. Who can view HR salary and benefits informa-
tion? Again, this is nothing that is likely to show up on a SOD 
report, yet it’s a very real risk. 

We’ve all heard the stories about how a certain soft drink 
manufacturer’s formula is better-guarded than the launch codes 
for nuclear weapons. Imagine if the formula was sitting on the 
ERP system and the wrong person was given access to it – or 
given access to payroll, HIPAA or other sensitive information.

One key to controlling access to sensitive data, of course, is to 
exercise more care when assigning authorizations. This is called 
preventative controls. It’s also important to use reverse busi-
ness engineering tools to see who does have access to sensitive 
transactions, whether that access is appropriate, and what they 
did with the information once they had it. This is called detec-
tive controls. It’s like following the smoke to discover where the 
hidden fire is. 

Poor segregation of duties – Although SOD has already been 
mentioned, some organizations are not familiar with what it is 
and its purpose. Let’s look at the nuclear missiles analogy again. 
In order to launch, there are two keys controlled by two differ-
ent people. Two keys are used to assure that no one person has 
control of the missiles in case someone decides to “go rogue.” 

It’s the same with financial transactions in an enterprise. You 
don’t want one person to be able to create a vendor in your SAP 
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system and then initiate payment of that same vendor; you’re 
just asking people to steal from you. 

That’s why it’s important to have value-added tools that ana-
lyze user access against the enterprise’s SOD rulebook and 
flag any conflicting functions. An ongoing analysis will point 
out any areas of risk so they can be remediated, and keep you 
informed should the situation change. 

Of course, in a smaller organization, conflicting duties may 
not be avoidable. Everyone is expected to wear multiple hats, 
and sometimes those hats do not allow for proper segregation. 
In those instances, you need to have tools that can monitor 
actual transactions and report against them so you can see if a 
compliance violation is occurring. In other words, if someone 
has to carry both keys, you know when they’ve inserted them 
both into the control panel through mitigating controls. 

Even with the proper tools, it’s unlikely you’ll ever bring 
SOD conflicts down to zero. But you can get awfully darned 
close, and keep an eye on what happens from there. 

Introduction of malicious programs into production sys-
tems – The modern reality is that ERP systems are rarely steady 
state. Often enterprises have multiple initiatives going on that 
introduce new data, configuration and programs into the pro-
duction systems.  With lean staffing and urgent deadlines, often 
changes are not properly tested or audited. In other words, they 
don’t use proper change management. A developer who has the 
means to do it, the motive to do it and knows whether he/she can 
get away with it can wreak all kinds of havoc by including mali-
cious code along with legitimate code when new applications 
are moved into production. Malicious code can download sensi-
tive data, create fraudulent transactions, delete data or crash the 
systems.  

It is critical to have a second person reviewing any changes 
at every step of the way. What that means is the person who 
requests the change can’t be the person who develops it; the 
developer can’t be the person who tests it; the person who tests 
it can’t be the same person who migrates it into production. In 
other words, transport development and approvals cannot be 
given by a single person – instead, an independent approver or 
even a committee must be controlling the entire process. 

Change management duties need to be segregated and man-
aged throughout the entire process. Even if not malicious, 
poorly coded, untested programs can result in a catastrophic 
outage. Given that in a large enterprise an hour of downtime can 
cost $1 million, it’s easy to see why proper change management 
is worth the investment. 

Emergency access – In large ERP environments, there’s 
always the chance that emergency maintenance of production 
systems will need to be performed.  When it does, and the enter-
prise is dialing 9-1-1, someone needs to be given emergency 
“super user” access to everything in the system. Such emer-
gency maintenance is often by outside parties (e.g. the software 
vender or 3rd party consultants). 

The problem is these emergency all-access passes aren’t 
always tracked very well. Everyone is so fixed on putting out 
the fire – for example unlocking a sales order that has frozen the 
entire system – that they never think about documenting what 
transactions were performed or what data was changed. The risk 
is increased by the widespread use of generic “firefighter” user 

IDs whereby the individual performing the actions isn’t defini-
tively known. 

You’d like to think that the person you give super user access 
to can be trusted. But blind trust is what has gotten other enter-
prises into trouble in the past. The person with full access may 
make other changes while he/she is in there – either acciden-
tally or on purpose. You need to be able to monitor who has 
all-access and what they do while they have it.

It is critical to have tools that allow you to track what these 
super-users do while they’re in the system. Not just for the day-
to-day operation of the business, but for the auditors as well. 
When auditors see someone has been given this additional 
emergency access, their job is to immediately assume the per-
son did something nefarious. It will be your job to prove they 
didn’t. You’ll need to show why access was granted, what was 
done while the person was in there, when/how long the person 
was in the system, what changes were made and when the per-
son exited. 

While it’s important to put out the big compliance blazes, 
keep in mind those are the ones that are also easy to see. Once 
they’re under control, take a tip from the professional firefight-
ers and be sure to check for the smaller, smoldering flashpoints. 
It’s your best insurance against getting burned. 

Dan Wilhelms is President and C.E.O. of SymSoft Corporation (www.controlpanelGRC.com, the 

makers of ControlPanelGRC, professional solutions for compliance automation. He can be reached 

at dwilhelms@sym-corp.com.
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Something for NaSPA Members to Get 
Excited About: Net Neutrality and Innovation

B y 	 L e o 	 A . 	 W r o b e l

Concerned about net neutrality? Maybe you should be. Net 
neutrality means that all connectivity infrastructure including 
servers, Internet Service Providers (ISPs) and transmission lines 
must be content agnostic and provide the same level of con-
nectivity to all its users. It sounds simple enough, but a few are 
trying to complicate the issue. Critics of net neutrality (mostly 
major telecom carriers) like to argue that “pipeline” capacity 
is limited, and unless some kind of incentive is offered (mean-
ing more money) to extend broadband's reach and improve its 
speed, these companies may decide that the investment is not 
worth it. Let me try to put my opinion of this delicately: Bull.

What are these companies doing now, giving away communi-
cations links for free? I think not. To this observer, the Internet 
has grown organically just fine for the past 15 years, thank you 
very much. Now we are expected to unleash the largest players 
from a regulatory standpoint so they can “help” us develop the 
Internet? Sure, look how well that worked out for local tele-
communications competition. Tried to find an AT&T or Verizon 
competitor lately? (For that matter, tried to find an indepen-
dent gas station, but that’s just a conceptual cousin of the same 
problem…)

It seems that just when things are getting exciting on the Inter-
net, and in telecommunications in general, greedy executives 
with the major telecom companies want to take us back to a 
world of artificial scarcity and bandwidth rationing. Well, let 
me tell you a little bit about bandwidth. It’s cheap and plentiful 
because all the dynamics changed more than 15 years ago. The 
following is a true story.

In 1994, I brokered the installation of a telecom network for 
a $16 billion manufacturer that was 48 times the capacity of 
their existing DS-3 network. The cost was not 48 times what 
they had previously paid – it was 1.8 times the cost. Both the 
manufacturer and the two local carriers who built this network 
profited by taking a realistic and technically based perspective 
on how to price. Moreover, three recalcitrant Texas Public Util-
ity Commissioners (they actually regulated telecommunications 
at that time, rather than depending on the large providers to be 
on their best behavior) adopted a realistic perspective on how to 
monitor efforts like these. As long as grandma was not paying 
for the corporate network through higher local service rates, we 
got the green light. The Commissioners were so impressed, in 
fact, that they approved the pricing of this bold new network in 
24 hours. Never had anything been approved by that Commis-
sion so quickly, nor has anything else since. To my knowledge 

the manufacturer still operates 
over this network to this day.

Based in large part on this 
experience, in 1996, I wrote 
a book with my good friend 
Eddie M. Pope (an attorney 
and former regulator) entitled 
“Understanding Emerging 
Network Services, Pricing and 
Regulation.” © Artech House 
Books. 

The book hypothesized 
a regulatory framework for 
amazing new network tech-
nologies making their debut in 
the mid 90’s. That framework 
envisioned regulators who 
would still protect the public 
wellbeing, but also focus on new kinds of businesses and appli-
cations that created jobs and national growth.

In 1999 I took this concept a step further in “The MIS and 
LAN Managers Guide to Advanced Telecommunications.” © 
IEEE Books.

In that book I even included a crude representation of what 
cloud computing might look like on Page 117, using the tech-
nology already under development at the time (Diagram 3). I 
did not call it cloud computing 
per se, and it’s stone knives 
and bear claws compared with 
technology available today, but 
the idea is there. “Let the cloud 
manage your Information 
Technology… YOU concen-
trate on building Chryslers.” 
In the words of my friends 
here in Texas… “THAT dog 
hunts” and the concept will 
sell to businesses looking how 
to control IT costs and produce 
strategic advantages.

Anyhow, I am not saying all 
this to sell books. In fact, I am 
not sure these are even in print 
any more. I do believe, how-

Diagram 1

Diagram 2
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ever, that based on these and other experiences I can chime in 
on how to best deploy emerging technology, including Internet 
technology.

Two major points, which were apparent to Eddie and myself 
15 years ago, have been lost on large telecommunications com-
panies today.

1.  Telecommunications capacity is like the old Doritos 
commercial: “Eat all you want, we’ll make more.”

In a world where the foundation transport technology at its 
most fundamental level is DWDM (dense wave division multi-
plexing) over fiber optics, capacity issues are easily overcome, 
sometimes by simply adding colors to a light beam and / or 
turning a laser on and off faster. The days of digging up rights 
of way to add new “pipes” are truly over. So where is this big 
investment and the need for an incentive? Stated another way, 
what is the long run incremental cost of turning a laser on and 
off faster or using a different color spectrum in the same existing 
fiber strand? It’s really only the equipment that terminates each 
end of the fiber. Oh, I get it. The equipment is expensive, right?  
Well, not exactly.

When one upgrades from “old” SONET OC-12 to “new” 
DWDM equipment one does not simply consign the old equip-
ment to a Dumpster. The “old” OC-12 equipment still has 
substantial after-market value. Unlike a Personal Computer, 
transport technology has a long life.1 This means that someone 
in China, India, or Africa will be happy to take it off your hands 
since they are just now ready economically for those SONET 
or SDH speeds. The “new” DWDM equipment will require an 
investment to be sure, but it is not amortized over 3-5 years like 
a PC. It is paid off over 10-15 years, a schedule typical for trans-
port equipment. In short, the “investment” by the large carriers 
is hardly prohibitive, The cost can actually become less and less 
as higher and higher capacity DWDM equipment comes into 
service. Besides, has anyone ever deployed bandwidth that was 
not – at least eventually - used?

2.  It’s Not the Size of Your Pipe That Matters
The second issue is that the major carriers don’t understand 

that it’s not “the size of the pipe” that matters as much as what 
you do with it. (Sorry for the gratuitous reference here).

Carriers are stuck in the “big pipe” business rather than the 
“killer application” business, a point I made in my 1996 book 

Diagram 3

17 Technical Support | February 2011 www.NaSPA.com



with Eddie. Of course, in a paradigm that focuses entirely on 
pipes rather than applications, the major carriers will claim scar-
city – scarcity allows them to charge more. The major carriers 
are stuck in a sort of paradigm like Intel would be if Micro-
soft didn’t exist. Who would care about a faster chip without a 
desired application driving the demand?

Anyhow, there is only so much room in a President’s message 
but the whole net neutrality issue stirred me up a bit, particularly 
since there is so much subterfuge and nonsense being purveyed 
over the subject.

For now though, I will sign off with the same statements I 
made 15 years ago when people first started realizing the impact 
that new telecom technology would begin having on our nation 
and ourselves: This was taken verbatim from the introduction 
to Eddie and my 1996 book. Look for my updated comments 
in the footnotes. The major carriers should use sentiments like 
these as a guide rather than returning to bandwidth rationing and 
artificial scarcity:

Today our country stands at the threshold of an 
almost unfathomable information revolution, which 
will be based on advanced application of telecommu-
nications services on a scale never before known. We 
also stand at a unique point in history, where we have 
a strategic advantage in telecommunications ser-
vices that far surpasses any other country.  Enough 
fiber optic capacity is in the ground today in the U.S. 
for a connection from New York to San Francisco to 
be a local call.2

While we make the last statement somewhat 
tongue-in-cheek, it will be necessary for us to com-
pletely rework our thinking with regard to telecom-
munication services, to fully exploit this advantage. 
Someday, calls from New York to San Francisco may 
be local, but only because that may be the best thing 
telephone companies can do with their capacity!3  
There are other things they can do with it however, 
a lot of things.

We would rather envision two factories, one in New 
York and one in San Francisco transparently linked 
by a high capacity fiber optic network.  Engineer-
ing and production personnel in each location would 
work as one group, as if they were in the same place.4 
We prefer to think of huge computer aided design files 
flying from city to city between design engineers over 
this network unleashing creative potential and pro-
ducing products that fit tighter, run cooler, last lon-
ger, and cost less.5  We also like to imagine companies 
with 24 hour production schedules, with development 
taking place wherever the sun is shining. As workers 
go home in New York, their counterparts in Tokyo 
would be just beginning the business day, picking up 
the development process right where their American 
counterparts left off, until the next shift, in India per-
haps, picks up for them.6 

-Leo A. Wrobel, June 1996

Does any of this sound familiar? I have, admittedly, been on 
this high horse before and published many of these thoughts in 
Technical Support Magazine during the mid to late 1990’s.  It 
might be time to dust those articles off. I believe they are still 
available in the NaSPA archives.

Summary

My money says NaSPA members are more interested in 
killer applications for business that create jobs, than “ruling 
the tweet,” updating social networks or getting free minutes. I 
am not saying these pursuits are not important, but they aren’t 
going to produce the six digit incomes many IT people earned 
when the focus was more on business innovation. A free and 
open Internet is critical to these and other pursuits important to 
NaSPA members. For this reason, expect to see more articles 
on net neutrality and fostering innovation in coming issues. Get 
involved in the net neutrality debate and foster innovation wher-
ever you can. The two are inexorably entwined and will better 
your professional prospects.

1I suppose my telecommunications career began in 1961. I was five years 
old when I first learned to use our Clark Kent style rotary dial telephone. Seri-
ously even at that time, T1s were in use. T1 is also a transport technology. You 
no doubt have routers with T1 interfaces in your office or even home. That’s a 
50 year ride we have enjoyed on THAT transport technology. How many other 
technologies allow so broad a planning window? SONET and other transport 
technologies enjoy similarly long lives. 

2Today, 15 years later, it IS for all practical purposes a local call anywhere 
across the country.

3True, there are far more telecommunications companies selling “free min-
utes” to consumers than offering advanced “killer applications” to business.

4True, it has not been the telecommunications companies per se that have 
been driving these new business processes though. It has been the availability of 
the personal computer, combined with a free and open Internet.

5There have been a few inroads by the large telecom companies here. Most 
major manufacturers are linked via MPLS networks and other technologies 
offered by the carriers to allow concurrent engineering and transmission of 
multi-gigabit diagrams and designs.

6Hasn’t THIS one come true! At the time I pulled the “India” reference out of 
my ear. One blogger recently lamented, “The Richardson TX telecom corridor 
is hiring again… but it moved to India in 2004.” In 1996 the U.S. had a telecom 
infrastructure that was second to none by virtue of all the build out that occurred 
in the long distance frenzy in the 1980’s. That is no longer true today. The glut of 
capacity in some ways has allowed countries like India to benefit rather than us, 
something we warned about in our 1996 book. Unless killer applications could 
be developed in addition to raw “pipes” all that great capacity would be only 
value added sand. Is this what we wanted for America?

Leo A. Wrobel has over 30 years of experience with a host of firms engaged in banking, manufac-

turing, telecom services and government. An active author and technical futurist, he has pub-

lished ten books and over 700 trade articles on a wide variety of technical subjects.  Leo pioneered 

carrier collocation by being the first in the USA to place a computer disaster recovery center inside 

a telephone central office in 1986.  Leo also served ten years as an elected Mayor and City Council-

man (but says he is "better now"). A sought-after speaker, he has lectured throughout the United 

States and overseas and has appeared on several television news programs.  Leo is presently CEO 

of Dallas-based and b4Ci. Inc. See http://www.b4Ci.com call (214) 888-1300 or at leo@b4ci.com. 
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