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From the Editor- in- Chief

Fall	2013
Volume	5,	Number	2Message from the President

Well folks, our efforts of the past year are finally paying off. 
We hope you like our new web site format and content. This has 
not been the only change though, far from it in fact. Another 
new change is several hundred new NaSPA members in the 
past two months alone! Let me be one of the first to welcome 
our many new members. Spread the word about NaSPA in your 
organization and tell your associates to join too. It’s free!

We also have a new List Management partner called Glaser-
Direct, Inc. GlaserDirect has been in business for more than 
35 years. The company provides NaSPA with access to expe-
rienced list brokers who work to understand direct marketing. 
GlaserDirect assistance is available to NaSPA members that are 
contemplating email or other list marketing campaigns. Their 
support begins at the planning stages of a campaign and con-
tinues right through with execution, analysis and evaluation. 
Glaser helps NaSPA members develop marketing strategies 
to turn NaSPA’s and other lists into leads and sales via email, 
direct mail or telemarketing. Best of all, NaSPA members get 
a discount on list rentals. Why not give GlaserDirect a call at 
(630) 469-2075 or watch their 2 minute video here.

Finally, here is a question for you: What should Informa-
tion Technologists do when the government asks them to turn 
over potentially sensitive data? What are the rules and con-
cerns? How can you avoid being the next Edward Snowden? 
Find an interesting article in this edition of Technical Support 
courtesy of NaSPA partner Informit.com, along with other 
interesting topics! Watch for more changes in NaSPA in the 
coming months, and be sure to email us your comments and 
suggestions.

Leo A. Wrobel
Editor in Chief Technical Support Magazine
President, NaSPA, President@Naspa.com
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The information and articles in this magazine have not been sub-
jected to any formal testing by NaSPA, Inc. or Technical Enterprises, Inc. 
The implementation, use and/or selection of software, hardware, or 
procedures presented within this publication and the results obtained 
from such selection or implementation, is the responsibility of the reader.

Articles and information will be presented as technically correct as 
possible, to the best knowledge of the author and editors. If the reader 
intends to make use of any of the information presented in this publi-
cation, please verify and test any and all procedures selected. Technical 
inaccuracies may arise from printing errors, new developments in the 
industry and/or changes or enhancements to components, either hard-
ware or software.

The opinions expressed by the authors who contribute to NaSPA	
Technical	Support are their own and do not necessarily reflect the official 
policy of NaSPA, Inc. Articles may be submitted by members of NaSPA, 
Inc. The articles should be within the scope of host-based, distributed 
platforms, network communications and data base, and should be a 
subject of interest to the members and based on the author’s experi-
ence. Please call or write for more information. Upon publication, all let-
ters, stories and articles become the property of NaSPA, Inc. and may be 
distributed to, and used by, all of its members.

NaSPA, Inc. is a not-for-profit, independent corporation and is not 
owned in whole or in part by any manufacturer of software or hard-
ware. All corporate computing professionals are welcome to join NaSPA, 

Inc. For information on joining NaSPA and for membership rates, see 
www.NaSPA.com.

Notice: You have received this email because you are a member of 
NaSPA http://www.NaSPA.com, the Network and Systems Professionals 
Association, Inc., or a subscriber to Technical	 Support magazine. NaSPA 
believes this publication to be of value to you and your career. If you wish 
to opt-out and not receive this magazine in the future or would like to 
change your delivery address, please send an email with your request to 
Customer Care, customercare@NaSPA.com.

All	product	names	and	visual	representations	published	in	this	magazine	
are	the	trademarks/registered	trademarks	of	their	respective	manufacturers.

7044 S. 13th Street, Oak Creek, WI 53154-1429.

NaSPA Mission Statement:

The	mission	of	NaSPA,	Inc.,	a	not-for-profit	organization,	shall	be	to	
serve	as	the	means	to	enhance	the	status	and	promote	the	advance-
ment	 of	 all	 network	 and	 systems	 professionals;	 nurture	 member’s	
technical	 and	 managerial	 knowledge	 and	 skills;	 improve	 member’s	
professional	 careers	 through	 the	 sharing	 and	 dispersing	 of	 technical	
information;	 promote	 the	 profession	 as	 a	 whole;	 further	 the	 under-
standing	 of	 the	 profession	 and	 foster	 understanding	 and	 respect	 for	
individuals	within	it;	develop	and	improve	educational	standards;	and	
assist	in	the	continuing	development	of	ethical	standards	for	practitio-
ners	in	the	industry.

NaSPA	serves	Information	Systems	technical	professionals	working	
with	z/OS,	OS/390,	MVS,	VM,	VSE,	Windows	Operating	Systems,	Unix,	
and	Linux.
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Join NaSPA now!

Technical Support Magazine brings you an eclectic 
collection of articles, of interest to Information 
Technology professionals of all types. Do you have 
valuable insights and ideas that can be shared 
with NaSPA members? Fresh, timely ideas are 
important to our members, even if you have never 
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Internet Server-Room Megasites Not Known 
for Tech Support

B y  D e l  W i l l i a m s

IT personnel can get lost sorting through all the 
server rack, cooling and power products on the mar-
ket, but customizing the equipment for the application 
with experts and engineers from the manufacturer can 
sort it out.

While server rooms have gotten more complex, the 
number of products on the market for server rooms has 
exploded. Websites list thousands of power strip and 
supply products, server racks, cooling options, cables 
and other products. For IT staff navigating vital power 
and cooling issues in server rooms, including cabi-
net size, ventilation, blade servers and more, the only 
answer may be direct connection with sales consultants 
and the manufacturers who can give technical advice.

This approach, known as consultative sales, links IT 
staff with sales consultants and manufacturer’s design 
teams who can deliver exact technical data to estab-
lish precise needs and ensure rack mount, cooling and 
power products are correct for the application. 

The consultation can often go to the extent of joint 
online conferencing between end user, sales consultant 
and manufacturer, and can allow plans and drawings to 
be reviewed, brainstorming, and the creation of exact 
or even custom solutions for the application.

The problem is, most Internet-based computer prod-
ucts vendors are not service oriented. In fact, good luck 
in reaching anyone whom has the ability to give any 
informed advice, as typically, these firms are staffed 
solely by order takers.

“Every end user has their own unique needs—some 
have security issues, others have cooling issues, some 
have varying power requirements,” notes Mike Martin, 
of Martin International Enclosures, a Seabrook, N.H.-
based maker of standard and custom rack mount enclo-
sures and accessories. “If you go on the Internet and try 
to buy something, you’ll get what’s in the box—it may 
fit your needs and it may not.”

Working directly with the engineers and design-
ers eliminates all confusion. Such direct linkage to 

manufacturers ensures that server rooms are correctly 
designed and that no unexpected outages occur due 
to improper ventilation, cooling, cabinet dimensions, 
incorrect cabling, etc. While IT staff may believe they 
have safeguarded their servers with air conditioning, 
hardware redundancy, UPS and generator backup, this 
is not always the case.

“Everybody cannot just buy off the Internet and 
expect to be satisfied. Take a server room where the 
ceiling is too low, or say you have a hotter than normal 
room, there are so many variables. Customers either 
wind up getting very frustrated by going to someone 
who is not willing to have a dialog about what they 
need, or they go to someone who is willing to do some 
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consultative sales and ensure the right components are 
specked for the application,” says Martin.

Questions such as, ‘what if only one of the many 
servers a company has is overheating?’ ‘Will it raise 
the room temperature enough to set off alarms?’ The 
answer: typically no and the results can be disastrous, 
suggests Kevin Hunt, VP Sales & Marketing of Infor-
mation Support Concepts (ISC), a Mansfield, Tex.-
based supplier of rack 
mount products includ-
ing server rack cabinets, 
power, cooling and net-
work accessories. 

According to Hunt, the 
three critical factors to get 
right in choosing a server 
cabinet are height, usable 
depth, and airflow. Con-
trary to popular belief, 
there is nothing standard 

about any of these, and all must be measured to suit the 
application.

Height is measured up and down, as the server cabi-
net is used. But this is typically noted as “U’s” in the 
industry, with each U being the equivalent of 1.75 
inches in height. This terminology is a matter of conve-
nience within the industry, as it eliminates referring to 
fractions of an inch in regard to height.

Usable depth is mea-
sured front to back, as 
the server cabinet is used, 
and is not to be confused 
with length, width, or the 
server cabinet’s outside 
dimensions. “Many manu-
facturers list the outside 
dimensions of the cabinet, 
but not its usable depth,” 
cautions Hunt. “But know-
ing the server cabinet’s 
actual usable depth is cru-

The three critical factors to 

get right in choosing a server 

cabinet are height, usable 

depth, and airflow. 
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cial. Being off even a half-
inch can make storage so 
tight that the server cables 
hit the door, don’t have a 
proper bend radius, or air-
flow is inadequate.”

Proper airflow to cool the 
servers is vital to prevent 
them from overheating. 
Getting this right depends 
not only on the heat output 
of the server, but also on 
whether the server cabinet 
is sized properly. Other 
considerations include the percentage of open perfora-
tion on doors for proper air flow, where fans are placed 
when used, if portable air conditioning is necessary, 
and how blank panels can direct airflow.

Because the IT marketplace is so large, complex, and 
changing so rapidly, particularly in regard to power 
and cooling products, even experienced IT profession-
als appreciate the specialized expertise that can be put 
at their disposal when vendors are practitioners of the 
consultative sales process, according to Hunt.

Since appropriate power and cooling is so important 
today, particularly with hot-running blade servers, Hunt 
often recommends placing sensors for temperature and 
humidity in each server cabinet. He advises includ-
ing sensors for amps and watts if power monitoring is 
needed as well. If these sensors are remote IP address-
able, they will be able to email or text alerts to IT staff 
if conditions warrant. This ability to remotely monitor 
devices and receive alerts can prevent serious problems 
in a new generation of “smart power” devices.

Custom to the Application

With all the variables that go into selecting the right 
server cabinet, power and cooling for the application, it 
is no surprise that more IT staff from both smaller and 
larger organizations are taking advantage of consulta-
tive sales help and customization.

For example, when a prominent California university 
recently sought about ten server cabinets in several con-
figurations and off-the-shelf product was not up to the 
job, they turned to ISC. Hunt arranged a series of joint 
online conference calls that included reviews of CAD 
drawings with the end user, himself, and the server 
cabinet manufacturer, Martin International Enclosures.

Among the specifications 
met were single and dou-
ble wide server cabinets, a 
rugged frame with heavy 
rails and extra gussets in 
every corner, cable rout-
ing through the middle of 
the cabinets, brush grom-
met cable entry to prevent 
dust accumulation, a top 
fan exhaust with a pagoda 
top to protect against 
potential water entry from 
sprinklers, and front door 

ventilation through clear Lexan windows, according to 
Mike Martin.

“On this sort of application there were so many design 
variables that it would be impossible to order straight 
out of a catalog or online website,” says Martin.

Take, for instance, the details of strength and cable 
access. Martin says the server cabinets had to be struc-
turally sound enough to support heavy equipment in 
the double wides. But cable access was needed both 
through the base and top, with cable routing through 
the middle of the server cabinets. The brush grommets 
allowed cable access without dust entry, but care had to 
be taken to preserve proper airflow and cooling. 

Summary

“When projects take specialized knowledge and IT 
professionals are not sure of the right questions to ask, 
let alone the answers, working with a vendor that prac-
tices consultative sales such as ISC can expedite a proj-
ect,” concludes Martin. “Including the manufacturer’s 
engineers, when needed, will shorten the design pro-
cess and ensure the application is done right.”

Del Williams is a technical writer based in Torrance, Califor-
nia. For more info, call 800-458-6255; Fax 817-842-9099; email 
sales@serverrackoptions.com; visit www.serverrackoptions.com; or write 
to Information Support Concepts, Inc. 1805 Owen Court, Suite 109, Man-
sfield, TX 76063.

Proper airflow to cool the servers 

is vital to prevent them from 

overheating. Getting this right 

depends not only on the heat 

output of the server, but also on 

whether the server cabinet is 

sized properly.
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Cat 8 Cable is High-Performance but 
Economical Solution to Data Center’s Need for 
High Bandwidth

A performance standards committee chairman pre-
views major parameters of forthcoming Category 8 
cable.

While “Category 8,” the classification for the next-
generation twisted-pair cabling specifications, is still in 
the development stage, the outlook looks quite positive 
that it will be specified to 2 GHz, four times today’s 
bandwidth of 500 MHz, promising a new copper speed-
way for data centers in the not-too-distant future.

“What Category 8 copper cabling will do for the data 
center is let them transport data four times faster on 
essentially the same type of cable they now use,” says 
Sterling Vaden, Chair of TIA 42.7, the TIA subcom-
mittee on Copper Cabling Systems. “That makes great 
sense application-wise and economically, because the 
intended data rate being developed by IEEE is 40Gb, 
4 times faster than 10GBase-T, using the same or less 
power per port, which has an unofficial target of less 
than 2 Watts.”

Vaden’s subcommittee is charged with writing the 
standards for the performance of copper twisted-pair 
cabling, TIA-568-C.2, or Balanced Twisted-Pair Tele-
communications and Components Standards. 

Although the standard will not be finalized for sev-
eral months, Vaden says it is important to many data 
center managers and suppliers that they have a good 
sense of what Category 8 will look like, and how it will 
affect the data center infrastructure. 

Overcoming physical limitations

Most likely composed of four (4) shielded cop-
per twisted pairs, with the similar overall diameter as 
Category 6A and Category 7A cables, the Category 8 
cabling system under development also will use the 
popular modular RJ-45 style of connectors. 

The intention of the Category 8 standard is to be fully 
backwards compatible with the previous Category 6A 
and lower standards.

In order to support the 40Gb data transmission, Vaden 
anticipates that the overall length of the Category 8 
cabling channel will be limited to 30 meters. This has 
been determined as an objective of the IEEE Next Gen-
eration BASE-T Study Group.

“That is the direction that the IEEE is going in terms 
of supporting the 40Gb data rate over twisted-pair 
cabling,” Vaden explains. “We’ve performed cabling 
surveys in order to assess what the reach needs are 
within the typical data center, and the surveys indi-
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cate that the majority of 
the applications within the 
data center can be serviced 
with a 30-meter overall 
reach. The results of these 
surveys have also been 
reviewed and confirmed in 
the IEEE Study Group.”

The biggest question 
asked by data center users 
about the new standard, 
according to Vaden, is how 
are you going to go four 
times faster over the RJ-45 
connector? 

“That is the thing that people have a difficult time 
understanding,” Vaden says. “However, according to 
research performed by OCC (Optical Cable Corpo-
ration, where Vaden is the Senior Principal Engineer 
for copper datacom products) and other companies 
cooperating in Category 8 standards development, it 
looks quite possible to transport data four times faster 
through the connector. What we have learned is that 
the connectors are not the primary limiters to cabling 
transport speed. The insertion loss of the cable is the 
primary limiting factor.”

Vaden explains that the obvious way to overcome 
cable insertion loss is to make the cable bigger. That’s 
not likely to happen because there are a number of 
design considerations that restrict moving to larger 
cable conductors than those that are being manufac-
tured now. Plus, in Vaden’s view, using larger gauges 
would make the cable too big and bulky. Therefore, the 

practical gauge limit for 
copper, twisted-pair cables 
has, for all intents and pur-
poses, already been estab-
lished with Category 6A 
and 7A cables at a maxi-
mum of 22 AWG.

How will the data trans-
port performance of Cate-
gory 8 cable improve over 
its predecessor versions? 

“The enhancement 
needed to improve the 
performance through the 

wider bandwidth is basically a refinement of the manu-
facturing processes,” Vaden says. “Without going into 
a discussion of proprietary techniques, manufacturing 
processes must be more accurately controlled in order 
to have consistent performance up to these higher 
frequencies.”

Vaden’s employer, OCC, is one of the key players in 
developing new standards and requirements and also 
products that test and service those requirements. OCC 
also offers that equipment to the standards bodies as a 
basis for reference measurements as well as contrib-
uting the basic parameters around which the testing 
needs to be done in order to assure compliance to the 
standards. 

Leveraging the existing infrastructure

According to Vaden, Category 8 cables will physi-
cally be very similar to shielded Category 6A or Cat-
egory 7A cables. The conductor size will not change, 
nor should the overall diameter. 

“Category 6A and Category 7A cables and earlier 
versions have been sold into the data center market-
place for a long time,” he says, “and they are very well 
understood. Data cabling is much less expensive than 
other data center equipment. Plus, the service life of 
copper cabling, including Category 8, is 20 years. So, 
it seems very logical to suggest that when data center 
managers install copper cabling, they should install the 
highest performing cabling so that when they upgrade 
other equipment, they can plug it in without having to 
redo the cabling plan.”

All things considered, Vaden says he believes the 
intention of TIA-568-C.2-1 Balanced Twisted-Pair 
Telecommunications Cabling and Components Stan-
dard, Addendum 1: Specifications for 100Ω Category 

The biggest question asked 

by data center users about the 

new standard, according to 

Vaden, is how are you going to 

go four times faster over the 

RJ-45 connector? 
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8 Cabling is to provide a familiar and economical solu-
tion that is easy to implement. One of the key factors 
is the ability of 40GBASE-T equipment to do auto-
negotiation, or switch over to multiple data rates, based 
upon the equipment connected at the other end. 

“Auto-negotiation is a big feature of all the BASE-T 
applications,” Vaden says. “That feature automatically 
enables equipment to adjust data transport rates, and 
the anticipated application would be able to auto-range 
to 40Gb and slower data transmission speeds based 
upon what’s plugged in at the other end. That’s a pretty 
big feature that networking equipment suppliers want 
to leverage.”

For information contact: Optical Cable Corporation, 5290 Concourse Drive, 
Roanoke, Virginia, 24019; Phone: (800) 622-7711, Canada (800) 443-
5262; FAX: 540-265-0724; Email: info@occfiber.com; Visit the web site 
www.occfiber.com. 
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Recycling Reform: It’s Time for Companies to 
be Held Accountable

B y  L e o  A .  W r o b e l ,  I I I

Here in the United States citizens have the power 
to inspire change with enough support. In a polluted 
and ever growing wasteful world why would it be 
any question that there needs to be change. It is not 
up to the consumers to decide what is used in every-
day products, or what happens to trash after it makes it 
to a recycling plant or landfill. While recycling is very 
important and a key component to reducing unneces-
sary waste, current practices are not enough to keep up 
with everything people throw away. There is a solution 
to this problem, which could actually benefit everyone. 
The responsibility rests on the companies to minimize 
the environmental hazards of their products by forc-
ing them to recollect and recycle the harmful goods 
they produce. So why leave it all to the businesses? 
The answer is simply that they are the ones manufac-
turing and releasing the toxins into the environment. 
It should be up to them for the proper and responsible 
recycling of their products. By holding them account-
able they will make their products last longer so they 
will not have to deal with as many, and they will manu-
facture goods with less hazardous materials for easier 
reprocessing.

A Litter-ally Harmful Dilemma Could Plague the 
World

Waste is a bigger deal than most people realize. “In 
2010, Americans generated about 250 million tons 
of trash and recycled and composted over 85 million 
tons of this material, equivalent to a 34.1 percent recy-
cling rate”. Less than 10% of companies nation-wide 
currently recycle. This is extremely disappointing 
especially for all the money that goes into programs 
to promote reusing materials. To top it all off a lot of 
waste that is said to be recycled end up piling up and 
poisoning developing nations around the world. The 
largest and fastest growing waste of this kind is also 

one of the most hazardous to the environment, and 
that is electronic, or “e-waste” for short. The “Texas 
Campaign for the Environment” estimates that Ameri-
cans discard roughly 400 million pieces of e-waste a 
year. Although a portion of that number gets put into 
reprocessing it is estimated that 80% of the so called 
recycled material gets exported to developing coun-
tries such as Nigeria, Vietnam, and China where it is 
not handled responsibly. But if it is in a landfill or being 
recycled it shouldn’t be too much of a problem right? 
Robert McNeely, an associate of “Texas Campaign for 
the Environment” explained, “Batteries, video game 
systems, fluorescent light bulbs, various other elec-
tronic devices, medicines, paints, or anything else that 
is toxic that is placed in a landfill or burned is the great-
est threats to the environment. The science of decom-
position is simple, nothing lasts forever, the seals on 
landfills will one day break, and the chemicals in the 
landfills will seep into the ground and contaminate our 
ground water.” This is a serious issue.

Although televisions, computers, and other elec-
tronics seem relatively safe they are full of dangerous 
materials such as lead, mercury, and cadmium. Expo-
sure to these harsh materials can be devastating. Lead 
can cause damage to the nervous and reproduction sys-
tems of the human body. It is also especially harmful to 
the development of fetuses and pregnant women, along 
with the ability to cause mental disorders. It can poison 
through water, food, or even through the air if being 
burned. At high levels lead can cause seizures, comas 
or even death. For mercury to become poisonous it 
must first be converted to methylmercury, which hap-
pens naturally in the environment. It builds up in water 
and contaminates fish. These fish after being poisoned 
could be caught and sold to the public causing a lot of 
unneeded suffering. The side effects of mercury are also 
severe. Mercury in the central nervous system (CNS) 

10 Technical Support | Fall 2013 www.NaSPA.com

technical support | article



causes psychological, neurological, and immunologi-
cal problems in humans. It also negatively affects the 
kidneys and other organs in the body. For some time 
now businesses have been fooling the general popula-
tion by claiming that they recycle. In truth, the com-
panies collect the recyclable material and export it to 
countries that claim that they will recycle the products. 
In reality, they scavenge the valuable components and 
discard the waste in their own landfills which generally 
run with little to no standards for sanitation, or concern 
for workers health. 

The Need for Oversight

Electronic waste first started getting shipped to 
countries such as Ghana, in West Africa, in containers 
marked as donations to help bridge Africa into the digi-
tal age. This program was severely taken advantage of, 
and was quickly turned into a way to remove waste in 
a cheaper fashion then locally. Soon more and more 
shipping containers arrived containing scrapped elec-
tronic parts. Working components are then separated 
and the rest goes to landfills. There is now so much 
waste piled up that it forces children as young as 13 to 
help collect and burn the non-working computer parts. 
In China e-waste is big business, and because of this 
there are now rivers full of scrap electronics poison-
ing large areas. This happens because the current laws 
allow it to happen. It’s irresponsible and should not ever 
be allowed. It appears that companies care more about 
maximizing profits with little concern for adverse reac-
tions from their products. Legislation needs to be put 
into place so businesses can’t send their trash to coun-
tries that do not have the means to recycle it. A provi-
sion needs to also be put into place to keep hazards out 
of our landfills. 

The idea of companies taking responsibility for the 
potentially deadly products they manufacture is by 
no means new. Currently there are 26 states that have 
passed some form of legislation to require consumer 
take back programs. This requires the manufacturer 
to pay for the collection, transportation, and recycling 
of electronic waste from the consumer. Businesses 
such as Apple, HP, Dell, Panasonic, and various other 
electronic providers also have gotten on board with 
consumer take back programs, although the method 
for collection is still an issue of convenience. Not for 
profit organizations like Texas Campaign for the Envi-
ronment are pushing for change so frequently visited 
establishments such as Wal-Mart can also be used as 

collection sites for items like televisions and other 
environmentally unfriendly electronic devices. Basel 
Action Network (BAN) was developed to combat the 
dumping of hazardous waste on developing countries. 
One project put into effect by BAN is the “E-Steward 
Initiative” which is a rating for recycling companies 
who recycle in a safe manner and do not export toxic 
waste to other countries This shouldn’t just be a spe-
cial title for businesses. This should be the standard for 
how all recycling companies operate. There are human 
beings suffering because of the choices the companies 
we all love make. This needs to change!

Benefits of Recycling

As said before, changing the way we dispose of 
waste is beneficial to everyone. Most important forcing 
businesses to recollect and reuse the goods they pro-
duce would drastically reduce the amount of hazardous 
or wasted materials that would otherwise end up in a 
landfill. It would also further prevent potentially cata-
strophic events due to polluted ground water and wells, 
and reduce the use of incinerators that poison the air. 
It would give developing countries a chance to thrive 
instead of becoming a slum of the rest of the world’s 
waste. Recycling is not only good for the environment 
but it is good for the economy as well. Reused mate-
rial is worth money and turning trash into cash yields 
a high profit, which in turn produces a cheaper more 
competitive alternative for material that is in demand. 
This means it would also create jobs, because with ris-
ing demand and high profit recycling plants will need 
to keep up. Demands for more efficient green energy 
and recycling would also give jobs not only to people 
who work at the plants, but also engineers and scientists 
to make better alternatives to deal with waste. Making 
companies take responsibility would also give them 
control of this sector. This would cause these establish-
ments to rethink what their current products are made 
of and make necessary changes to the toxicity, and 
durability for an easier more cost efficient recycling 
process. It would also potentially lower prices because 
they are recycling their own products Of course the 
companies would have to fund their own recycling. 
One such company, BP, spilled millions of gallons of 
oil in the Gulf of Mexico in 2010, and cleaned up its 
own mess. Businesses are contaminating countries all 
over the world and they need to take responsibility and 
clean up the mess they have caused. All of this is pos-
sible with increased support.
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Become Proactive

Supporting the change is easy, and anyone can do 
it. The majority of the population has access to a tele-
phone and everyone has the ability to send a letter. State 
Representatives are assigned to every area throughout 
the United States that can help push issues, but they 
need to know that there is a problem to be fixed. There 
is plenty of non-voting legislation that gets passed, 
and hearing the opinion from citizens is one way state 
representatives can base their vote. The more people 
who call or write the better chance the issue will be 
perused. Adults that are voting age can research bills 
that are already being considered, and then vote. Any-
one that has access to a computer can also check the 
environmental friendliness of companies they purchase 
items from and participate in their consumer take-back 
programs if they are available, or avoid the business 
altogether if they export their waste overseas. State 
representatives also take personal e-mails, anything to 
hear the opinions of their hopeful future voters. Other 
things that can be done includes:

1. Recycle, if at all possible
2. Be wary of what is thrown in the garbage due to 

potential toxins
3. Join protests
4. Donate to the not for profits who push for new 

legislation, and educate others. 
Remember this is an issue of growing concern and 

legislation is already being passed in favor to hold 
companies responsible for recycling. Although there is 
massive backing for change, there still stands a need 
for additional supporters. 

In Conclusion

All that is left is to take action and let the children 
learn by example, after all the future is all of ours. It’s 
as easy as a phone call to help. The responsibility rests 
on the companies to minimize the environmental haz-
ards of their products by forcing them to recollect and 
recycle the harmful goods they produce. This is our 
world. We should not tolerate selfish acts by big busi-
nesses that put everyone’s future at risk. The Earth has 
a limited amount of resources, and to put them all to 
waste is foolish. To pass harmful trash to less fortunate 
and poisoning people around the world is even more 
morally wrong. It is time for waste reform.
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Supporting Today’s Anywhere Workers
b y :  R o b  B u c k l a n d ,  I T  M a n a g e r ,  A n n e s e  &  A s s o c i a t e s ,  I n c .

With 26% of employees working from home and 12% 
working in public places like coffee shops at least once 
a week – up from 18% and 6% in 2010 respectively – 
businesses can no longer ignore employees who are out 
of sight.

Working from home brings several advantages to 
employees, notably flexibility, but it can also bring a 
number of challenges – many of which can be solved by 
employers providing the right tools workers need to be 
productive, from simple telephone and Internet connec-
tions to video-conferencing hardware and document-
sharing solutions.

As more employees work from home, business net-
works also become more susceptible to security 
breaches, if the right precautions aren’t taken. However, 
too often businesses leave their virtual employees left 
to fend for themselves and their networks unprotected.

Fortunately, supporting a remote workforce does not 
have to be a frustrating experience. By adhering to three 
simple principles, it is possible to create a productive 
and secure telecommuting experience:
1.	 Making	Your	Environment	Accessible
What good is a remote workforce if they cannot 

access the tools and systems they need to get their work 
done? Here are some suggestions to create a safe and 
productive environment for your remote employees:

Web-Enable Applications:	Many applications can be 
web-enabled, making them useable from any PC or lap-
top with a web browser. This gives the telecommuting 
worker the flexibility to use their device of choice with-
out any additional security or compatibility concerns.

Leverage the Cloud:	 Some tools such as e-mail, 
company Intranet portals, and document storage can be 
moved to the Cloud to make them easily accessible. 
In addition to providing ease of access, placing these 
resources in the Cloud can also enhance security as the 
traffic for these services will be directed to the Cloud 

service provider’s network and not the company’s 
network.

VPN Access:	For employees that require access to 
resources only available on the company network, a 
certificate-based VPN solution offers the most secure 
method to access those resources. Employees with lap-
tops can connect to the VPN using a software client. 
This type of VPN solution is also ideal for employees 
who often work in locations where they utilize public 
Wi-Fi services such as those found at airports and cof-
fee shops.

Employees who require a permanent connection 
from their home office to the corporate office can uti-
lize a LAN-LAN VPN connection. The ever shrinking 
costs for consumer grade hardware routers with VPN 
endpoint capabilities make this a cost efficient option 
for many telecommuters.

Voice/Video Communications: Modern phone sys-
tems provide many options that can be used to support 
telecommuting employees. Through the use of a VPN 
connection and a softphone client, a remote employee 
can have an office extension with all of the functional-
ity that an employee who reports to the office every day 
has in their desk phone. Most softphones, when paired 
with a laptop containing a video camera, can also allow 
remote employees to participate in video conferences 
as well.

Many phone systems allow a cell phone to be paired 
with a local office extension. This is ideal for remote 
employees who tend to move around a bit; cloning 
their cell phone to their internal extension insures that 
they will never miss a call from the office. 
2.	 Securing	it	All
Securing a network that supports remote workers 

is really not any different than properly securing a 
network for internal use. The big difference is that if 
good security concepts are neglected, these oversights 

14 Technical Support | Fall 2013 www.NaSPA.com

technical support | article



are more likely to be exploited when allowing remote 
access. Remember some of these basic concepts:

Passwords: A strong password policy should require 
minimum level of complexity. In addition, user-level 
passwords should change at least once annually. 
Generic shared passwords should never be used for 
remote or telecommuting employee logins.

Use SSL Certificates: The use of SSL certificates 
for remote access adds an additional layer of security 
over a password. In addition, the SSL encryption pro-
vides protection to the data passing between the remote 
device and corporate servers.

Monitor: Whether network traffic originates form an 
internal source or remotely, having the proper monitor-
ing infrastructure is important. In addition, the IT team 
must be diligent in reviewing the output from the moni-
toring tools. Perhaps the best security measure that can 
be implemented is a sense of diligence among the IT 
staff.

3.	 Supporting	Your	Remote	Workers
Telecommuters, like their internal counterparts, 

require the same level of support from your IT staff. 
Providing your IT staff with the ability to remotely 
connect to Telecommuter’s PCs will provide a level of 
support that is nearly equal to the service provided to 
in-house employees.

It helps to have spare serviceable equipment on hand 
in the event of a hardware failure. A loaner pool does 
you no good if it is too old to run the apps in use today 
or is plagued with defective or failing equipment. In 
today’s world, even a few hours of unnecessary down-
time can outweigh the cost of having serviceable spare 
equipment on-hand.

Rob Buckland, with over 17 years of experience in IT, 
is currently the IT Manager at Annese & Associates, an 
integrated communications systems provider serving 
NYS and New England. When not working with tech-
nology, Rob enjoys spending time roaming the Adiron-
dacks with his wife Debra and daughter Elizabeth. Rob 
and his family reside near Utica, NY.
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5 Ways to Realize Server Room Profitability
b y  P a u l  S t e n n e t t

With servers responsible for storing and distributing 
data among employees and customers, alike, they are 
the backbone of just about every modern business. Of 
course, this type of mission critical power comes at a 
cost but, if you strategize your server farm with a bud-
get boosting mindset, you can realize great cost savings 
in the long run without sacrificing efficiency or perfor-
mance. Here’s are five ways to squeeze more ROI out 
of your server room.

1. The Big Number One: Proper Cooling

Cooling is extremely important to the overall energy 
costs of your server room. With all the power a server 
generates, it’s going to take more than the integrated 
fan to keep it cool! There are many ways your cooling 
situation may become compromised, both inside and 
outside the cabinet. 

Believe it or not, poor cable management is one of 
the most pervasive causes of overheating, downtime, 
decreased component service life, and increased labor 
times and costs. Getting those cables properly installed 
from the get-go keeps the air flowing freely, increases 
visibility, provides strain relief and makes swapping 
equipment a breeze. This often ignored facet of net-
work installation can make or break your setup without 
very little outside help.

Many installers make the huge mistake of packing a 
certain number of cabinets with high power draining, 
high heat generating servers while filling other cabinets 
with passive patch panels. This is not a good idea! Fail-
ing to balance out the heat in your cabinets can lead to 
hot spots in your server room, which makes one por-
tion of your cooling system work a lot harder. This, of 
course, causes much more energy use to keep that area 
cool (not to mention shorter service life on all compo-
nents involved!).

For some reason, server cabinets are the world’s big-
gest dust magnets. Accumulated dust can clog your 

fans, block air to your equipment, and cause overheat-
ing as a result. Having your server room cleaning top 
to bottom on a regular basis is sure to save you lots of 
money and trouble in the end. Also, be sure to keep the 
doors to your server room sealed to help keep dust out 
and improve overall cooling efficiency.

When installing your servers, make sure cooling 
needs are accurately calculated. When adding any 
equipment to your server room setup, it is imperative 
that you recalculate your cooling needs according to 
the additional energy consumption (heat production).

2. Managed Power Distribution

As heat is generated only by devices that are running, 
there is much money to be saved by powering down 
devices when they no longer need to be running. This 
can be very difficult to do when you’re not in the build-
ing! For businesses that don’t need all engines going 
24/7, these PDU provide the option to safely shut down 
certain machines at the times of your choosing, and the 
most advanced models give you full programmabil-
ity by each individual outlet. These PDUs can be fully 
software integrated into your system for the easy and 
full control of your entire power situation. Even better, 
an efficient managed PDU will pay for itself in a few 
short years.

Solar power is an option that is now becoming very 
popular. Though expensive to install, solar systems 
will pay for themselves in a few years. To add even 
more safety to your investment, the photovoltaic bat-
teries they use are generally guaranteed for a quarter 
of a century. The only downside is that the availabil-
ity of solar energy depends completely on the weather. 
Surely, Tucson is a much better place to harness solar 
power than Seattle!
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3. Considering Affordable but Reliable 
Equipment

With so much at stake, many IT installers will choose 
the top brands when selecting equipment. While this 
strategy will probably provide the performance you 
need, it doesn’t mean that same performance and reli-
ability could not be achieved more affordably. Before 
automatically equating price with performance, try 
checking out popular forums like www.serverwatch.com 
and www.spiceworks.com for professional equipment 
reviews. You may find an affordable Dell server that is 
tested and proven to perform just like that Cisco you 
almost bought!

Though it is nice to be prepared for growth so you are 
not overwhelmed, you simply don’t need an 18x24 room 
full of top of the line servers for a small business with a 
handful of employees. Always buy only what you need 
to run your operation, adding a bit of headroom “just-in-
case”. Too much of a good thing can certainly be bad!

4. Future-Proofing

When it comes to information technology, standards 
are extremely difficult to pin down. Even so, when buy-
ing equipment, cooling systems, and cabling, it’s best 
to think about the future whenever possible. Becoming 
thoroughly knowledgeable about upcoming trends in the 
industry will prove to be a massive benefit to profitabil-
ity. It is often not much more expensive to build a server 
room using standards geared towards the future, but it 
is always expensive to buy lots of equipment only to 
replace it in a year!

5. Virtualizing Servers

Virtualizing your servers is a great way to make the 
best of your resources. Instead of buying additional serv-
ers, virtualization allows you to partition the resources 
while masking the physical location. For example, if 
you’re using dual core processor server, it can easily be 
made to appear and operate as 2 separate servers. This 
instantly saves you money by requiring you to by half 
the hardware you would need without it!

Paul Stennett is a Product Specialist at CableOr-
ganizer.com—an industry-leading online retailer 
of telecom/datacom/networking, electrical, and 
cable and wire management products. He may be 
reached online at www.CableOrganizer.com. 

Contact: Stephanie Fisher or Merilee Kern, 858-577-0206, 
Stephanie@kerncommunications.com
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5 Mistakes that Quash Corporate Innovation
‘You Can’t Read the Label While Inside the Jar,’ Say Fortune 100 Consultants

The biggest breakthroughs in the history of business 
– and the history of the world – are never the result of 
conventional thinking, says Maria Ferrante-Schepis, a 
veteran in the insurance and financial services industry 
who now consults Fortune 100 companies such as GE 
with innovation agent Maddock Douglas, Inc. 

“To echo Harvard Business School professor Theodore 
Levitt back in 1960, ‘In every case, the reason growth 
(in business) is threatened, slowed or stopped is not 
because the market is saturated. It is because there has 
been a failure of management.’ Many of the world’s big-
gest companies are simply riding on inertia,” says Fer-
rante-Schepis, author of “Flirting with the Uninterested,” 
(www.flirtingwiththeuninterested.com), coauthored by 
G. Michael Maddock, which explores innovation oppor-
tunity through the lens of the insurance industry 

“There’s a great saying in the South: ‘You can’t read the 
label when you are sitting inside the jar,’ ” says Maddock, 
CEO of Maddock Douglas. “It’s hard to see a need and 
invent a way to fill that need when you’ve been inside one 
business or industry for a long time.”

Recognizing those needs requires stepping outside 
of the jar and viewing things from the outside, adds 
Ferrante-Schepis.

“You can’t innovate from inside the jar, and if you aren’t 
innovating, you’re just waiting for the expiration date on 
your business,” she says. 

Ferrante-Schepis and Maddock bust five myths relating 
to corporate innovation:

· The	 preference	 of	 four	 out	 of	 five	 dentists	
doesn’t	necessarily	matter: Many years ago, when the 
Maddock Douglas firm consulted with P&G to develop 
new oral health care products, Crest was recommended 
by most dentists. However, it turns out the market had 
shifted; consumers became more interested in bright 
smiles than healthy gums. Many industries make the mis-
take of getting their insights from their own experts rather 
than asking the consumer. 

· Giving	all	your	love	to	those	who	already	love	
you: In the interest of preserving customer morale, too 
many companies focus on those who already love their 
service. But that’s not what companies need to work 

on; they need to focus on what’s not working in order 
to improve. The haters very often offer well-targeted 
insights that can tremendously improve products, cus-
tomer service, and/or operations.

· “We	tried	that	idea.	It	didn’t	work.” What idea, 
exactly? People who are in the jar interpret new ideas 
based on how they last saw them. You may think you’ve 
tried or tested an idea, but if you applied it in a conven-
tional way, the way it’s always been used, you haven’t 
really tried it. Consider the term “auction” -- in-the-jar 
thinkers envision Sotheby’s and not the more practical 
and innovative eBay.

· Trying	 to	 impress	with	 insider	 jargon: Com-
munication is a huge part of innovation. Policies in the 
health-insurance industry, for example, include language 
that may make sense to insiders, but say nothing to the 
average middle-class customer, which is prohibitive. Be 
very careful about the language you use. In this case, 
“voice of the customer” should be taken literally. Cus-
tomers recognize, respond to and build from their own 
words more than from yours.

· Staying	at	your	desk	and	in	the	office: Doubling 
down on what already has not worked for you is not inno-
vative. Get outside your office and act like an anthropolo-
gist. Spend time with your customers and bring an expert 
interpreter and a couple members of your team. Compare 
notes; you’ll be shocked at how differently you all see the 
situation. 

Maria Ferrante-Schepis is the managing principal of insurance and finan-
cial services at Maddock Douglas, Inc, an agency of innovation focused on 
helping large brands bring new ideas to market. After more than 20 years 
as an executive in the insurance and financial services industry, she has 
joined the Maddock Douglas team to focus on the opportunities for inno-
vation in the insurance and financial services industry, recognizing the 
significant public and government demand for change. Ferrante-Schepis 
holds a bachelor’s in marketing and an MBA in management. G. Michael 
Maddock is the founding partner and CEO of leading innovation agency 
Maddock Douglas, which has helped more than 25 percent of Fortune 
100 companies invent, brand and launch new products, services and busi-
ness models. A serial entrepreneur, Maddock has launched four successful 
businesses and co-chairs the Gathering of Titans Entrepreneurial Conclave 
at MIT.
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What will 100 Gbs Broadband Satellite 
Technology Mean to You?

B y :  L e o  A .  W r o b e l  S h a r o n  M .  W r o b e l  a n d  D a v i d  H a r t s h o r n 

On planes, trains, ships and automobiles, from consumer 
living rooms to corporate boardrooms, the advent of 30-100 
Gbps connectivity via satellite will redefine broadband 
“access.” Indeed, more than half of the world’s satellite 
operators have ordered or plan to order high-capacity sat-
ellites, and 14 million households and 50% of enterprise 
terminals are predicted to be using high-capacity satellite 
platforms by 2020. Part of this is due to pure economics 
associated with the cost of such services. 

For example, some broadcasters have seen the price of 
satellite news feed slide from more than $100,000 to less 
than $20,000 – and 80% reduction in price. The other driv-
ing factor however is the desire by various market segments 
to access any service, any time, anywhere. From this per-
spective, satellite boasts some significant advantages. 

Emergency responders have powerful new options to 
deploy after disasters. Wireless operators are broadening 
their footprint and tapping markets that were previously 
unreachable through satellite back haul. And for consum-
ers in particular, this is all good news as well. These days, 
regardless of proximity to major population centers, afford-
able broadband connectivity is within reach of everyone. 

So who will be the players? What does the new bandwidth 
capability mean to consumers, the mobile workforce and the 
enterprise user? What will it cost? In order to gain a per-
spective, let’s take a cursory look at the technology itself, its 
potential users, and some upcoming market opportunities.

What is High Throughput Satellite? (HTS)

High throughput satellites (HTS) is a classification for 
communications satellites that provide at least twice (and 
often 20 times or more) the nominal throughput of a classic 
satellite in the same amount of orbital frequency spectrum. 
Packing more bits into the same frequency spectrum sig-
nificantly reduces the cost-per-bit. Leading edge technolo-
gies such as ViaSat-1 and EchoStar XVII (also known as 
Jupiter-1) are capable of providing more than 100 Gbit/s of 
carrying capacity. Stated another way, this technology rep-
resents more than 100 times the capacity offered by a con-
ventional Ku-band satellite. In fact, the 140 Gb/s ViaSat-1 

launched in October 2011 had more capacity than all other 
commercial communications satellites over North America 
combined. 

HTS opens up a wealth of opportunity for a wide range 
of applications often in locations, which were previously 
unreachable. Consider the Internet service that you like to 
access while on a long flight. United Airlines is in fact dis-
cussing plans to use Ka and Ku-band satellite for in-flight 
connectivity. International consulting firm Euroconsult cites 
such connectivity as strong growth. There are many other 
applications already benefiting from High Throughput Sat-
ellite (HTS) based on the ability to get wide bandwidth, any-
where. In the consumer market, HTS provides broadband 
access where otherwise, there just isn’t any, as well as a 
competitive alternative to existing broadband services.

Overcoming The Perception

Despite the technological hoopla, for some there is still a 
feeling that satellite services are not quite up to the task. This 
is rooted to some extent with consumers, who find that their 
satellite TV service washes out in heavy rains. The industry 
has responded specifically to this issue. In an effort to assure 
that rain attenuation has minimal effect on the service being 
provided they are employing the following techniques:

Site Diversity
In this case a satellite operator will ensure there are sepa-

rate satellite “uplinks” in geographically diverse locations. 
Another name for this is space diversity. Space diversity 
helps ensure that if one uplink is being impacted by heavy 
rain, the other geographically diverse uplink can pick up the 
load. This is not a new approach, indeed it has been applied 
with good effect for decades with other technologies such as 
microwave radio.

Adaptive Coding Modulation (ACM)
Like Space Diversity, ACM is also not a new concept. 

ACM has been used for many years in other wireless com-
munications applications, including microwave radio. More 
recently, ACM has found favor in use over satellite links. 
The primary function of ACM is to optimize throughput in a 
wireless data link. ACM adapts the modulation order used, 
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and also employs the Forward Error Correction code rate 
which both affect spectral efficiency expressed in bits per 
second per Hertz. The adjustments take place based on the 
noise conditions or other impairments on the link. In this 
manner ACM maximizes throughput regardless of link con-
ditions such as noise, rain fade, etc. 

The Consumer Business Opportunity

In order to fully appreciate the consumer business oppor-
tunity, let’s take a look back at the rollout of first satellite 
consumer service - Direct-To-Home (DTH) satellite broad-
casting services. These services, including Dish Network, 
DirecTV, and others like them were among the first rolled 
out to consumers in markets such as Japan, U.K., and the 
U.S. At first, the expectation was that satellite DTH broad-
casting would be limited only to consumers who would pur-
chase the satellite service only when there was no terrestrial 
access. That expectation turned out to be true, but only to 
a limited extent. The real surprise to the industry was the 
phenomenal interest from urban and suburban customers. 
It turned out that satellite TV was a well-suited competi-
tive offering for consumers, who were often fed up with the 
cable company. This eventually led to the tooth-and-claw 
competition between satellite TV providers and cable com-
panies that still exists today. These days the satellite industry 
is doing very well in the broadcast market and the outlook is 
even rosier when one factors in a new broadband choice for 
consumers. Will today’s DSL customers dump the incum-
bent phone company – or cable company – in favor of a new, 
cost effective alternative? All things considered, they just 
might. A little competition never hurt anyone right?

Coming back to HTS, like the earlier debut of Digital TV, 
there has similarly been an expectation that satellite broad-
band connectivity will be a “last resort” offering for folks 
who have no terrestrial broadband service available. How-
ever, if you were to talk to some of the satellite operators 
rolling out consumer DTH broadband, you would discover 
there is a similar trend starting to play out as occurred for 
satellite broadcasting. The satellite and terrestrial industries 
will once again be in a pitched battle for hearts and minds of 
consumers everywhere. 

All in all, more competition is good. For the consumer, 
this creates a huge opportunity as both industries will refine 
and offer the most competitive pricing and bandwidth for 
the consumer. 

The Enterprise Business Opportunity

The terrestrial industry has predicted the imminent demise 
of the satellite industry in enterprise communications almost 
every single year, without exception. Despite this fact the 
satellite industry delivery of services in the enterprise mar-
ket has grown. One reason is that the more “point to multi-
point” the application, the more satellite looks like the best 
option. (Such as for credit card terminals, etc) The fullest 

expression of this can be seen in markets such as the U.S., 
where there is the highest amount of terrestrial services, but 
also the largest installed base of enterprise VSAT terminals. 
Terrestrial is the preferred transport technology on point- to-
point communications, but for point to multipoint applica-
tions, the advantages of satellite are undeniable.

In addition, based on the experiences of people using Ka-
band right now, users are not experiencing significant deg-
radation or signal loss due to rain that plagued bygone days. 
That said, it is still important to remember that as with every 
other service, Ka-band is well suited for some applications, 
but not others. It is a question of having another tool in the 
kit from which to choose.

Pros and Cons

On the pro side, High Throughput Satellite transmits more 
power and packs a large amount of data into the signal than 
its counterpart, C Band satellites. HTS provides a power-
ful spot beam as well as excellent VoIP quality. Dishes are 
smaller in size, generally 2’-5’ in diameter in comparison to 
C band’s “hard to hide” 8’ dishes.

If you are looking for a con side, rain fade, when it occurs 
is more prevalent with the higher Ka band high frequencies 
than on classical C-band. However, as stated earlier, Ka 
band is improving. Ka band coverage is also not as wide-
ranging as C band satellites. Latency can also be a problem 
especially if you are into online gaming.

What does the Future Hold for High Capacity Satellite?
While the future looks bright for HTS, a number of ques-

tions remain. We now need to draw on the experiences of 
those doing it already to find the best way forward. The 
GVF High Throughput Satellite Conference serves as a 
forum where these trends, companies, and customers will 
provide insights into how this exciting new chapter in satel-
lite communications is being written. Suffice it to say that 
HTS offers an exciting new the way for applications to be 
delivered in the world today. For example, new alternatives 
for airlines will provide faster, cheaper and higher quality 
Internet to customers on long flights. JetBlue announced just 
such a deal with ViaSat.

For more information, contact the Global VSAT Forum 
(GVF). GVF is the leading international advocate to facili-
tate the provision of satellite-based communications solu-
tions throughout the world. GVF works closely to support 
national, regional, and global-level policy makers as they 
formulate state-of-the-art satellite regulatory frameworks. 
GVF also fosters greater awareness of the commercial, eco-
nomic, political and technological advantages that satellite-
based communications provide. Find them at http://gvf.org.

NaSPA thanks its faithful partner Pearson Publishing/
Informit.com for their thoughtful contribution and con-
tinued support of NaSPA. Find more great content at 
www.Informit.com and watch the NaSPA web site for new 
materials, articles and highlights from Informit.com

20 Technical Support | Fall 2013 www.NaSPA.com

http://gvf.org 
http://www.Informit.com


“You May Be Entitled
to a Cash Recovery”

“Found Money is a Good Thing.” TM

 H o n e s t y     I n t e g r i t y     K n o w l e d g e     E x p e r i e n c e     C r e d i b i l i t y     R e p u t a t i o n

Damage Claim, Financial Dispute, or Disaster?
The “right” Experts can improve chances for financial recovery from
data center disasters, cable cuts, billing disputes, and other complex
technology claims.
The Leo A. Wrobel Companies are your entry point to a
nationwide network of Experts. We are not a law firm. We are the
technical Experts who do the heavy lifting in complex disputes, loss
claims and lawsuits. In many cases you pay nothing unless you collect.
If your organization has sustained a loss and seeks financial recovery,
call us first before you call a law firm. We have recovered millions
in damage, performance, contract, and billing dispute claims since
1999 - often without any litigation.

       $
In cases where litigation is unavoidable, we work with law firms that
win cases because they employ the “right” Experts ... Like Us.

So why not get started right now? Call 1(214) 888-1300 for a
confidential assessment of your claim, dispute, or disaster. After all,

Things Technology Companies Should Know About
Asset Protection, Dispute Resolution, and Disaster Recovery

TelLAWCom Labs Inc. specializes in financial dispute resolution with experience in claims from
$30,000 to $200 million. www.tlc-labs.com
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What Do IT Professionals Think of NSA Data 
Mining?
Part 1 of 2 

B y  L e o  A .  W r o b e l

Recently an Information Technology (IT) professional 
and former National Security Administration (NSA) ana-
lyst named Edward Snowden leaked many secrets of the 
NSA’s blanket surveillance programs. Characterizing 
himself as a “whistleblower,” he reportedly detailed the 
NSA’s practice of secretly obtaining court orders to track 
telephone calls and emails. Is Snowdon a hero or traitor? 
That’s not the subject of this article. This first article cov-
ers what IT professionals think about the NSA rules as 
opposed to the general mainstream population. In a sec-
ond article we will delve deeper into the topic with some 
specific tips on what you should know, what you should 
learn, and things to consider should you be asked to par-
ticipate in such a program.

According to a Washington Post survey, a majority of 
Americans agree with the NSA’s security procedures. Do 
they really? “Not so fast…” says Internet security aware-
ness and training firm, KnowBe4. KnowBe4, and others, 
maintain that the general public does not understand the 
severity of the issue. To support its case, Knowbe4 offi-
cials conducted a survey of 1,300 information technology 
(IT) professionals using the same exact questions as the 
original Washington Post poll. Its findings dramatically 
rebuked the Washington Post’s findings. We also found 
this interesting because it’s the first time we found when a 
poll was taken of IT people - essentially the same people 
who could be called upon to collect this data for the NSA. 
The results may surprise you. 

Does the Washington Post Poll Reflect the Views of IT 
Professional?

The results of a recent Washington Post survey allege 
that most Americans are in favor of the NSA’s secret track-
ing of phone records and online activity. According to the 
results of their poll, 56% of Americans said the practice 
is “acceptable.” The poll further states that 45% of those 
surveyed believe government should be allowed to go fur-
ther than it already is. The same 45% surveyed said that 

the government should be able to monitor "everyone’s 
email and other online activities" Interestingly, a second 
poll by the same Washington Post reaches a different con-
clusion when it asks only one question.

“Should the government monitor personal Internet data 
of U.S. citizens?”

The direct answer to this direct question was a resound-
ing “no.” 85% of respondents were against. So who is 
correct? I am afraid that the answer goes much deeper 
than the average IT Professional – and average American 
– would believe.

Enter: KnowBe4

As I stated above, I found it interesting that there was 
a second identical survey in existance, given solely to 
Information Technology (IT) Professionals. The results 
were significantly different. In the second survey, 70% 
of those polled said the government’s present practice is 
“unacceptable.” 63.7% said the government should not be 
allowed to intrude on personal privacy - even if it limits 
the ability to investigate threats. Furthermore, 77.4% said 
the government should not be allowed to monitor the pub-
lic’s email and online activities.

The consulting firm of KnowBe4 conducted this sec-
ond survey of IT Professionals. Its founder and CEO Stu 
Sjouwerman believes it is the responsibility of IT profes-
sionals to understand and explain the long-term effects 
of this type of monitoring, including potential threats to 
personal information and privacy. 

Suspicious that the Washington Post incorrectly por-
trayed Americans “comfortable with the government’s 
practice of surveillance programs” his firm conducted its 
own poll of 1,300 IT professionals. His firm’s results dif-
fered. Sjouwerman also expresses concerns about what 
“they” will do with the data later, after it is collected.

“The general public is unaware of the ramifications 
an invasion of privacy can present – in the fight against 
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terrorism and security threats, the government is poten-
tially compromising sensitive personal information,” said 
Sjouwerman. “The cornerstone of security is privacy and 
the [NSA’s] practice is essentially robbing the public of 
that. What would happen if hackers get ahold of [per-
sonal] data?”

What Does This Mean to IT Professionals?

Sjouwerman maintains that it is the responsibility of 
IT professionals to ensure that the fight against terror-
ism does not come at the sacrifice of American privacy. 
Sjouwerman advises IT professionals to consider the fol-
lowing when weighing the pros and cons of potentially 
invasive monitoring programs:

• Is public privacy and confidentiality being 
respected?

• Is data collection being conducted professionally 
and with integrity?

• What are the long-term liabilities of such actions?
For better protection against the possible leak of sensi-

tive information, Sjouwerman recommends all civilians 
and organizations limit the amount of sensitive informa-
tion shared online via email or social networking sites. 

“Anything posted online, or even shared over the phone, 
can be a detriment to your personal security. Being cau-
tious, maybe even overly so, will pay off in the long run. 
Anything that gets posted on the Internet essentially stays 
there forever.”

"Those who would give up essential Liberty, to pur-
chase a little temporary Safety, deserve neither Liberty 
nor Safety."	-	Benjamin	Franklin,	1755

One hears the quote above more and more these days. 
It is no secret that U.S. policy changed after 9-11. Alle-
gations have surfaced again and again, dating back to 
the Patriot Act and before, that the U.S. has violated the 
Fourth Amendment, particularly with its surveillance 
policy. The Fourth Amendment reads: "The right of the 
people to be secure in their persons, houses, papers, and 
effects, against unreasonable searches and seizures, shall 
not be violated..." And herein lies the rub: The key term 
here is "unreasonable." More specificly, what precisely is 
unreasonable in the new context established in 2001 and 
later years.

Franklin’s quotation is convenient to use today, but 
even those who use it admit that it may not mean exactly 
what it says in today’s context. After all, in Mr. Franklin’s 
world it would be another 121 years before a telephone 
appeared, and even then the only two people capable of 
monitoring it would be Alexander Grahm Bell and Mr. 
Watson. 

The relevency today I believe may be the reference to "a 
little temporary safety." Are the policies we are employ-
ing today indispensible to national security, or simply "a 
little temporary safety?" Let’s not forget the conspiracy 
theorist’s perspective: Are the policies of the last ten years 
part of a broader agenda? When policies to combat terror-
ism are taken in context with what has happened to media 
ownership rules, corporation campaign finance rules, the 
preemptive invasions of soverign countries by the US for 
the first time and the present climate of fear, one has to at 
least wonder.

Anyone with a knowledge of history cannot help but 
note some similarities to the Reichstag Fire on Feburary 
27, 1933. I do not want to offend any sensibilities here, 
but consider the following account in the broader context 
and draw your own conclusions:

Has This All Happened Before?

The Reichstag building was the assembly location of 
the German Parliament. On February 27, 1933 it burned 
in a fire allegedly set by a man named Marinus van der 
Lubbe. On the day after the fire, newly-elected German 
Chancelor Adolph Hitler asked for and received from 
President Hindenburg the “Reichstag Fire Decree,” which 
was signed into law by Hindenburg using Article 48 of 
the Weimar Constitution. The Reichstag Fire Decree sus-
pended most civil liberties in Germany and was used by 
the Nazis to ban publications deemed "unfriendly" to the 
Nazi cause. Despite the fact that Marinus van der Lubbe 
claimed to have acted alone in the Reichstag fire, Hitler, 
after having obtained his emergency powers, announced 
that the fire was the start of a Communist plot to take over 
Germany. Nazi newspapers blared this "news.” This sent 
the Germans into a panic and isolated the Communists 
further among the civilians. Additionally, thousands of 
Communists were imprisoned in the days following the 
fire (including leaders of the Communist Party of Ger-
many) on the charge that the Party was preparing to stage 
a putsch (revolt). With Communist electoral participation 
suppressed (the Communists previously polled 17% of 
the vote), the Nazis were able to increase their share of 
the vote in the March 5, 1933 Reichstag elections, from 
33% to 44%. This gave the Nazis and their allies, the Ger-
man National People's Party (who won 8% of the vote), a 
majority of 52% in the Reichstag.

Fast Forward: Why the Reichstag Parallel Bugs 
Some People:

The World Trade Center was the assembly location for 
a large cross section of American business. On September 
11, 2001 it was destroyed by two commercial jetliners, 
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American Airlines Flight 11 and United Airlines Flight 
175, when they were intentionally crashed into the North 
and South towers by al-Qaeda trained terrorists. A month 
later, on October 26, 2001 the USA PATRIOT Act of 
2001 was passed by the U.S. Congress and signed into 
law by the President. The Patriot Act significantly weak-
ened restrictions on law enforcement agencies' gathering 
of intelligence within the United States; expanded the 
Secretary of the Treasury’s authority to regulate finan-
cial transactions, particularly those involving foreign 
individuals and entities; and broadened the discretion of 
law enforcement and immigration authorities in detaining 
and deporting immigrants suspected of terrorism-related 
acts. The act also expanded the definition of terrorism to 
include domestic terrorism, thus enlarging the number of 
activities to which the USA PATRIOT Act’s expanded 
law enforcement powers could be applied. Having 
obtained emergency powers, the War on Terror began. 
The media whipped the American public into a panic. 
Iraq was invaded and crushed by US-led coalition forces. 
Constitutional provisions concerning habius corpus were 
suspended for some with the indefinite detention potential 
enemies in Guantanamo Cuba. (The types of data min-
ing which are the subject of this article became legal for 
the first time ever!) Eight months into his presidency, the 
attacks of September 11, 2001 transformed Bush into a 
wartime president and his approval ratings surged to near 
90%. Within a month, the forces of a coalition led by 
the United States invaded Afghanistan, which had been 
sheltering Osama bin Laden, suspected mastermind of 
the September 11 attacks. On November 2, 2004, incum-
bent President George W. Bush defeated Democratic 
Party candidate John Kerry, the then-junior Senator from 
Massachusetts. Foreign policy was the dominant theme 
throughout the election campaign, particularly Bush's 
conduct of the War on Terrorism and the 2003 invasion 
of Iraq. 

Author’s Comment: Please do NOT take these com-
ments the wrong way. They are not meant to support or 
detract from any political party or person, only describe 
an issue for discussion. Truth be known the author is an 
Independent voter who just happens to like history and has 
a resulting intellectual curiosity about history repeating.

How Can an IT Professional Avoid Being the Next 
Edward Snowden?

So what are the obligations, rights, responsibilities of IT 
professionals in this new context? One side of the argu-
ment says terrorists will run wild unless individual liber-
ties are set aside and the government – as our benefactor 
and protector – chases down and weeds out the would-be 

evil doers. This seems to be the opinion of those polled in 
the first Washington Post survey. So why did the IT Pro-
fessional survey differ? At the risk of offending someone 
(again) let me proffer a theory.

The first Washington Post survery, as I see it, probably 
cut across all demographics ranging from college profes-
sors and rocket scientests to uneducated, unemployed 
people who sit at home watching Judge Judy all day and 
essentially doing nothing. IT people are generally college 
educated. Perhaps the second survey differed so dramati-
cally because it targeted more educated people? Perhaps 
these people were more able to internalize the broader 
context, and indeed, to even to care about it?

Having set the context in this first article, next time we 
will delve deeper into the obligations of IT professionals 
today, steps you should be taking now, and how to guard 
your own privacy and that of others. 

Your comments are welcome. Please leave them below 
- but be civil and non political - on this controversial 
topic. See you next time.

NaSPA thanks its faithful partner Pearson Publish-
ing/Informit.com for their thoughtful contribution and 
continued support of NaSPA. Find more great con-
tent at www.Informit.com and watch the NaSPA web 
site for new materials, articles and highlights from 
Informit.com.

Leo A. Wrobel has over 30 years of experience with a host of firms engaged 
in banking, manufacturing, telecom services and government. An active 
author and technical futurist, he has published twelve books and over 
1000 trade articles on a wide variety of technical subjects. A sought-
after speaker, he has lectured throughout the United States and over-
seas and has appeared on several television news programs. Leo also 
served ten years as an elected Mayor and City Councilman (but says he 
is "better now"). Leo is presently CEO of Dallas-based and b4Ci. Inc. See 
http://www.b4Ci.com call (214) 888-1300 or at leo@b4ci.com. 

Stu Sjouwerman is the founder and CEO of KnowBe4, LLC, which provides 
web-based Internet Security Awareness Training (ISAT) to small and 
medium-sized enterprises. A data security expert with more than 30 years 
in the IT industry, Sjouwerman was the co-founder of Inc. 500, Company 
Sunbelt Software, an award-winning anti-malware software company 
that he and his partner sold to GFI Software in 2010. Sjouwerman is the 
author of four books, with his latest being Cyberheist: The Biggest Finan-
cial Threat Facing American Businesses Since the Meltdown of 2008.
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