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From the Editor- in- Chief

Spring	2012
Volume	4,	Number	1Message from the President

When we use the Internet we assume we can access any feature we like 
without restriction, whether it is browsing, listening to music, research, 
email, gaming or work. However, this is all changing. Large special inter-
ests are making all the decisions these days – not us. Have you ever heard 
of the concept of Network Neutrality? Net Neutrality means that Internet 
providers cannot discriminate or provide inferior service to people who 
don’t use THEIR services. For an idea of what is truly at stake, think about 
what the Internet would be like if your cable or phone company made all 
the pricing and content decisions.

So what is NaSPA doing about this issue? Actually, we are 
doing plenty. NaSPA recently acquired Login International, 
(www.logininternational.org) a worldwide advocacy group for Internet 
users. Login was founded to assure the Internet remains open, and that 
concerns from all Internet users are heard at State and Federal Policy 
levels. 

We realize that advocacy for millions of “small” users represents some-
what of a departure for NaSPA, especially since we have always served 
members from large I.T. departments worldwide. Take a look at your 
internal I.T. department though. Chances are Internet connectivity to ser-
vices it provides is one of your biggest priorities these days. Assuring that 
the Internet connection to your customers remains open and neutral should 
be everyone’s priority.

On the other side of the coin, all of us are “small” users as well - whether 
we are visiting social web sites, downloading music, or making VoIP phone 
calls. The Login International acquisition therefore made even more sense 
to us. It will allow Internet users large and small to drive national broad-
band policy, not just a few large service providers. We believe ALL Inter-
net users will find a place in Login, and now in NaSPA.

25 years ago NaSPA began as the National Systems Programmers Asso-
ciation and operated that way for over a decade. NaSPA later morphed 
into the Network and Systems Professionals Association reflecting a major 
shift in I.T. toward networking and distributed processing. Today we con-
sider the Login acquisition to be the third major paradigm shift for NaSPA. 
In addition to large I.T. and Networking, NaSPA is again following indus-
try trends into ubiquitous broadband connectivity. Pivotal to the effort will 
be assuring that the Internet remains a level playing field for everyone. 
Login International will assist in that effort. 

With this in mind, we are offering membership in Login Interna-
tional free with your membership in NaSPA for a limited time. If 
you are already a NaSPA member you need do nothing. If not, there 
is no better time than now to sign up. Won’t you join us?

Leo A. Wrobel
Editor in Chief Technical Support Magazine
President, NaSPA, President@Naspa.com

Some people speak of the end of the world this year, at least those who believe in the Mayan Calendar.
Assuming the world survives however, 2012 could go down as the year the   as we know it.

When we use the Internet we assume we can access any feature we like without restriction, whether it is
browsing, listening to music, research, e-mailing or gaming or work. This is all changing because special
interests are making all the decisions, not you.  is a principle that preserves a free and open
Internet. Net Neutrality means Internet providers may not discriminate or provide inferior service to people
who don’t use THEIR services.  Imagine what the Internet would be like if your phone or cable company made
all the price and content decisions for best idea what is truly at stake.

Login International was founded to to assure concerns from Internet users from walks of life are voiced at
Federal and State Policy levels. Now NaSPA members will have the same voice in the evolution of the Internet.
Watch or more about this exciting development over the coming months! Better still, JOIN NaSPA now.  For
a limited time NaSPA membership includes free membership in Login International, but hurry, not for long.

I N T E R N A T I O N A L

The global Internet users alliance. TM

1(414) 768-8000 x 450 www.login-international.org
www.naspa.com2 Technical Support | Spring 2012

http://www.logininternational.org 
http://www.naspa.com


 Spring 2012 Volume 4,  Number 1

The information and articles in this magazine have not been sub-
jected to any formal testing by NaSPA, Inc. or Technical Enterprises, Inc. 
The implementation, use and/or selection of software, hardware, or 
procedures presented within this publication and the results obtained 
from such selection or implementation, is the responsibility of the reader.

Articles and information will be presented as technically correct as 
possible, to the best knowledge of the author and editors. If the reader 
intends to make use of any of the information presented in this publi-
cation, please verify and test any and all procedures selected. Technical 
inaccuracies may arise from printing errors, new developments in the 
industry and/or changes or enhancements to components, either hard-
ware or software.

The opinions expressed by the authors who contribute to NaSPA	
Technical	Support are their own and do not necessarily reflect the official 
policy of NaSPA, Inc. Articles may be submitted by members of NaSPA, 
Inc. The articles should be within the scope of host-based, distributed 
platforms, network communications and data base, and should be a 
subject of interest to the members and based on the author’s experi-
ence. Please call or write for more information. Upon publication, all let-
ters, stories and articles become the property of NaSPA, Inc. and may be 
distributed to, and used by, all of its members.

NaSPA, Inc. is a not-for-profit, independent corporation and is not 
owned in whole or in part by any manufacturer of software or hard-
ware. All corporate computing professionals are welcome to join NaSPA, 

Inc. For information on joining NaSPA and for membership rates, see 
www.NaSPA.com.

Notice: You have received this email because you are a member of 
NaSPA http://www.NaSPA.com, the Network and Systems Professionals 
Association, Inc., or a subscriber to Technical	 Support magazine. NaSPA 
believes this publication to be of value to you and your career. If you wish 
to opt-out and not receive this magazine in the future or would like to 
change your delivery address, please send an email with your request to 
Customer Care, customercare@NaSPA.com.

All	product	names	and	visual	representations	published	in	this	magazine	
are	the	trademarks/registered	trademarks	of	their	respective	manufacturers.

7044 S. 13th Street, Oak Creek, WI 53154-1429.

NaSPA Mission Statement:

The	mission	of	NaSPA,	Inc.,	a	not-for-profit	organization,	shall	be	to	
serve	as	the	means	to	enhance	the	status	and	promote	the	advance-
ment	 of	 all	 network	 and	 systems	 professionals;	 nurture	 member’s	
technical	 and	 managerial	 knowledge	 and	 skills;	 improve	 member’s	
professional	 careers	 through	 the	 sharing	 and	 dispersing	 of	 technical	
information;	 promote	 the	 profession	 as	 a	 whole;	 further	 the	 under-
standing	 of	 the	 profession	 and	 foster	 understanding	 and	 respect	 for	
individuals	within	it;	develop	and	improve	educational	standards;	and	
assist	in	the	continuing	development	of	ethical	standards	for	practitio-
ners	in	the	industry.

NaSPA	serves	Information	Systems	technical	professionals	working	
with	z/OS,	OS/390,	MVS,	VM,	VSE,	Windows	Operating	Systems,	Unix,	
and	Linux.
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IT SERVICE KNOWLEDGE MANAGEMENT 
SURVEY
Executive Summary of Results from a Membership Survey of the Networks & Systems 
Professionals Association (NaSPA)

NaSPA supporter Attivio recently completed a sur-
vey of NaSPA members in order to gain insight into 
how effectively service organizations use information 
resources to quickly resolve incidents. Since over sev-
eral hundred of you chose to participate in the survey, 
we have included the results here. Key areas of the 
Attivo survey included:

· What service performance metrics, if any, are 
being used to assess service performance?

· What sources of service-related information 
(databases, log files, documents, etc.) are actively used 
to resolve incidents? What additional helpful sources 
are not utilized as of yet?

· What percentage range of all IT incidents is 
resolved with the first call or contact?

· Is a Service Knowledge Management System 
in use today?

· How many information sources are typically 
referenced to effectively resolve incidents?

This executive summary not only reports key results 
of the survey, but also provides some thought-provok-
ing correlations between responses to certain ques-
tions. These correlations provide important insight into 
where and when a Service Knowledge Management 
System will yield the most compelling benefits.

Nearly 250 service professionals completed the sur-
vey, of which 85% were at the managerial level or 
above. Over 60% were at the director or VP/CIO level. 
We hope you find this survey report and the analysis 
of survey results to be informative and helpful in your 
efforts to improve IT service performance by provid-
ing fast, easy, unified access to all sources of incident-
resolving enterprise information.

“Support the Support People” with All Relevant 
Information

IT service management organizations are facing 
challenges that are tougher than ever. The levels of 
business and IT complexity continue to rise, coupled 
with increased scrutiny of IT service delivery and 
business demands to demonstrate productivity and 
value. Forrester ITSM analyst Stephen Mann recently 
commented:

The changing business and IT landscapes (increased 
customer expectations, etc.) mean that we need to up 
our IT service desk game. It’s like in poker where they 
recommend that you “play the person, not the hand.” 
We need to support the people not the technology.

To take this point a step further, effectively support-
ing the people who use the technology requires properly 
supporting the IT service people tasked with providing 
that support. 

A key part of “supporting the support people” is to 
equip them with access to all sources of enterprise 
information relevant to a given IT incident, from ser-
vice databases to semi-structured log files to unstruc-
tured content (application manuals, programming 
documentation, wikis, emails, etc.).

Providing such an all-encompassing view of relevant 
enterprise information is the core purpose of the Ser-
vice Knowledge Management System as envisioned in 
ITIL 3. The SKMS is intended to capture and present 
knowledge from sources ranging from one end of the 
service management process lifecycle to the other.  

4 Technical Support | Spring 2012 www.NaSPA.com



You Really Can’t Manage 
What You Don’t Measure

Respondents were presented 
a diverse set of service perfor-
mance metrics – seven in all – 
and asked to rate each metric’s 
importance in evaluating the 
IT service organization. These 
metrics were rated on a scale 
of 1-4, representing Not At All 
Important, Somewhat Impor-
tant, Important and Very Impor-
tant, respectively. Two metrics 
– Increasing first call resolution 
rates and Reducing mean time 
to resolution (MTTR) – led 
the way, rated most frequently 
by respondents as important 
or very important4. Note, very 
few respondents specified any 
additional “other” information 
sources beyond those listed.

The survey also revealed 
a strong positive correlation 
between the number of service 
performance metrics deemed 
important or very important 
and the level of IT incidents 
resolved with the first call. 
Respondents who rated more, if 
not all, of the metrics as impor-
tant or very important to evalu-
ate service team performance 
also tended to also report higher rates of IT incidents 
resolved with the first call. Respondents who rated 
fewer, if any, of the metrics as important or very impor-
tant tended to report lower rates of first call incident 
resolutions, suggesting a less active effort in measuring 
and monitoring service performance.

Clearly, a variety of consistently measured and moni-
tored service metrics helps expose issues and initiate 
corrective action and performance improvement. Of 
course, performance metrics exist not only to find fault, 
but also to recognize success and build team camara-
derie as service teams meet and exceed performance 
goals.

A Variety of Service Information Sources is 
Essential

The survey revealed a wide variety of information 
sources in use to help resolve IT incidents. Of the ten 
information sources provided in the survey, system log 
files – a semi-structured data source – was the most 
widely used information source (70%), closely fol-
lowed by email (68%), external websites and a knowl-
edge base/known errors database (both 65%). IT 
service management software was fifth at 59%, with a 
substantial drop-off in information sources noted there-
after. Less than 4% of respondents specified “other” 
information sources.

Far from relying only on service-related databases 
(i.e., structured data), survey results also indicated 

Attivio®    www.attivio.com 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You Really Can’t Manage What You Don’t Measure 

Respondents were presented a diverse set of service performance metrics – seven in all – and 

asked to rate each metric’s importance in evaluating the IT service organization. These metrics 

were rated on a scale of 1-4, representing Not At All Important, Somewhat Important, Important 

and Very Important, respectively. Two metrics – Increasing first call resolution rates and 

Reducing mean time to resolution (MTTR) – led the way, rated most frequently by respondents 

as important or very important.
4
 Note, very few respondents specified any additional “other” 

information sources beyond those listed. 

 

The survey also revealed a strong positive correlation between the number of service 

performance metrics deemed important or very important and the level of IT incidents resolved 

with the first call. Respondents who rated more, if not all, of the metrics as important or very 

important to evaluate service team performance also tended to also report higher rates of IT 

incidents resolved with the first call. Respondents who rated fewer, if any, of the metrics as 

important or very important tended to report lower rates of first call incident resolutions, 

suggesting a less active effort in measuring and monitoring service performance. 
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Clearly, a variety of consistently measured and monitored service metrics helps expose issues 

and initiate corrective action and performance improvement. Of course, performance metrics 

exist not only to find fault, but also to recognize success and build team camaraderie as service 

teams meet and exceed performance goals. 

A Variety of Service Information Sources is Essential 

The survey revealed a wide variety of information sources in use to help resolve IT incidents. Of 

the ten information sources provided in the survey, system log files – a semi-structured data 

source – was the most widely used information source (70%), closely followed by email (68%), 

external websites and a knowledge base/known errors database (both 65%). IT service 

management software was fifth at 59%, with a substantial drop-off in information sources noted 

thereafter. Less than 4% of respondents specified “other” information sources. 
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Far from relying only on service-related databases (i.e., structured data), survey results also indicated that 

service organizations recognize the need to integrate multiple sources of service-related information for 

effective support. In fact, the vast majority of respondents noted at least four information sources are 

currently in use by IT service management teams. Virtually no respondents indicated only a single source 

of information in use for incident resolution. 

 

Additionally, 81% of respondents also indicated some combination of structured data and unstructured 

content sources of service information in current use. 

 

When asked what information sources are not currently in use but would be helpful to resolve IT 

incidents, once again respondents answered with a combination of structured and unstructured 

information sources, led by knowledge base/known errors database (36%), configuration management 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that service organizations recognize the need to inte-
grate multiple sources of service-related informa-
tion for effective support. In fact, the vast majority of 
respondents noted at least four information sources are 
currently in use by IT service management teams. Vir-
tually no respondents indicated only a single source of 
information in use for incident resolution.

Additionally, 81% of respondents also indicated 
some combination of structured data and unstructured 

content sources of service information in 
current use.

When asked what information sources 
are not currently in use but would be 
helpful to resolve IT incidents, once 
again respondents answered with a com-
bination of structured and unstructured 
information sources, led by knowledge 
base/known errors database (36%), con-
figuration management database (33%) 
and information stored within a content/
document management system (30%) 
and SharePoint (28%) repositories.

Putting it all Together with a Service 
Knowledge Management System

44% of respondents reported that their 
organizations are using a Service Knowl-
edge Management System (SKMS). 
45% are not using an SKMS.

Under what circumstances will an 
SKMS yield meaningful new service 
management benefits? Some answers are 
provided through correlations between 
respondents’ reported rate of IT incidents 
resolved with the first call, company size 
(annual revenue), and whether an SKMS 
is reported to be in use.

Respondents whose organizations 
exceed $200M in annual revenue and 
who reported an SKMS in use reported 
significantly higher rates of incident 
resolution with the first call/contact than 
same size organizations with no SKMS 
in use (see next page).

Conversely, organizations with less 
than $100M annual revenue did not yield 
a material correlation between first call 
resolution rates and whether a SKMS 
was in use or not.

Organizations between $100M-200M 
yielded a slightly higher but still somewhat nominal 
correlation.

These results suggest smaller organizations may 
be more capable of resolving IT incidents without an 
SKMS, with a lower volume of IT incident activity and 
less variety or complexity of information sources than 
larger organizations noted in the survey.
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effective support. In fact, the vast majority of respondents noted at least four information sources are 

currently in use by IT service management teams. Virtually no respondents indicated only a single source 

of information in use for incident resolution. 
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a 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database (33%) and information stored within a content/document management system (30%) and 

SharePoint (28%) repositories. 

 

 

Putting it all Together with a Service Knowledge Management System 

44% of respondents reported that their organizations are using a Service Knowledge Management 

System (SKMS). 45% are not using an SKMS. 

 

Under what circumstances will an SKMS yield meaningful new service management benefits? Some 

answers are provided through correlations between respondents’ reported rate of IT incidents resolved 

with the first call, company size (annual revenue), and whether an SKMS is reported to be in use. 

Respondents whose organizations exceed $200M in annual revenue and who reported an SKMS in use 

reported significantly higher rates of incident resolution with the first call/contact than same size 

organizations with no SKMS in use (see next page). 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Conversely, organizations with less than $100M annual revenue did not yield a material correlation 

between first call resolution rates and whether a SKMS was in use or not. 

Organizations between $100M‐200M yielded a slightly higher but still somewhat nominal correlation. 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An additional survey question further reinforced the 
correlation between higher first call resolution rates 
and the use of an SKMS for larger surveyed organi-
zations (over $200M in revenue). This question asked 
how many different information sources, on average, 
are referenced to find the answers necessary to resolve 
each IT incident: one, two, three or more sources. 

Organizations over $200M that also reported that 
three or more sources, on average, are routinely used 
to resolve each incident, revealed an even wider per-
formance improvement between organizations using 
an SMKS compared with those with no SKMS in use. 

Conclusions

The introduction to this survey 
results summary noted that it is vital 
to “support the support people” by 
empowering staff to easily access, 
navigate and explore all sources of 
enterprise information relevant to a 
given IT incident, spanning struc-
tured data (databases), semi-struc-
tured data (log files) and unstructured 
content (documents and files). The 
survey results indicating the variety 
of information sources in current use 
suggest that service management 
leaders widely agree on this point. 

A review of survey results noting 
what information sources are not yet 
in use but would be helpful suggests 
further service performance gains 
could be realized by making these 
additional sources easily accessible 
and integrated with existing sources. 
This is where the Service Manage-
ment Knowledge System (SKMS) 
as envisioned in ITIL 3 comes in 
to play, to correlate and present all 
relevant service information in a 
single view, eliminating “silos” of 
information that commonly separate 
enterprise data from content.

As organizations increase sig-
nificantly in size, they are generally 
highly likely to incur significantly 
increased levels of business and IT 

complexity. Larger organizations must also manage 
a wider variety of enterprise information sources that 
must be consulted to resolve incidents effectively. It is 
in these larger organizations with much more diverse 
IT infrastructures that an SKMS will make the most 
dramatic impact on IT service management perfor-
mance. As revealed by positive correlations across 
survey questions, larger organizations with an SKMS 
reported substantially higher rates of incidents resolved 
with the first call or contact than comparatively sized 
organizations with no SKMS in place.

Coupled with a robust series of metrics used to 
actively measure and manage support team activity, a 
well-designed, effective SKMS empowers IT service 

Attivio®    www.attivio.com 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MA 02466 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Conversely, organizations with less than $100M annual revenue did not yield a material correlation 

between first call resolution rates and whether a SKMS was in use or not. 

Organizations between $100M‐200M yielded a slightly higher but still somewhat nominal correlation. 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These results suggest smaller organizations may be more capable of resolving IT incidents without an 

SKMS, with a lower volume of IT incident activity and less variety or complexity of information sources 

than larger organizations noted in the survey. 

An additional survey question further reinforced the correlation between higher first call resolution 

rates and the use of an SKMS for larger surveyed organizations (over $200M in revenue). This question 

asked how many different information sources, on average, are referenced to find the answers 

necessary to resolve each IT incident: one, two, three or more sources.  

Organizations over $200M that also reported that three or more sources, on average, are routinely used 

to resolve each incident, revealed an even wider performance improvement between organizations 

using an SMKS compared with those with no SKMS in use.  

 

Conclusions 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management teams in larger organizations to dramati-
cally improve performance by leveraging the organiza-
tion’s entire body of service-related knowledge.

ENdNOTES
Stephen Mann, Paging The IT Organization: You Need To Sup-

port The People Not The Technology, Forrester Blog, November 
25, 2011.

Office of Government Commerce, ITIL: Service Transition, 
page 244.  London: The Stationary Office (2007). See also: Peter 
dorfman, Knowledge Management and the New ITIL Frame-
work, May 12, 2007.

dorfman.

Attivio’s unified information access platform, the Active Intelligence 
Engine™ (AIE), redefines the business impact of our customers’ informa-
tion assets, so they can quickly seize opportunities, solve critical chal-
lenges and fulfill their strategic vision.

Attivio correlates disparate silos of structured data and unstructured con-
tent in ways never before possible.  Offering both intuitive search capabil-
ities and the power of SQL, AIE seamlessly integrates with existing BI and 
big data tools to reveal insight that matters, through the access method 
that best suits each user’s technical skills and priorities. 

Attivio’s IT Knowledge Expert solution leverages the power of AIE to rap-
idly integrate data and content from all information sources that relate 
to IT incident management, problem management and change manage-
ment. IT Knowledge Expert connects the dots between the multiple data-
bases and various content repositories used by IT support specialists to 
resolve incidents, identify problem-solving root causes, manage system 
changes and more. It also provides an operational management view into 
service management activity over time, including performance by sup-
port specialist, which systems incur the most incidents, which incidents 
impact SLAs and much more. Please visit Attivio at www.attivio.com.
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Some people speak of the end of the world this year, at least those who believe in the Mayan Calendar.
Assuming the world survives however, 2012 could go down as the year the   as we know it.

When we use the Internet we assume we can access any feature we like without restriction, whether it is
browsing, listening to music, research, e-mailing or gaming or work. This is all changing because special
interests are making all the decisions, not you.  is a principle that preserves a free and open
Internet. Net Neutrality means Internet providers may not discriminate or provide inferior service to people
who don’t use THEIR services.  Imagine what the Internet would be like if your phone or cable company made
all the price and content decisions for best idea what is truly at stake.

Login International was founded to to assure concerns from Internet users from walks of life are voiced at
Federal and State Policy levels. Now NaSPA members will have the same voice in the evolution of the Internet.
Watch or more about this exciting development over the coming months! Better still, JOIN NaSPA now.  For
a limited time NaSPA membership includes free membership in Login International, but hurry, not for long.

I N T E R N A T I O N A L

The global Internet users alliance. TM

1(414) 768-8000 x 450 www.login-international.org
www.naspa.com

http://www.naspa.com
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Some Dirty Little Secrets about IT
IT is All about the People: Technology Management That Overcomes Disaffected People, Stupid Processes, 
and Deranged Corporate Cultures

B y :  S t e p h e n  J .  A n d r i o l e

In the world in which we live-a world that changes 
almost daily there are truths and untruths. There's hype 
and there's reality. There are technologies that work 
and there are technologies that stay forever in what 
the Gartner Group describes as the "trough of disillu-
sionment." There are subtleties and nuances. There are 
smart people and nasty people.

There are crazy organizations 
and there are insane corporate 
cultures. Let's look at some of 
the perceptual anomalies of your 
world or, if you prefer, some dirty 
little (and not-so-little) secrets 
about the people and processes 
in your worlds. The by-no-means 
exhaustive list includes:

 ▼ Many technologists are not 
technical; they just act like they are.

 ▼ No one knows what the hell "architecture" is.
 ▼ Technology is operational, not strategic, in spite of 

what they tell you at vendor conferences.
 ▼ Vendor management is an oxymoron because no 

one does it well.
 ▼ Software costs way too much-way too much-for 

what you get and must suffer through. 

Many Technologists Are Not Technical

Many technologists, especially senior technology 
managers and (especially) executives, are not at all 
technical. This means that many of them know just 
enough to ask some really good questions and make 
some really bad decisions. There are many technol-
ogy professionals who know one area really well and 
absolutely nothing about anything else. In my con-
sulting practice, I do a lot of executive education and 

technology awareness training. What I've found over 
the years is that there are lots of professionals who are 
almost completely unaware of emerging technologies 
or especially new technology delivery models. This is 
the natural result of keeping one's head down for a pro-
longed period of time on one task. When you finally lift 
up your head you realize the world has changed. Web 

2.0? Mashups? Location-aware 
applications? The app store? 
SOA? EdA? The semantic web? 
What's going on out there?

Senior technology managers 
often know very little about tech-
nology. Some argue that relative 
ignorance is OK as long as the 
basics are reasonably well under-
stood and that they have people 

reporting to them who really understand the technol-
ogy to be acquired, deployed, and supported. Others 
argue that knowledge of technology management best 
practices is more important than understanding the bits, 
bytes, and lights of specific technologies. Both of these 
are pretty good arguments but there are some real dan-
gers connected with technology ignorance.

First, there's a credibility issue. Technologists who 
spend a lot of time staying current resent, and disrespect, 
the lack of effort senior technology managers spend to 
understand technologies and technology trends. Next, 
vendor radar is really sensitive to shallow technology 
knowledge. Once a vendor profiles a client as shallow, 
he will exploit the ignorance to his advantage. Finally, 
and most important, non-technology technologists can-
not create strategy. As we discuss in more detail in the 
architecture section below, it's difficult if not impossi-
ble to think strategically about enterprise, applications, 

Many technologists are 

not technical; they just 

act like they are.
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communications, information, or security architecture 
if you're not technical. 

Service-oriented and event-driven architectures are 
complicated and require an understanding of integra-
tion and interoperability technology, Web services, 
and the exploding world of open-source APIs, among 
other technologies. As an example of the importance 
of architecture, how can decisions be made regard-
ing application development, software-as-a-service or 
other X-as-a-service models without an understanding 
of architecture? How can one make decisions about thin 
clients or open-source software unless these opportuni-
ties are understood in a larger architectural context?

The dirty little secret? Too many technology manag-
ers get their technology information at cocktail parties, 
from vendors, and from what a small number of col-
leagues may, or may not, tell them. Put another way, 
they are not "students," as we all should be in a field 
that annually reinvents itself. Good managers should 
rely upon their lieutenants; however, they should also 
understand the technology foundations of their invest-
ment decisions, especially all of those that involve 
strategic investment planning. It's tough to develop a 
vision in a vacuum.

No One Knows What the Hell "Architecture" Is

No one really understands "architecture." It's broad, 
complicated, narrow, and simple. It comes in different 
flavors. Vendors and consultants have vested interests 
in making it all sound ominous. In truth, architecture 
can mean different things to different people solving 
different problems.

Wikipedia tells us that enterprise architecture has the 
following practice areas:

 ▼ Business
 ▼ Strategy maps, goals, corporate policies, operating 

model
 ▼ Functional decompositions (e.g., IdEF0, SAdT), 

capabilities, and organizational models
 ▼ Business processes
 ▼ Organization cycles, periods, and timing
 ▼ Suppliers of hardware, software, and services 
 ▼ Information
 ▼ Metadata: data that describe your enterprise data 

elements
 ▼ data models: conceptual, logical, and physical 

 ▼ Applications
 ▼ Application software inventories and diagrams
 ▼ Interfaces between applications, that is, events, 

messages, and data flows
 ▼ Intranet, extranet, Internet, eCommerce, EdI links 

with parties within and outside the organization 
 ▼ Technology
 ▼ Hardware, platforms, and hosting: servers, and 

where they are kept
 ▼ Local and wide area networks, Internet 

connectivity diagrams
 ▼ Infrastructure software: application servers, 

dBMS
 ▼ Programming languages, 
 ▼ and so on 
How many of your colleagues know a lot about most 

of these practice areas? How many can cover them all? 
How about service-oriented and event-driven archi-
tectures? Communications architecture? Applications 
architecture?

The dirty little secret? We can say the word, but really 
don't understand architecture. In my travels I have 
actually come across companies that willingly default 
their understanding of, and investments in, architecture 
to their vendors! No kidding: SAP, IBM, and Micro-
soft have much more influence on the adoption of, for 
example, SOA and EdA than their clients.

Technology Is Operational, Not Strategic-at Least 
for Now

I've beaten the strategic technology drum for a long, 
long time. Strategic technology (you know, the stuff 
that touches customers and suppliers) is focused on rev-
enue generation, improved customer service, pricing, 
upselling, cross-selling, and similar activities designed 
to contribute to profitable growth. Operational technol-
ogy is about devices, networks, storage, security, disas-
ter recovery, and other infrastructure technologies. So, 
where does the money go? Operational technology by 
a long shot. We may talk a good game about strate-
gic technology but the fact is that there are precious 
few strategic technology projects, or strategic technol-
ogy investors, on the planet. We scream and yell about 
strategic technology but we spend just about all of the 
money on operational technology. In adverse economic 
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times we spend even less on strategic technology than 
we did the previous year and the year before that.

The dirty little secret? We talk the talk but don't walk 
the walk: hardly anyone has a serious strategic technol-
ogy investment strategy or a portfolio of strategic tech-
nology projects that consumes more than 10% of the 
technology budget. Even "discretionary projects" are 
operational. So don't buy the hype about how strategic 
technology is (as sad as it is). Strategic technology is 
often operational technology in disguise.

Vendor Management Is an Oxymoron: No One 
Does It Well

Vendors usually dress better than their clients, drive 
nicer cars, and are often even smarter than the people 
who give them huge piles of money year after year. 
We talk a good game about kicking our vendors' asses, 
but they usually get the best of us. I recently discussed 
a major enterprise application deployment project 
with the managers of what turned out to be a five-
year/$500,000,000 project. They used a consultancy to 
help them get the application installed (which got most 
of the money) but complained that they were assigned 
"kids" to work on the project, kids who received 
incredibly valuable on-the-job training on their nickel. 
The performance metrics for the project were as soft as 
they were hard. A key person clause here, a quantita-
tive metric there would have gone a long way toward 
avoiding these kinds of problems. The $500,000,000 
should have been $300,000,000. $300,000,000. What 
am I missing?

Most companies don't squeeze their vendors tightly 
enough. Nor do they partner with them enough. Instead 
they live in this Neverland between partnership and 
paranoia. The same people who just installed your 
network may be the same people who negotiated your 

help desk contract. Corporate IT finance is hardly ever 
experienced enough to get the most out of their ven-
dors. They talk tough, but they're almost never formally 
trained in RFP or SLA development and management, 
contract negotiations, TCO, or ROI, among many other 
related areas.

The dirty little secret? On a scale of one to ten (where 
one is weak and ten is strong), our vendor management 
skills are a solid three. We think we're good at this, but 
we're really not very good at all. Actually, nearly all 
of us suck at vendor management. How good are you? 
Really?

Software Costs Way Too Much (Way, Way Too 
Much)

I don't know about you but when I have to pay $250 
for Microsoft Office and $350 for the personal com-
puter on which it runs, I get angry. What does SAP's 
ERP application or Oracle dBMS and their ERP suite 
cost? All in all? The cost of enterprise software is stag-
gering. Five-year/$500,000,000 enterprise software 
projects are not that unusual among the Fortune 100: 
$500,000,000 million dollars in five years, or about 
$250,000 a day.

Exchange servers are way out of line, especially when 
I can manage my e-mail with Google or Yahoo for free 
(or nearly free). They don't scale? Try them sometime. 
How about the functional spread between MySQL and 
SQL Server? Maintenance fees are beyond comprehen-
sion. $5,000,000 a year for what? Just to keep the lights 
on?

In a previous life I spent nearly $25,000,000 a year 
on software. Pretty hard to believe but it's not unusual 
for companies to pay hefty acquisition and mainte-
nance fees for software they barely use, or use unpro-
ductively. Shelfware is one of the dirty little secrets of 
enterprise software.

Think about the Nike shirts I buy on eBay for $20 
that cost $50 to $75 in retail stores (that I have yet to 
physically visit). Or the pet food I buy at Costco for 
40% less than the grocery store. Or the luggage I buy 
at Overstock.com, the same luggage that's 100% more 
at the department store at the mall. Why isn't software 
sold this way? I realize that these tough economic 
times are generating some large discounts on enterprise 
software, but the industry by and large charges what it 
charges. As you know, the profit margins on the sale of 
software are enormous. Is everyone OK with 60% mar-
gins for companies with "soft" in their names?

Most companies don’t squeeze 

their vendors tightly enough. 

Nor do they partner with 

them enough. Instead they 

live in this Neverland between 

partnership and paranoia.
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I've heard all of the arguments about margins. They're 
sort of like the arguments the pharmaceutical compa-
nies make about their patents and profits. They need all 
that money to keep the pipeline going. The same argu-
ment is used by software vendors: they need high mar-
gins so they can reinvest in new and improved software. 
I'd buy the argument (and maybe even the software) if 
I saw a continuous release of solid software year after 
year. But what I see instead is the release of half-baked 
software that requires service pack after service pack. I 
also see the entrepreneurial community creating more 
innovative software than the mainstay vendors in the 
space. So much for the judicious use of profits.

There are two aspects of this dirty little secret worth 
noting. The first is the value proposition and the second 
are the alternatives that still go unexploited by most 
companies. The historical value proposition of enter-
prise software is still, to my amazement, alive. Big 
software vendors produce feature-rich software for 
huge fees and profits that nearly all of their customers 
barely use. But the enterprise license is for everyone, 
even if they never turn on their computers. The pricing 
models are based upon bundled modules that clients 
buy if they need them or not. But the not so little secret 
is that no one has to buy or maintain software anymore.

The software-as-a-service delivery model challenges 
the enterprise licensing model by eliminating it. Add 
open-source software to the equation and things get 
very interesting very fast. But not nearly enough of us 
are working to destroy the old model. Apparently we're 
still OK with paying through the nose versus paying 
by the drink. We're also apparently OK with paying for 
features we never use. When was the last time you used 
all of the fonts in MS Word or the templates in Excel or 
the layouts in Powerpoint? You get the idea.

These dirty little secrets represent but a few of the 
ones that quietly influence decisions and strategies in 
technology world. Some others to ponder? How about 
these:

 ▼ Many certified project managers have never 
successfully managed a large project, or anything, 
for that matter.

 ▼ Performance assessments are meaningless when 
everyone gets the same raise.

 ▼ Project scope creep is handled with personnel 
heroics.

 ▼ Very few technology professionals back up their 
personal files.

 ▼ Making the high potential list is a political 
process. 

Maybe we'll examine these some other time.

Summary

The takeaways here are clear: do not assume intelli-
gence, competence, or goodwill. Test your colleagues. 
Are they smart? Or not? do they know what they're 
doing? Or not? Are they "good"? Or "evil"? don't 
assume that your vendors like or respect you. Identify 
their vested interests in each of the alternative technol-
ogy delivery models before breaking bread with them. 
More to the point, adjust your expectations about your 
colleagues. Invest in inoffensive, almost polite educa-
tion. Manipulate the environment. Invest in specific 
skills such as vendor management and architecture.

Auerbach Author and NaSPA contributor Steve Andriole’s career 
has focused on the development, application, and management 
of information technology and analytical methodology to complex 
business problems. These problems have been in government and 
industry; Dr. Andriole has addressed them from academia, govern-
ment, his own consulting company, a global insurance and finan-
cial services company, and from the unique perspective of a venture 
capitalist. Author of some 30 books, Dr. Andriole received his BA 
from LaSalle University and his Masters and Doctorate degrees from 
the University of Maryland. His masters and doctoral work was sup-
ported by a National Defense Education Act fellowship. His Ph.D. 
dissertation was funded by DARPA. This piece is excerpted from Dr. 
Andriole’s book entitled IT's All about the People: Technology Manage-
ment That Overcomes Disaffected People, Stupid Processes, and Deranged 
Corporate Cultures © Auerbach Publications, 2012.Order Dr. Andri-
ole’s book now with your NaSPA discount:Use NaSPA Promo Code 
406EA at www.crcpress.com or click the Auerbach Publishers ban-
ner at www.naspa.com. 
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The International Disaster Conference and Expo (IDCE) blew into New Orleans with a 
bang January 17-19. The expo featured presentations by names like former Secretary of 
the U.S. Department of Homeland Security Tom Ridge and dozens more. NaSPA manned 

a booth, due in large part to the generosity of its sponsor Rentsys Recovery Services.  
Indeed, a number of our folks made the trek and used their NaSPA discount to unite with 
recognized and distinguished Disaster Recovery professionals from around the world. 

The IDCE programs included captivating discussions on First Response, Loss Mitigation, 
Business Continuity, and of course Information Technology. Considering an exciting new 
direction in your IT career?  If you missed out on this year’s, start planning on attending 

next year. NaSPA hopes to offer the discount progaram again next year. 

Pictured Left to right is Steve O’Neill, Vice President of Rentsys Recovery 
Services (a NaSPA sponsor), NaSPA President Leo A. Wrobel, and John 
Auster.

Pictured Left to right is Steve O’Neill, Vice President of Rentsys Recovery 
Services (a NaSPA sponsor), Technical Support Magazine Managing Editor 
Sharon M. Wrobel, and John Auster.

NaSPA and Rentsys Man Booth at IDCE 
New Orleans

NaSPA Members Enjoy Discount and 
Hone Disaster Recovery Skills
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An old friend had the booth across from NaSPA, the Association of 
Contingency Planners!
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NaSPA Chapter News and Highlights
Still have not joined a NaSPA chapter yet? Look what you are missing! Contact us about starting or joining 

your own NaSPA chapter today. In the meantime, our thanks to the New York Metro Chapter in setting up a great 
program. Mark March 20 on your calendar!

Metro NaSPA Chapter Meeting: Tuesday, 20 
March 2012 

The next meeting of the NY Metro NaSPA Chapter 
will be on Tuesday, 20 March 2012 in room 1219 at the 
IBM Building at 590 Madison Avenue, New York City, 
from 10:00 AM until 4:30 PM. Please note the change 
in registration at the end of this note. Sessions for the 
day include: 

 ▼ "How do you do What you do When You're 
a z196 CPU?", Bob Rogers, distinguished 
Engineer, IBM 

If you've ever been an assembler programmer, you'll 
enjoy this look inside IBM's latest mainframe proces-
sor. This presentation includes an overview of the pro-
cessor cache, the elements of the instruction pipeline, 
and other aspects of instruction execution. It focuses on 
the IBM zEnterprise processors (z196) and is an update 
to presentations the speaker has given in the past on 
the workings of earlier IBM System z processors. This 
version of the presentation covers topics such as the 
high-frequency pipeline, instruction cracking, register 
renaming, out-of-order execution, co-processors, TLB 
enhancements and other interesting aspects of the z196 
processors. 

About the speaker: Bob Rogers is a z/OS designer 
and evangelist. An IBM distinguished Engineer, he 
frequently presents at SHARE and other conferences. 

 ▼ "Detecting and Diagnosing Soft Failures Using 
z/OS Predictive Failure Analysis and Runtime 
Diagnostics", Bob Abrams, Senior Technical Staff 
Member, IBM 

Predictive Failure Analysis (PFA) and Runtime 
diagnostics (RTd) are two z/OS functions aimed at 
improving z/OS availability via the detection, avoid-
ance and diagnosis of Soft Failures. This presentation 
starts by defining Soft Failures and describes how PFA 

analyzes specific data sources to identify changes in 
patterns compared to behavior learned from the sys-
tem based on prior history. PFA is integrated with the 
z/OS Health Checker, offering many checks of system 
behavior, leading to the prediction of system activity 
that could lead to a system outage. We then describe 
Runtime diagnostics, which is a z/OS function (new in 
z/OS R12) that can be invoked to analyze a system for 
"sick but not dead" types of problem symptoms, pro-
ducing its response in a multi-line WTO response. An 
integration of PFA and RTd analysis introduced in R13 
is also discussed. 

About the speaker: Bob Abrams is a Senior Techni-
cal Staff Member (STSM) at IBM in the z/OS devel-
opment area, celebrating 34 years at IBM this year. His 
focus areas include reliability, availability and service-
ability (RAS) and problem determination issues for z/
OS system software, including the z/OSMF Incident 
Log, Runtime diagnostics features, and System z 
firmware. 
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 ▼ "High Availability Architectures for Linux in a 
Virtual Environment", Scott Loveland, Senior 
Technical Staff Member, IBM 

Linux virtual servers are increasingly being used to 
support critical applications in IBM System z server 
environments. As the mission becomes more important, 
so does the need to ensure its supporting infrastructure 
is highly available. But how? z/OS system program-
mers know the best practices for eliminating single 
points of failure for their systems, but may be unsure 
how to translate those techniques to the Linux world. 
Admins coming from a distributed Linux background 
may wonder how a virtualized environment on System 
z changes the game. And both groups may ponder how 
to best marry the Linux and z/OS worlds to maximize 
availability. 

Wonder no more! This session will cover a set of 
high availability architectures for Linux virtual serv-
ers (LVS), in the context of serving data to WebSphere 
applications (though WebSphere itself won't be the 
main focus). We'll discuss: 

1.  Single points of failure in an LVS environment, 
probabilities of each, and the relative cost to 
eliminate them -- with examples of how to do so 

2.  The power of virtualization to minimize 
degradation of service in the wake of failures, and 
to reduce the need for large clusters of redundant 
servers 

3.  How software running on Linux virtual servers 
can work cooperatively with a Parallel Sysplex 
and z/OS data sharing groups 

4.  Sample architecture specifics, including 
architectural decisions and tradeoffs, configuration 
options, and product technologies used

About the speaker: Scott Loveland is a Senior Tech-
nical Staff Member in the IBM Poughkeepsie develop-
ment laboratory. His career has spanned a variety of 
mainframe software technologies, ranging from z/OS 
to Linux for System z to various middleware products. 
His the Linux for System z integration test architect, 
and a frequent speaker at industry conferences and cus-
tomer briefings.

 ▼ "Avoiding the Pitfalls of Managing System 
Logger", Andrew Sica, Advisory Software 
Engineer, IBM 

System Logger provides sysplex-wide logging capa-
bility to exploiters such as CICS Transaction Server, 
SMF, IMS Common Queue Server, and more. This ses-
sion will talk about some of the common setup and tun-
ing mistakes that can come back to bite you - and how 
to avoid them. We'll also discuss recent enhancements 
to the component, and give a glimpse of some future 
changes. 

About the speaker: Andrew Sica has been working 
in system logger development for the last 12 years. He 
is one of the co-authors of the "System Programmer's 
Guide to the z/OS System Logger."

Registration: Due to a change in building 
access policies, registration is required. Please RSVP 
to markan@us.ibm.com as soon as is possible if you 
are thinking of attending, but no later than Noon ET on 
Monday, 19 March.

The meeting is open to non-NaSPA members 
and is free. Please pass this invitation on to your 
colleagues!
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Integration: The Missing Link in the Cloud
The cloud offers benefits including lower capital expenditures, ease of management, easy 
extension of infrastructure and faster time to market. Even so, many companies moving 
business processes to the cloud are doing so without the appropriate due diligence. Is 
Yours?

B y :  M a r g a r e t  D a w s o n

Cloud computing or cloud-based solutions have been 
portrayed as a panacea for companies looking for the 
flexibility and scalability they need to grow their busi-
nesses, while keeping costs down. The cloud does bring 
incredible economic and technical benefits to any com-
pany, small to large, ranging from lower capital expen-
ditures and ease of management to an easy extension 
of existing infrastructure and a faster time to market for 
new ideas or applications.

However, many companies are moving data and busi-
ness processes to the cloud without the appropriate due 
diligence. And once in the cloud, many companies are 
having a "what did I do?" kind of moment, when they 
realize they now have information in multiple places 
or that the exact processes they were trying to improve 
are now disjointed. Integration and the ability to have 
one source of truth for data and easily share informa-
tion across internal and external systems needs to be 
thought about proactively before the cloud migration, 
not afterwards.

Unfortunately for many businesses, data, application 
or business-to-business (B2B) integration is an after-
thought when evaluating the cloud, and it becomes the 
stumbling block that prevents companies from realiz-
ing the cloud's true benefits.

Companies should absolutely look at how the cloud 
could improve their agility and business impact, but 
there are three key rules I recommend when evaluating 
a cloud migration or implementation:

1.  Start small and grow: don't start with a huge rip 
and replace initiative. You would not do that in 
your on-premise network infrastructure, so why 
would the cloud be any different. Start with a 
single application, process or initiative, such as 

storage, test environment, or a new Web-based 
application for a non-business critical process, 
such as recruiting. Once you've proven the model 
works for your company and can show clear 
metrics of success, then move on to the next cloud 
project. This approach works for all companies, 
and in fact, at the recent Interop 2011 conference, 
Boeing's cloud strategy director talked about 
how they are not planning to move all 8,000 
applications to the cloud at once, but take an 
incremental approach. They started by leveraging 
cloud-based integration and leveraging a cloud-
based development and test environment by a 
company called Skytap.

2.  Extend and augment your existing infrastructure: 
One of the most powerful benefits of the cloud 
is that it can seamlessly extend what you are 
already doing. For example, one company I know 
used the cloud to improve its disaster recovery 
capability. Rather than building a new, expensive, 
physical data center, it leveraged a cloud-based 
dR platform to quickly enable improved failover 
operations with minimal expense. Note that the 
company did not move its primary data center 
to the cloud but its secondary. I believe that the 
majority of companies will always take a "hybrid" 
approach to the cloud, meaning there will always 
be on-premise and cloud-based elements to the 
infrastructure, and the key is ensuring they work 
together and complement each other.

3.  Understand what is behind the cloud platform: 
While this may sound obvious, behind every 
cloud solution is a physical data center. You'd be 
amazed how often really smart people forget this 
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fact, and therefore, do not undergo the analysis 
of that physical data center powering the cloud. 
Any cloud platform or vendor with which you 
work with should use industry best practices 
around network management and security. Also, 
make sure you understand the potential players 
behind your cloud solution. Some software-as-
a-service (SaaS) solutions are built on another 
vendor's application platform-as-a-service (PaaS), 
which may be leveraging another cloud vendor's 
infrastructure-as-a-service (IaaS), meaning 
you need to understand each layer's strengths 
and potential weak links. Remember the recent 
Amazon cloud crash? This was exactly why it 
impacted so many companies. By the way, this 
is true whether you are leveraging a private or 
public cloud (a whole other issue that drives 
mass confusion that would take a separate 
conversation). 

The cloud models (SaaS, PaaS, IaaS, etc.) are already 
blurring, so make sure you understand the capabilities 
at each layer.

Focus on the Information, Not the Delivery Model

The cloud conversation is not so different from how 
ten years ago we were talking about remote access to 
our networks. At that time, IT managers were faced 
with a growing mobile workforce, which demanded 
access to the network from anywhere, anytime and 
from any number of mobile devices. Network admin-
istrators quickly realized that the old "castle and moat" 

perimeter security model wasn't working, because there 
truly was no way to lock down the network and prevent 
holes in the firewall, while still enabling the business. 
And this was the start of the new world of business 
technology where IT had to show how it was enabling 
the business and helping it succeed, rather than just 
focusing on keeping it running.

With the so-called "deperimeterization" of the net-
work, the focus was on access to and protection of the 
data. So, the perimeter moved inward and security was 
designed to protect applications and information those 
employees and others needed access to easily. The 
same is true for the cloud. See the cloud as an exten-
sion of your on-premise infrastructure and holistically 
architect your model to ensure data security and secure 
access to that information.

So, how do you do that? Start with the information. 
Where does the information reside today? For many 
companies, I recommend looking at how you are shar-
ing and accessing data in your current on-premise world. 
If you don't have a way for people to easily access and 
share data, then fix this before you start moving data 
to the cloud and adding a layer of complexity. Also, 
make sure that your data is tied to an automated busi-
ness process workflow. By both understanding where 
the information resides, how it aligns to the broader 
business process, and who is then touching that data or 
requiring access to it provides an end-to-end view, and 
in this process, you will most likely identify gaps that 
need filling.

Many companies utilize some form of master data 
management (MdM) process or solution. This can 
tie in nicely with a data integration process, where 
you enable the movement of data across applications, 
achieving data synchronization, data migration and 
data transformation if needed. Solutions leveraged for 
this include traditional middleware or enterprise service 
bus (ESB) technologies, MdM and integration suites, 
or new appliance or cloud-based integration products.

Other businesses achieve this central visibility and 
access to information via a collaboration portal, such as 
SharePoint. This is also a great example of how you can 
use the cloud to help your on-premise world, as most of 
these portals are Web-based solutions. Although I will 
warn you that many companies that deploy these por-
tals don't always train their employees sufficiently or 
set up the rules appropriately, thereby creating a more 
disparate data environment rather than a centralized 

Figure 1. The cloud models (SaaS, PaaS, IaaS, etc.) are already blurring, 
so make sure you understand the capabilities at each layer.
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Today’s Fortune 1000 telecom user has crossed
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billing disputes can run hundreds of thousands of
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sustained claim that gets the results you need.
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one. Tools are only as good as those that deploy, man-
age and use them.

Others leverage a service-oriented architecture 
(SOA) approach that enables a shared layer for infor-
mation control and access. If you haven't looked into 
implementing SOA in your enterprise, I highly recom-
mend this. Not only does it help solve the internal data 
management issue, it is an ideal way to extend your 
infrastructure to the cloud and ensure a central view of 
your information, whether on-premise or in the cloud. 
A great resource on this topic is david Linthicum's 
book, titled, "Cloud Computing and SOA Convergence 
in Your Enterprise."

SOA and integration work hand-in-hand in helping 
you manage your information, streamline work flows, 
and enable access to the data by everyone in a specified 
business process. What's more, a SOA approach can 
easily be extended to a multi-enterprise community, 
the other critical piece of integration. We have many 
customers that extend a SOA layer across a B2B cloud 
platform to exchange information with trading partners 
or buyers.

Once you've figured out the information piece, where 
the data lives and how you are managing the data, then 
you move to access. The key to secure access is to cre-
ate a trusted relationship, and allow access based on 
levels of trust. I always ask these 
five simple questions:

1.  Who is trying to access the 
data? (do we know them?)

2.  Can they prove it? 
(authentication)

3.  Is their endpoint secure? 
(endpoint interrogation)

4.  What are they allowed to 
access? (access control rules)

5.  Can I audit their access? 
(compliance and reporting) 

The Future: Creating Trusted 
Cloud Networks

As we move toward the future, 
the idea of "trusted access" can 
be applied across clouds and 
infrastructure. The vision is to 

have the ability to move information and business pro-
cesses seamlessly across areas of your environment 
that encompasses both on-premise and cloud; how-
ever, I believe in the future these terms will become 
increasingly obsolete as we focus on the information 
and secure access.

Think of this as taking the concept of SOA to the 
cloud, where you have a federated layer of information 
that is accessible by everyone in your "community", 
whether internal or external. With trusted cloud net-
works, you can:

 ▼ Connect and share information across clouds and 
users

 ▼ Create or leverage cloud connectivity brokers
 ▼ Create areas of federated services with controlled 

access
 ▼ Establish SOA in the cloud for inter-enterprise 

information exchange 
In the future, cloud-based integration, federated ser-

vices and an open API infrastructure will allow both 
the seamless movement and access to information.

The main elements of trusted cloud networks include:
 ▼ Master data Management (MdM)
 ▼ Federated security with data segregation

Figure 2. In the future, cloud-based integration, federated services and an open API infrastructure will 
allow both the seamless movement and access to information.
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 ▼ Centralized governance
 ▼ Cross-cloud compliance mandates; e.g., PCI dSS
 ▼ Secure "tunnels" of communication across clouds 

using secure protocols
 ▼ Role and rule-based access
 ▼ Transparency and auditing
 ▼ Consistent QoS and SLAs 
This concept is not so different from the multi-tenant 

architecture approach you see in cloud solutions today, 
where the focus is on data segregation and security, but 
many types of data "owned" by many different busi-
nesses can co-exist in a single cloud environment. The 
data is separated by virtual boundaries and clear access 
control rules backed by security processes.

Gartner calls this approach cloud integration broker-
age. A cloud service brokerage (CSB) is a model for 
conducting cloud service governance and integration. 
A CSB brokers a relationship between a service con-
sumer and a service provider. In the diagram below, 
you can see how the consumers of cloud services (you 
and your partners) are accessing information via a cen-
tralized layer that involves multiple cloud service pro-
viders. However, we are not there yet, because as you 
can see, Gartner points out that the missing "links" are 
fully capable brokerage technologies. There are ven-
dors moving in this direction quickly, with cloud inte-
gration providers farthest along this path, as much of 
what they do today is already providing this mediation 
or brokerage capability.

Bringing It All Together

We've covered a lot of ground, from moving to the 
cloud to data management to SOA and integration and 
the future vision of trusted cloud networks. But if you 
are like most companies, you are just starting on this 
cloud path and want a clear way to get started.

I recommend you take the following approach to start 
moving toward a strong cloud strategy that puts what 
we've discussed into action.

First set or refresh policies around users, security and 
access. Ideally, you already leverage Active directory 
or some similar repository for users and associated 
rules. If your company has not established clear secu-
rity policies and access control rules for your internal 
and external users, this is a great opportunity.

Second, implement a data management process. This 
should include a clear mapping of your data, informa-

tion flow, and ideally a SOA approach, with centralized 
governance based on the policies you've established.

Next, review and update if necessary your business 
processes and related management. If you don't know 
how to collaborate with the business on refining busi-
ness processes, you can always leverage one of the 
cloud-based BPM tools that provide easy-to-use work-
flow widgets. This is actually a great way to test the 
cloud in your enterprise and involve the business side 
of the house in your updated processes.

Finally, incorporate integration into those business 
processes across internal and external communities. 
Look at all areas of integration, from data to applica-
tion to B2B.

The cloud is not a fad but rather a strong, new way 
to deliver and consume technology that provides ben-
efits to both IT and end-users. To succeed in the cloud, 
don't bite off more than you can chew. Start with small 
steps that can be measured and expanded. And don't do 
your cloud strategy in a vacuum. Incorporate the cloud 
into your overall infrastructure and IT vision with the 
end goal of providing easy and secure access to criti-
cal information by both your employees and partners in 
order to help your business prosper and grow.

Margaret Dawson is Vice President of Product Management for Hubspan. 
She's responsible for the overall product vision and roadmap and works 
with key partners in delivering innovative solutions to the market. She 
has over 20 years of experience in the IT industry, working with leading 
companies in the network security, semiconductor, personal computer, 
software, and e-commerce markets, including Microsoft and Amazon.
com. Dawson has worked and traveled extensively in Asia, Europe and 
North America, including ten years working in the Greater China region, 
consulting with many of the area's leading IT companies and serving as a 
BusinessWeek magazine foreign correspondent.
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Tips for Salary Negotiations & Employment 
Agreements
Many potential employees feel they are not in the position to negotiate, but as the saying 
goes, "Everything is negotiable." As your career progresses and your ability to make an 
impact increases, you will be in a position to negotiate better employment deals. This 
article covers some of the basic elements of such negotiation.

This Chapter is reprinted with permission from the IT Career Builder’s Toolkit and is provided courtesy of new 
NaSPA supporter Cisco Press.

B y :  M a t t h e w  M o r a n

Well, it has happened. A company is preparing to 
offer a position. You developed and utilized vari-
ous elements of your toolkit to get to this point. Your 
résumé and cover letter were brilliant, your interviews 
were scintillating, and your follow-up and professional 
networking were perfect!

Now the employer is starting to press the envelope. 
The company has expressed interest, and it is time to 
start negotiating your compensation program. Wait!

Salary negotiations, employment agreements, and 
performance contracts are critical elements to your 
overall career success. They can help lay the ground-
work for future growth within a company.

Start Early

If you want to maximize your earning potential, you 
must start the negotiation process early. don't wait until 
the offer is laid on the table to develop a clear idea of 
what you want and how you will get there. When you 
are entry level, this is a little more difficult. However, 
the seasoned professional should have a good idea as to 
his worth and what the market will bear.

Starting early means placing the compensation pack-
age on the table during the interview process. You don't 
have to get into particulars immediately. However, 
expect that the subject will come up at any time, and be 
ready to address it. The employer might have provided 
a salary range up front, giving you an idea of what the 
company wants to pay. Although this is an indicator of 
where the employer wants to go, it is not set in stone.

Even large corporations, which are traditionally less 
flexible when it comes to altering job requirements or 
salary ranges, can make adjustments if the talent war-
rants it. don't let a salary range that seems low keep 
you from either applying or speaking to the company. 
You might find, during discussions, that the company 
simply does not know what the market will bear for 
good talent. The company's low salary range might 
even keep others with your level of experience from 
applying. If you have extensive experience, you will 
have little competition in the pool of talent. This will 
work to your favor. I'm not saying that the company 
will alter its salary range. It might not. However, I 
have seen companies create new positions when the 
right talent is on the scene. In addition, remember the 
idea of building your network of contacts. If you have 
impressed the management at a company, even if the 
company chooses not to hire you, you now have an 
additional source of referrals to other companies.

Know What You Want

I often speak of "defining Yourself: Aptitudes and 
desires," as you need to have a clear idea of what you 
bring to the table and what you need from material 
compensation, insurance, training, and so on. This is 
critical. Without these ideas in place, you are shooting 
from the hip. It is likely that you will overlook some 
important requirement during the negotiation process.
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Understand the Employer's Perspective

Two ideas are often misconstrued by employees 
when it comes to employers. If you carry either or both 
of these perspectives, you need to alter your thinking. 
The first misconception is that businesses are out to 
squeeze employees. It certainly is true that a business 
is hoping to get as much production in the time allot-
ted as possible. To do otherwise would be foolish and 
ultimately lead to failure. However, rarely is this done 
without regard to the employee. The second miscon-
ception is that there is little or no room for negotiation 
with an employer. Often, the job seeker feels that the 
employer holds all the cards, that as a job seeker, he has 
no bargaining power. You must understand that every 
employment arrangement is a barter for things of value. 
(See Chapter 6 of my book entitled "Attitude.") Good 
employees are a rare commodity, and business owners 
and management are more than happy to make con-
cessions when they see value. Remember: A business 
that fails due to lack of production is the same as being 
unemployed. Ultimately, you must understand that 
your employment is a cooperative agreement between 
you and the employer. You are there to provide value; 
the employer is there to provide a product or service. 
Both must take part in the success. This idea should 
help you in negotiation. If you have a realistic sense 
of the value you bring to the table, you will be more 
likely to negotiate from a more powerful position. This 
assumes that you are bringing value to the table and 
that your perspective and actual practice shows that 
you can produce.

Be Creative

Negotiation is meant to provide a solution when two 
parties (the employer and employee) have different 
ideas as to what is appropriate compensation for the 
services to be provided. Remember first that straight 
salary or hourly pay is not the sum total of a company's 
compensation program. You need to look at the entire 
picture.

Think outside of the box. For example, if an employer 
states that employment reviews take place one year 
after hire, but you feel that you will make a dramatic 
impact early, negotiate for that early review.

I recently assisted an IT director during the nego-
tiation process. The company in question had clearly 
stated salary guidelines below his desired monetary 
compensation. However, the company also was ready 

to implement a popular and comprehensive solution. 
The company needed his skills. As it got closer to the 
point of the deal, the employer offered the top end of its 
salary range. The company conceded that it was below 
what he desired but expressed that it would provide an 
opportunity for bonuses and a raise after the first year. 
My client liked what he saw at the company but did 
not want to concede the salary. He felt it would set a 
precedent that would be difficult to overcome. My sug-
gestion: I told him to offer to take the company's stated 
salary but negotiate for a shorter review cycle. In fact, 
instead of a year, I counseled him to push for a three-
month and then six-month review.

When presented with his offer, the company returned 
with another compensation plan. The company offered 
him a salary that actually met his minimum require-
ment but pushed the initial review out to six months.

Reviews are an administrative hassle, and I was con-
fident the employer would counter with something else. 
As it worked out, my client got both his desired salary 
and the opportunity to be reviewed and get a raise in a 
shorter period than the standard year.

Be Firm

After you have your minimum requirements in place 
and you have come to the negotiating table, be firm. 
Although you must be creative and flexible, you must 
also have a point at which you do not give in. This can 
be difficult in the face of a difficult job market or a long 
and drawn-out job search. But a minimum requirement 
is not a desired salary. Your minimums should be based 
squarely in the reality of your current job situation and 
primary financial needs.

I am assuming that you have not oversold your quali-
fications and that you have a realistic idea of your worth 
to the company. Also, if you have been building your 
network of contacts and getting your name to numer-
ous companies, you will likely have more opportuni-
ties in the wings. More opportunity also produces more 
confidence in the negotiation process.

Your Worth to the Company

Be clear on this. Your worth to one company might 
not be the same as your worth to another. I bring this up 
because you might have a salary in mind based on your 
skill set and experience. But if you are interviewing 
with a company that will not utilize all of your skills or 
simply does not place the same worth on those skills, 
your negotiations will fail.
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Negotiations Never Fail

Or do they? If you are disqualified for a posi-
tion because a company cannot meet your minimum 
requirements in one of many areas, your negotiations 
have succeeded. Negotiations are meant to bring you 
and the company in question to an agreement. It might 
be that the company and you are not a good fit. That is 
okay. It is better to know this sooner than later. And in 
some cases, the company will come back to you later 
in its hiring process.

Be Flexible

Being firm is critical in achieving what you need out 
of negotiations. However, if you enter negotiations 
without room to concede or be flexible, your negotia-
tions will fail. You must separate those items that you 
desire into absolute needs, strong desires, and nice-to-
haves. The company might meet every requirement but 
one, and your ability to be flexible and creative will be 
the key to negotiation success.

You cannot expect a company to bend at your every 
request if you are unwilling to budge at any of theirs. 
Also, don't overstate your qualifications and salary 
requirements assuming that a company will take a bit 
off whatever you state. Most employers readily recog-
nize this as amateurish. State what you want as what 
you want.

Employment Agreements

After you have hammered out key pieces of the com-
pensation and job requirements, it is time to put things 
in writing. Employment contracts or agreements are 
meant to provide clearly defined guidelines and expec-
tations for both the employee and employer. A good 
employment agreement protects both parties. Typi-
cally, employment agreements are reserved for senior-
level employees, managers, and executives. It is pretty 
rare that entry-level employees or even staff engineers 
are offered guarantees and buyout packages. I am not 
saying it cannot happen, but few companies are willing 
to risk guarantees on unproven commodities. With the 
past failure of so many technology projects and compa-
nies, this is even truer now than before.

If you are in a position to request or if you have been 
offered an employment contract, the sections that fol-
low address items to keep in mind.

Seek Legal Counsel

Prior to negotiations or even a career move/job 
search, find a competent attorney who specializes in 
business and employment contracts. When you are 
offered a contract, always have it reviewed by your 
attorney before signing it. At the minimum, find a good 
book or visit your library to look over some employ-
ment contracts. Your prospective employer will view 
this as normal and will probably view it as a sign of 
your preparedness. The company certainly will be run-
ning the contract by its legal department, too.

Assumptions

Your contract should list key assumptions. These are 
things you are expected to perform and items the com-
pany must produce. These can include working environ-
ment, equipment needed, budgetary concerns, and so 
on. You don't want to be in a situation in which you are 
being held to a standard that you can't achieve because 
of elements that are outside of your control. Assump-
tions are your legal recourse when the basic require-
ments of a job cannot be fulfilled because of external 
factors. As you might have noticed in Chapter 5, "Self-
Assessment," I am not a big believer in blaming factors 
outside of your control for job failure. However, every 
given job has basic needs that must be met for there to 
be a chance of success. If you are being held account-
able for server uptime or system performance but the 
company is unwilling to act on your recommendations 
or purchase the right equipment, you are going to have 
difficulty meeting the objectives.

Assumptions place factors that are outside of your 
control on the table. Remember: A job is an agreement 
between you and your employer. Both sides have needs 
and requirements. It is much better to know up front 
what each side intends to do for the other.

Deliverables

Your agreement must include some type of deliver-
ables. These include products, services, or performance 
requirements that you must deliver so that the company 
can assess whether you are meeting the job require-
ments. The clearer these are defined, the better.

Bonuses and Performance Perks
A company should put bonuses or performance perks 

in writing. The company should balance its perfor-
mance perks with the minimum assumptions so that it 
doesn't gauge your performance against performance 
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or items that the company or another individual could 
not deliver. Of course, your performance might be 
tied to the performance of a team—something that is 
unavoidable in many cases. This is particularly true in 
cases of management or project performance.
Conclusion

When it comes to your salary and contract arrange-
ments, don't agree to anything that leaves you with a 
bitter taste in your mouth. It's okay to make conces-
sions, but don't take a position believing a company 
will suddenly alter its agreement when it realizes your 
value. doing so is setting yourself up for failure.
Actions & Ideas

1.  Create a mental and written picture of the perfect 
job. This includes pay, working environment, 
insurance, training, peers, and so on. This is not to 
dissuade you to turn down a job that does not meet 
your ideal. Instead, use it as a way to gauge those 
opportunities you come across. You might find that 
you sacrifice one aspect for particular strengths 
in another. The picture you create is simply a 
guideline for assessing opportunities.

2.  At your next interview, begin the negotiation 
process early by letting the company know factors 
that are important to you. don't do this in a pushy, 
I-need-this-or-else type of way. Instead, your goal 
is to let the employer know your future negotiation 
points.

3.  Keep in mind that negotiations never fail. In fact, 
you are better off knowing a company will not 
meet your requirements on some critical point 
early. doing so frees you to move on to the next 

opportunity. For this reason, create a baseline 
of requirements that you can use to gauge every 
opportunity. If, for instance, you cannot or will not 
travel more than two days per month for your job, 
and the requirements for a position involve two 
weeks of travel per month, your decision becomes 
much simpler. Almost all other factors become 
moot.
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The Psychology of Networking
B y  J o h n  H a d l e y ,  C a r e e r  S e a r c h  C o u n s e l o r 

Anyone who has heard me speak knows I am a strong 
advocate of networking. Every job I have ever landed, both 
internal and external moves, has come from networking. 
And several of those either didn't exist or already had some-
one else in the job at the time. 

What constantly surprises me is how difficult so many 
find it, especially in a career search. After all, I grew up as 
an introvert. I then went into the actuarial profession, where 
we were not known for our communication skills, so if I 
could learn to be a master networker, why can't everyone?

I think a lot of people never get past the basic psychology 
of effective networking, and that blocks them right from the 
start. I've written and spoken volumes about the right way 
to approach networking, and the traps to avoid, yet find that 
those who've read or heard those messages still trip over the 
nuances that can make it successful.

First off, networking is about relationships.
If you approach it as an attempt to talk to as many people 

as possible and tell them what you are seeking, it isn't going 
to work. This is the "get as many business cards as I can" 
approach, and it is totally ineffective.

Before I'm willing to use my precious time and connec-
tions to help you, you have to make the investment in the 
time and energy to get to know me, and for me to get to 
know you. In other words, we have to have a relationship!

This is one reason why it is so important not to wait until 
you are looking for a job to start networking. Then it's an 
uphill battle, trying to build those relationships essentially 
from scratch, which obviously takes a lot longer and a lot 
more work. It can be done - I've shown my clients exactly 
how to do that - but it's so much easier if you've been main-
taining powerful relationships all along the way.

Second, networking is about giving.
If your approach is to simply tell people what you are 

seeking, and then to ask them for their help, why should 
they help you?

Now this is a sticking point for many people. "I'm unem-
ployed, and I'm seeking a meeting with a busy executive. 
What do I have to give?"

That's a fair point, and a place at which many job seekers 
get stuck.

I think the key is that you have a giving attitude. 
You may or may not have anything concrete to offer 

me right now, but there's a world of difference between 

approaching me with a taking vs. a giving attitude, and I can 
sense the difference pretty quickly.

The good news is that if you do have a giving attitude, 
most people, even busy executives, are willing to help. You 
just have to approach them the right way.

If you call me up, tell me you've met me at a recent event, 
and then ask me what job openings I know about or who 
I can introduce you to, I'm going to shut you down very 
quickly.

If you instead ask to sit down with me and get my advice, 
and show that you can have a good conversation, eventually 
we will have enough of a relationship that I'm likely to vol-
unteer helpful information and contacts. 

So how does that giving attitude come across? What are 
you 'giving' me when you have that conversation?

You can give me a clear, concise description of your back-
ground and your target. This isn't just a recitation of the 
facts on your résumé, it needs to be an interesting story that 
engages me in the sorts of results you've produced in the 
past and hope to produce in your ideal role.

You can give me an interesting conversation with a tal-
ented individual who I believe may be worth having in my 
rolodex.

You can give me a clear picture of someone who is grate-
ful for whatever advice I'm providing, who I'm confident 
will be willing to return the favor in the future should I or 
any of my colleagues need advice in your area of expertise.

There's so much more we can get into on this ... send me 
your thoughts at John@JHACareers.com and let's continue 
the dialog.

John Hadley helps job seekers who are frustrated with their search. He also 
works with professionals struggling to achieve new opportunities at their cur-
rent employers. After graduating from Stanford University, John worked in the 
financial services industry for 25 years, in roles ranging from Product Manager 
to Chief Actuary. He then opened a successful systems consulting practice, 
which generated over $1.5 million in revenues. 9 years ago he started his Career 
Search Counseling business, and has helped hundreds of professionals land the 
job and pay they deserve.John is a popular speaker and author on career and 
career search topics. In addition to editing (and writing for) the management 
and personal development magazine The Stepping Stone, John writes his own 
monthly Career Tips Email newsletter for 9,000 subscribers, each month bringing 
expert advice on marketing yourself for a career search, and for accelerating your 
career growth. You can find that and a variety of other resources on his website 
at www.JHACareers.com.
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