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Volume 2, Number 1 

Message from the President
�

This week, the federal government passed landmark Health Care Reform legislation. 
And if you believe the talking heads, new banking and financial reform legislation is right 
around the corner. Whichever side of these debates you reside on, relax. I am not going to 
talk about these lively subjects here. What I would like to talk about, however, is another 
issue: Education. It’s expensive today! Like Health Care and Financial Reform, education 
is also changing. I am not sure if the change is good. Rewind a few years to 1975: 
As the 19 year old (oldest) son of six kids, having Mom and Dad pay for my college 
was not really an option even back in the Cro Magnon period. Still, today I am a college 
graduate and then some. It involved selling four years of my life to the Air Force and then 
another five years on the G.I. Bill, but eventually I got there. The day I graduated I didn’t 
owe anyone a dime in the world for a student loan. Maybe this is why the current system 
spooks me so much: 
Am I the only one, or is college education following the path of Health Care and Bank-
ing? I have relatives that have 30 year student loans. Loans higher than car payments that 
they can never get out of paying, even if they file bankruptcy. But is education today as 
much of a value proposition as it used to be? That part is not as clear today either. For 
the first time ever, I have seen studies which have concluded that the cost of a college 
education is more than the higher compensation available to people who complete some 
programs. That’s scary too and something everyone should think about before leaping into 
debt. (I’m not saying don’t go to college, but choose carefully.) Finally, many thousands of 
people still complete college on the G.I. Bill, but even that is more risky these days. There 
is a shooting war going on right now. In 1975, I went in to the Air Force - the very day 
Saigon fell. It was still risky but not like today. 
The reason I bring all this up is twofold: First, I would like your comments. E-mail your 
opinions on this subject to me at president@naspa.com and we’ll print the best ones in the 
next edition of Technical Support. The second reason is this: NaSPA still has the NaSPA 
Educational Foundation (NEF). NEF has taken its lumps with the rest of the economy and 
has been dormant for several years. Frankly, we would like your input on whether NEF is 
still relevant, whether it should be revived, and if so, how. Would members or their employ-
ers donate for example? Would the government kick in under some program? 
NEF has awarded many $1000 scholarships in the past from the NEF. Arguably, a resur-
rected and vibrant NEF might be needed more now than ever. Please email your comments 
about your personal experiences in trying to get a quality Information Technology or other 
education. We’ll use your stories to advocate for members, maybe even at the Federal 
Level. And don’t forget to also pass on your comments about NEF and how we can resur-
rect it to help our members, particularly younger ones just starting out in the profession. 
Be Well Everyone, 

Leo A. Wrobel 
Editor in Chief Technical Support Magazine 
President, NaSPA 
President@Naspa.com 
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NaSPA Mission Statement: 

The mission of NaSPA, Inc., a not-for-profit organization, shall be to serve as the means to enhance the sta-
tus and promote the advancement of all network and systems professionals; nurture member’s technical and 
managerial knowledge and skills; improve member’s professional careers through the sharing and dispersing of 
technical information; promote the profession as a whole; further the understanding of the profession and foster 
understanding and respect for individuals within it; develop and improve educational standards; and assist in the 
continuing development of ethical standards for practitioners in the industry. 

NaSPA serves Information Systems technical professionals working with z/OS, OS/390, MVS, VM, VSE, Windows 
Operating Systems, Unix, NetWare and Linux. 

The information and articles in this magazine have not been sub- The opinions expressed by the authors who contribute to NaSPA Inc. For information on joining NaSPA and for membership rates, see 
jected to any formal testing by NaSPA, Inc. or Technical Enterprises, Inc. Technical Support are their own and do not necessarily reflect the official www.NaSPA.com. 
The implementation, use and/or selection of software, hardware, or policy of NaSPA, Inc. Articles may be submitted by members of NaSPA, Notice: You have received this email because you are a member of 
procedures presented within this publication and the results obtained Inc. The articles should be within the scope of host-based, distributed NaSPA http://www.NaSPA.com, the Network and Systems Professionals 
from such selection or implementation, is the responsibility of the reader. platforms, network communications and data base, and should be a Association, Inc., or a subscriber to Technical Support magazine. NaSPA 

Articles and information will be presented as technically correct as subject of interest to the members and based on the author’s experi- believes this publication to be of value to you and your career. If you wish 
possible, to the best knowledge of the author and editors. If the reader ence. Please call or write for more information. Upon publication, all let- to opt-out and not receive this magazine in the future or would like to 
intends to make use of any of the information presented in this publi- ters, stories and articles become the property of NaSPA, Inc. and may be change your delivery address, please send an email with your request to 
cation, please verify and test any and all procedures selected. Technical distributed to, and used by, all of its members. Customer Care, customercare@NaSPA.com. 
inaccuracies may arise from printing errors, new developments in the NaSPA, Inc. is a not-for-profit, independent corporation and is not All product names and visual representations published in this magazine 
industry and/or changes or enhancements to components, either hard- owned in whole or in part by any manufacturer of software or hard- are the trademarks/registered trademarks of their respective manufacturers. 
ware or software. ware. All corporate computing professionals are welcome to join NaSPA, 7044 S. 13th Street, Oak Creek, WI 53154-1429. 
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From the Founder: 
Highlight on Longtime NaSPA Partner 
Liberty Mutual 

NaSPA Founder and Past President Scott Sherer reflects on NaSPA 
Partner Liberty Mutual. Have you looked into this excellent NaSPA 
Member benefit? Scott’s comments are entirely voluntary and no com-
pensation has been paid to him or Liberty Mutual. For more informa-
tion on your NaSPA / Liberty benefit click HERE. 
About eight years ago I got a phone call from a David Bates in Mich-
igan. I returned the phone call to find out that Mr. Bates was a regional 
manager for Liberty Mutual Insurance and he specialized in insurance 
programs for associations. Mr. Bates flew in to visit us at our next 
NaSPA board of directors meeting and made a presentation to convince 
us that we should partner with Liberty to give our members access to 
high quality insurance services. Mr. Bates made all kinds of assurances 
and representations typical of a sales presentation. The members of the 
board thanked him and he left. We then discussed his presentation and 
partnership opportunity at great length. There was a wide swinging 
conversation both for and against with lots of due diligence done. The 
board tabled the discussion until the next board meeting with many 
questions unanswered. One of those questions was: Does anyone on 
the board already have Liberty Insurance for their home or automobile? 
At the next board meeting we discovered that no one on the board 
had Liberty insurance but I had insurance on my house and cars from a 
subsidiary of Liberty under a different name. After discussion the board 
agreed to sign a partnership contract with Liberty and I would be the 
first person to use their insurance. So we signed the contract and I asked 
my insurance agent to switch my insurance from the Liberty subsidiary 
to Liberty directly. I did that and my insurance price went down due to 
the Liberty member discount. That was a pleasant surprise. I say sur-
prise with tongue-in-cheek because that was one of the representations 
that Mr. Bates had given, but how many times do a salesman’s promises 
actually turn out to be true? 
After I had a good experience with Liberty I walked around the office 
and requested all of my staff to get a Liberty insurance quote on their 
house and automobiles. Our Controller got a quote one thousand dollars 
a year less than she was paying and she switched to Liberty immedi-
ately. Four or five other staff members switched due to savings of two 
to three hundred dollars per year. One of my staff members received a 
quote higher than he was paying and didn’t switch. 
Ultimately we rolled the Liberty partnership program out to our 
members and many members now use the program. In the last three 
years that I’ve been on the program we’ve filed claims many times with 
Liberty. One year we had a storm come through our area causing a large 

tree branch to be launched into our roof causing damage to our roof and 
gutters. I called Liberty and they recommended a repair company to fix 
our house. The fellow came out same day and fixed it the next morning. 
We signed a release form and Liberty paid them directly. Best of all, 
at our next insurance renewal our insurance premium did not go up. 
Another pleasant surprise. 
Finally, in the last three years my two sons have learned to drive and 
purchased their own cars and their cars are on the family insurance plan. 
Teen-age sons that they are, we’ve now had four accidents between 
them. One of my sons had a loss of control accident in the snow in 
February of this year. Liberty had the process started and the approval 
to repair within four hours of my placing a phone call to them. The car 
was repaired within about ten days and they took care of everything. 
So it’s eight years later and I wouldn’t be with any insurance com-
pany but Liberty. In a nutshell, they’re outstanding and I recommend 
them to all members. 
My advice to you? Call Liberty and get a quote. It won’t hurt and it 
just may save you a bundle. 
Best regards, 

Scott Sherer 
Founder and Past President 

Call 414-768-8000, Ext. 116 or 
e-mail NaSPA_membership@NaSPA.com 

for more information. 

Join NaSPA now! 
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The Top Secrets of 
Successful IT Support 
B y E d w a r d J . J o y c e 

If you’ve had to deal with a computer for more than a few nanosec- That advice will likely be meaningless to a broad audience including 
onds, you’ve probably experienced the good, the bad and the ugly of someone from the other side of the globe whose primary language is 
technical support. something other than English or someone who is on day two of a new 
Good support is that gem of technical 

Bad support is an infinite 
loop of phone calls, emails 
and web forms that leave 

you drifting aimlessly 
for weeks at a time far 

from your destination of 
problem resolution. 

job that includes a Bluetooth mouse. 
trivia that hits the bull’s eye on the first Dispense with text-message slang in 
shot—a precision-launched silver bullet favor of clear, concise prose: 
that notches a perfect score and in slap- The failure of the Bluetooth mouse to 
down style declares match over, what next. re-connect following hibernation under 
Bad support is an infinite loop of phone Windows Vista has been reported by 
calls, emails and web forms that leave you other users. Ensure your drivers are up to 
drifting aimlessly for weeks at a time far date. If you have other Bluetooth devices, 
from your destination of problem resolu- check to see if they reconnect after hiber-
tion. This barrage of communications is nation. Check the batteries in the mouse 
of no value except to Maxtor, Seagate and and replace them if they are weak. If the 

problem persists, try the Vista hotfix that Western Digital who profit from the sale of 
Microsoft has posted at http://support. hard disks where the unending dribble and 
microsoft.com/kb/941997/en-us. Waste discourse are ultimately archived due to no-
No Time holds-barred corporate retention policies. 

And ugly support, well that’s just bad 
support delivered with an attitude. 
Those of us in the business of bits and bytes need to be acutely aware 
of how users perceive our support endeavors. You may say, “Why me, 
support is someone else’s job. I’m in . . . [choose-you-own-non-sup-
port-discipline] product development, sales, marketing, management, 
kernel engineering, keyboard polishing and mouse alignment, etc.” 
But if you’re reading this magazine, someone’s going to think you 
know computers even if it’s just Uncle Waldo asking over a holiday 
dinner why his password is rejected when he types a string of asterisks. 
To ensure your ‘customer’ gets the best possible help, here are The 
Top 10 Secrets of Successful Technical Support: 

1Crisp, Clear, Concise Communication 
Your college roommate may understand the admonishment: 
Dude, bad juju about yr mouse not sync’g with Vista after 

a snooze. It happens! Yr drivers cool, right? Could be a Bluetooth 
thingy. Have you revived the AA’s in that rodent? MS has a hotfix 
that could save the day. Give it a whirl. 

We all have probably been on the receiv-
ing end of trivial, time-wasting, you-must-

think-I’m-a-hockey-puck advice. In the medical profession, it’s the 
classic “Take two aspirins and call me in the morning.” In the com-
puter industry, it’s “Restart the computer,” “Reinstall the application,” 
“Replace the power plug,” “Rewire the building,” or some other worth-
less admonishment. 
In most cases this type of advice does nothing but get its giver a 
day closer to retirement while the recipient is left grappling with the 
original problem. 
Strive to give users information that will advance the cause of solv-
ing the problem instead of some cliché response that merely wastes 
time and heightens frustration. 

2Feedback 
If an immediate answer to the user's dilemma doesn't come 
flashing before your eyes like pop-up ads for Netflix, at least 

give the customer a sense of what's happening behind the scenes with 
regular updates. Perhaps you're searching a Knowledgebase, trying 
to reproduce the problem, waiting for a response from the author of 
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the code or convening a committee of Nobel-prize winning scientists. 
Whatever you're doing, post regular updates rather than leaving the user 
wondering if you've become untethered from the worldwide telecom-
munications network. 
Next to prescription narcotics, periodic status updates go a long way 
to alleviating the frustration of a distressing situation. 

3Remote Session 
In the distant past (a few years ago to be exact but in the 
computer business anything more than 30 minutes qualifies), 

the best options for diagnosing a remote user's problems were telephone 
calls, log files, and emails (with screen shots, if you were lucky). 
Today if the problem computer is connected to the Internet, you can 
investigate the crime scene by examining the computer through remote 
session software. 
Without a remote connection, you may be faced with an ad nausea 
exchange of telephone calls and emails to diagnose a problem as simple 
as the user attempting to run a Windows 2003 Server-only product on 
Windows XP, something that would likely have been apparent within 
seconds of establishing a remote connection. 
Make a remote session the top gun in your arsenal of troubleshooting 
ammunition. Everything else is small arms fire. 

4Assume Nothing 
When your life evolves around a niche software product such 
as JGSCMPHACLSE (Java Graphical SQL Client for MySQL, 

PostGreSQL and HypersonicSQL with Automatic Class Schema Evo-
lution), it’s sometimes easy to forget that not everyone spends all their 
waking hours keying and clicking in world of JGSCMPHACLSE. 
When a user calls to report that a Java I/O exception message 
appeared after she clicked the Edit button within the Properties dialog 
of the Advanced tab of the Options panel of the Configuration module 
of the SQL Query component of JGSCMPHACLSE, don’t assume that 
the user flawlessly executed all of the steps leading up to the failure 
point. 
On the contrary, cross-check and double-check all preceding steps 
and prerequisites. You don’t want to find yourself spending two days 
debugging the Edit button within the Properties dialog of the Advanced 
tab of the Options panel of the Configuration module of the SQL 
Query component of JGSCMPHACLSE to then learn that the user was 
attempting to run the product on Java 1.4 but the minimum requirement 
is Java 1.6. 
Your mantra here: verify then analyze. Verify the operating platform 
and version; verify the software product release number; verify the ser-
vice pack levels of the operating system, the product and any required 
third-party components. 
You may be tempted to assume that the user/administrator has 
already performed this type of due diligence before lodging a support 
call but when a system consists of a dozen or more myriad applications 
and an enterprise includes hundreds more, something as trivial as a ver-
sion mismatch can easily escape the wary eyes of even the most astute 
system administrators. 

5Do No Harm 
Practitioners of computer wellness must share at least one 
tenet with the healers of human maladies—do no harm. 

When you're ripping out DLLs, hacking the registry and editing sys-
tem parameters, it can be easy to make matters worse either through a 
mis-keyed entry or an insidious side effect from a change in the system 
state. 

To help guarantee your prescription for a cure will not be worse than 
the disease, try to preserve the current condition as much as possible. 
While it may be impractical to clone the problem computer in toto, 
at least backup system directories, record settings and parameters that 
you'll be manipulating, and copy files that you'll be modifying. 
In the event that the fix doesn't do its job, you can fall back to the 
original problem state and concoct a plan B for restoring wellness. 

6Map the Trail 
If you spend days navigating unfamiliar barren land, dead-
ends, box canyons and deep crevasses, chances are you’ll draw 

a map and write a journal. The next time you need to make that journey, 
you’ll have a direct path to the destination rather than a random walk of 
false starts, futile side-trips and ceaseless backtracking. 
So too with the journey of solving a technical puzzle. When you 
finally reach the promised land of problem resolved, take time to draw 
a map and record a journal and attach those notes to the problem record 
or ticket. The next time you or one of your colleagues is dropped into 
this ‘unfamiliar terrain’ via a desperate user’s cry for help, the direc-
tions from your previous trek will guide you to the destination without 
bushwhacking new trails. 
If web-based forums and Knowledgebases helped set your compass 
straight, consider reciprocating by contributing your own hard-earned 
experience to the information pool. You needn’t become a guru-level 
member of a forum but a short note describing what worked for you 
as well as what did not work will help those who may have to follow 
your footsteps. And if some desperate user opts to check that forum or 
Knowledgebase before calling you, well, that note may have just saved 
you from answering a support call. 
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7Educate 
Remember the old proverb "Give a man a fish and you feed 
him for a day, give a man a stick of dynamite and you feed a 

village." Or is it "Give a man a fish and you feed him for a day, give a 
man a fleet of trawlers and you feed a nation." Whatever. In any case 
these pearls of fishing wisdom apply to computer support as well as 
to angling, and I'm not talking about weaving fishing line with vin-
tage-1995 10Base2 Ethernet cable. 
When you answer someone's question, give them more than just a 
list of esoteric instructions that traverse a narrow path to the problem 
solution. Give them the what, how and why of the solution, so if the 
problem manifests itself again—perhaps under slightly different cir-
cumstances—they'll recognize the symptoms and solve it themselves. 
Here's an example of giving without teaching: 
You observed an “Error applying transforms” error message while 
attempting to run an Adobe Reader update. 
To fix this problem, run the kb404307.exe utility from the Adobe 
website. 
And, the alternative, giving and teaching: 
You observed an “Error applying transforms” error message while 
attempting to run an Adobe Reader update. 
A problem in the Windows registry may be present if the "Acro-
bat 8.1 Japanese OCR Update" and/or "Adobe Acrobat 8.1.2 Security 
Update 1" have been applied to Adobe Acrobat 8 or Adobe Reader 8. 
Affected users will not be able upgrade to the latest version or repair or 
uninstall the existing version while this problem persists. This problem 
does not affect the correct functioning of the installed application, and 
no other application is affected. 
To fix this problem, run the kb404307.exe utility from the Adobe web-
site at http://ardownload.adobe.com/pub/adobe/acrobat/win/8.x/8.1.2/ 
misc/KB404307.exe. 
In the latter case, the user has a better chance of being self-sufficient 
should they encounter the same or a similar problem. 

8Follow Up 
After you have spent 40 days and 40 nights trying to resolve 
a user’s problem, you owe it to yourself and your technical sup-

port compadres to find out if the proposed solution solved the problem. 
If the user hasn’t responded, you may have to switch roles—you 
badger the user instead of the user badgering you. Don’t assume that 
the proposed solution solved the problem because you have heard noth-
ing. Perhaps the user no longer cares about the problem because he has 
retired to an island in the Caribbean after winning the PowerBall lottery 
or she has been reassigned to another job or—God forbid—your soft-
ware has been jettisoned in favor of a competitor’s product. 
Take a few minutes to follow-up and get a final update. Leaving the 
problem discourse open-ended is like taking a rain delay in the bottom 
of the ninth inning and never finishing the game. 

9Make It Better 
You’ve contacted the user. You’ve seen the smoking gun. 
Perhaps you’ve even pulled the trigger on your own computer 

to see the damage firsthand. Now, depending on your role, the nature 
of the problem, and the structure of your organization, you may have to 
set aside the hat of code troubleshooter to don the fedora of code fixer. 
Before breaking out the repair kit, you need to take the vows of good 
design and well-crafted code. The fact that you have been helping some 
befuddled user is often the consequence of poor design and sloppily 
written code. You don’t want to propagate bad practice. And if you’re 

not sure what constitutes good practice, leave the job of fixing the code 
to someone else. 
Good practices in software development and maintenance include 
writing code to prescribed standards. Use alignment, indentation and 
comments in a manner consistent with the existing code. 
While the primary goal of software is to accomplish an intended 
function, just as important is that it be maintainable since maintenance 
accounts of 80% of its lifetime. And to be maintainable, it must be readable. 
With regard to function, well-written programs check return codes from 
all calls to operating system functions and APIs. You may be tempted to 
skip a check of the return code from a call to write a record to a file your 
program just created because you know the file will be relatively small. 
But that snippet of code that has never failed in your test environment 
may not work so well in version 17358 of the operating system or on 
some media that has yet to be dreamed of. 
Readability and checking return codes are just two items from an 
extensive list of software best practices. Become a learned master of 
the software craft so the hours you log at the keyboard unraveling 
code, fixing faulty logic and reassembling source modules will result 
in working, bug-free programs and happy users. 

Giving support and getting support is part and parcel of the job of Edward J. Joyce, a principal 

software engineer at CA, Inc. You can send your questions or comments to Ed at ej@computer.org. 

Copyright 2009 by Edward J. Joyce 

ZERO CLIENT 
STARTER KIT 

www.panologic.com/BUY 

$1,899 
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With Group Savings Plus®, NaSPA members 
can get more from their auto and home 
insurance. 

Savings of up to $327.96 or more a year on auto insurance* 
with a special group discount and other discounts** 

12month Rate Guarantee 
unlike the sixmonth policies that some other insurers offer 

Help when you need it 
with 24/7 Emergency Roadside Assistance and 24hour claims service 

Additional coverages for added security 
including Umbrella Liability policies, Accident Forgiveness† and 
Home Insurance with optional Identity Fraud Expense Coverage 

Chances are, Liberty Mutual’s Group Savings Plus program may be able to offer you more 
savings and benefits than your current auto and home insurance provider. 

AUTO 

HOME 

Get More. Save More.
	
Find out just how much more today.
	
• Call 800-524-9400 and mention client # 101282 

M-F 7:00 a.m. – 12:30 a.m., Sat 7:00 a.m. – 11:00 p.m., Sun 9:00 a.m. – 10:-00 p.m. (ET) 

• Go to www.libertymutual.com/naspa 

This organization receives financial support for allowing Liberty Mutual to offer this auto and home insurance program. 

*Figure based on a February 2008 sample of auto policyholder savings when comparing their former premium with those of Liberty Mutual’s group auto and home program. Individual premiums 
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Cloud Security Challenges
�
B y J o h n W . R i t t i n g h o u s e a n d J a m e s F. R a n s o m e 

Although virtualization and cloud computing can help companies 
accomplish more by breaking the physical bonds between an IT infra-
structure and its users, heightened security threats must be overcome in 
order to benefit fully from this new computing paradigm. This is par-
ticularly true for the SaaS provider. Some security concerns are worth 
more discussion. For example, in the cloud, you lose control over 
assets in some respects, so your security model must be reassessed. 
Enterprise security is only as good as the least reliable partner, depart-
ment, or vendor. Can you trust your data to your service provider? This 
excerpt discusses some issues you should consider before answering 
that question. 
With the cloud model, you lose control over physical security. In a 
public cloud, you are sharing computing resources with other compa-
nies. In a shared pool outside the enterprise, you don't have any knowl-
edge or control of where the resources run. Exposing your data in an 
environment shared with other companies could give the government 
"reasonable cause" to seize your assets because another company has 
violated the law. Simply because you share the environment in the 
cloud, may put your data at risk of seizure. Storage services provided 
by one cloud vendor may be incompatible with another vendor's ser-
vices should you decide to move from one to the other. Vendors are 
known for creating what the hosting world calls "sticky services;" ser-
vices that an end user may have difficulty transporting from one cloud 
vendor to another (e.g., Amazon's "Simple Storage Service" [S3] is 
incompatible with IBM's Blue Cloud, or Google, or Dell). 
If information is encrypted while passing through the cloud, who 
controls the encryption/decryption keys? Is it the customer or the cloud 
vendor? Most customers probably want their data encrypted both ways 
across the Internet using SSL (Secure Sockets Layer protocol). They 
also most likely want their data encrypted while it is at rest in the 
cloud vendor's storage pool. Be sure that you, the customer, control 
the encryption/decryption keys, just as if the data were still resident on 
your own servers. 
Data integrity means ensuring that data is identically maintained 
during any operation (such as transfer, storage, or retrieval). Put sim-
ply, data integrity is assurance that the data is consistent and correct. 
Ensuring the integrity of the data really means that it changes only in 
response to authorized transactions. This sounds good, but you must 
remember that a common standard to ensure data integrity does not 
yet exist. 

Using SaaS offerings in the cloud means that there is much less need 
for software development. For example, using a web-based customer 
relationship management (CRM) offering eliminates the necessity to 
write code and "customize" a vendor's application. If you plan to use 
internally developed code in the cloud, it is even more important to 
have a formal secure software development life cycle (SDLC). The 
immature use of mashup technology (combinations of web services), 
which is fundamental to cloud applications, is inevitably going to cause 
unwitting security vulnerabilities in those applications. Your develop-
ment tool of choice should have a security model embedded in it to 
guide developers during the development phase and restrict users only 
to their authorized data when the system is deployed into production. 
As more and more mission-critical processes are moved to the cloud, 
SaaS suppliers will have to provide log data in a real-time, straightfor-
ward manner, probably for their administrators as well as their cus-
tomers' personnel. Someone has to be responsible for monitoring for 
security and compliance, and unless the application and data are under 
the control of end users, they will not be able to. Will customers trust 
the cloud provider enough to push their mission-critical applications 
out to the cloud? Since the SaaS provider's logs are internal and not 
necessarily accessible externally or by clients or investigators, moni-
toring is difficult. Since access to logs is required for Payment Card 
Industry Data Security Standard (PCI DSS) compliance and may be 
requested by auditors and regulators, security managers need to make 
sure to negotiate access to the provider's logs as part of any service 
agreement. 
Cloud applications undergo constant feature additions, and users 
must keep up to date with application improvements to be sure they are 
protected. The speed at which applications will change in the cloud will 
affect both the SDLC and security. For example, Microsoft's SDLC 
assumes that mission-critical software will have a three- to five-year 
period in which it will not change substantially, but the cloud may 
require a change in the application every few weeks. Even worse, a 
secure SDLC will not be able to provide a security cycle that keeps up 
with changes that occur so quickly. This means that users must con-
stantly upgrade, because an older version may not function, or protect 
the data. 
Having proper fail-over technology is a component of securing the 
cloud that is often overlooked. The company can survive if a non-mis-
sion-critical application goes offline, but this may not be true for mis-
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sion-critical applications. Core business practices provide competitive 
differentiation. Security needs to move to the data level, so that enter-
prises can be sure their data is protected wherever it goes. Sensitive 
data is the domain of the enterprise, not the cloud computing provider. 
One of the key challenges in cloud computing is data-level security. 
Most compliance standards do not envision compliance in a world 
of cloud computing. There is a huge body of standards that apply for 
IT security and compliance, governing most business interactions that 
will, over time, have to be translated to the cloud. SaaS makes the pro-
cess of compliance more complicated, since it may be difficult for a 
customer to discern where its data resides on a network controlled by 
its SaaS provider, or a partner of that provider, which raises all sorts 
of compliance issues of data privacy, segregation, and security. Many 
compliance regulations require that data not be intermixed with other 
data, such as on shared servers or databases. Some countries have strict 
limits on what data about its citizens can be stored and for how long, 
and some banking regulators require that customers' financial data 
remain in their home country. 
Compliance with government regulations such as the Sarbanes-
Oxley Act (SOX), the Gramm-Leach-Bliley Act (GLBA), and the 
Health Insurance Portability and Accountability Act (HIPAA), and 
industry standards such as the PCI DSS, will be much more challeng-
ing in the SaaS environment. There is a perception that cloud com-
puting removes data compliance responsibility; however, it should be 
emphasized that the data owner is still fully responsible for compli-
ance. Those who adopt cloud computing must remember that it is the 
responsibility of the data owner, not the service provider, to secure 
valuable data. 
Government policy will need to change in response to both the 
opportunity and the threats that cloud computing brings. This will 
likely focus on the off-shoring of personal data and protection of pri-
vacy, whether it is data being controlled by a third party or off-shored 
to another country. There will be a corresponding drop in security as 
the traditional controls such as VLANs (virtual local-area networks) 
and firewalls prove less effective during the transition to a virtualized 
environment. Security managers will need to pay particular attention 
to systems that contain critical data such as corporate financial infor-
mation or source code during the transition to server virtualization in 
production environments. 
Outsourcing means losing significant control over data, and while 
this isn't a good idea from a security perspective, the business ease and 
financial savings will continue to increase the usage of these services. 
Security managers will need to work with their company's legal staff to 
ensure that appropriate contract terms are in place to protect corporate 
data and provide for acceptable service-level agreements. 
Cloud-based services will result in many mobile IT users accessing 
business data and services without traversing the corporate network. 
This will increase the need for enterprises to place security controls 
between mobile users and cloud-based services. Placing large amounts 
of sensitive data in a globally accessible cloud leaves organizations 
open to large distributed threats-attackers no longer have to come onto 
the premises to steal data, and they can find it all in the one "virtual" 
location. 
Virtualization efficiencies in the cloud require virtual machines from 
multiple organizations to be co-located on the same physical resources. 
Although traditional data center security still applies in the cloud envi-
ronment, physical segregation and hardware-based security cannot 
protect against attacks between virtual machines on the same server. 

Administrative access is through the Internet rather than the controlled 
and restricted direct or on-premises connection that is adhered to in the 
traditional data center model. This increases risk and exposure and will 
require stringent monitoring for changes in system control and access 
control restriction. 
The dynamic and fluid nature of virtual machines will make it diffi-
cult to maintain the consistency of security and ensure that records can 
be audited. The ease of cloning and distribution between physical serv-
ers could result in the propagation of configuration errors and other vul-
nerabilities. Proving the security state of a system and identifying the 
location of an insecure virtual machine will be challenging. Regardless 
of the location of the virtual machine within the virtual environment, 
the intrusion detection and prevention systems will need to be able to 
detect malicious activity at virtual machine level. The co-location of 
multiple virtual machines increases the attack surface and risk of vir-
tual machine-to-virtual machine compromise. 
Localized virtual machines and physical servers use the same oper-
ating systems as well as enterprise and web applications in a cloud 
server environment, increasing the threat of an attacker or malware 
exploiting vulnerabilities in these systems and applications remotely. 
Virtual machines are vulnerable as they move between the private 
cloud and the public cloud. A fully or partially shared cloud environ-
ment is expected to have a greater attack surface and therefore can be 
considered to be at greater risk than a dedicated resources environment. 
Operating system and application files are on a shared physical infra-
structure in a virtualized cloud environment and require system, file, 
and activity monitoring to provide confidence and auditable proof to 
enterprise customers that their resources have not been compromised 
or tampered with. In the cloud computing environment, the enterprise 
subscribes to cloud computing resources, and the responsibility for 
patching is the subscriber's rather than the cloud computing vendor's. 
The need for patch maintenance vigilance is imperative. Lack of due 
diligence in this regard could rapidly make the task unmanageable or 
impossible, leaving you with "virtual patching" as the only alternative. 
Enterprises are often required to prove that their security compliance 
is in accord with regulations, standards, and auditing practices, regard-
less of the location of the systems at which the data resides. Data is 
fluid in cloud computing and may reside in on-premises physical serv-
ers, on-premises virtual machines, or off-premises virtual machines 
running on cloud computing resources, and this will require some 
rethinking on the part of auditors and practitioners alike. 
In the rush to take advantage of the benefits of cloud computing, 
not least of which is significant cost savings, many corporations are 
likely rushing into cloud computing without a serious consideration of 
the security implications. To establish zones of trust in the cloud, the 
virtual machines must be self-defending, effectively moving the perim-
eter to the virtual machine itself. Enterprise perimeter security (i.e., 
firewalls, demilitarized zones [DMZs], network segmentation, intru-
sion detection and prevention systems [IDS/IPS], monitoring tools, and 
the associated security policies) only controls the data that resides and 
transits behind the perimeter. In the cloud computing world, the cloud 
computing provider is in charge of customer data security and privacy. 

Adapted from “Cloud Computing: Implementation, Management, and Security” by 

John W. Rittinghouse and James F. Ransome. New York: Auerbach Publications, 2009. 

NaSPA Members can order this valuable Rittinghouse and Ransome book at a significant discount. 

Click HERE. 
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NaSTEC Convention 
returns to Chicago in 
October 
The tentative date for the convention is October 15-16, 2010. 
Watch the NaSPA web site for further details.  This year’s 
theme, Employment and Career Development! 

Mainline exhibitors at a past 
convention 

If your organization is interested in presenting, providing a speaker, or setting 
up a booth please contact NaSPA’s Don Mc Murray at (414) 908-4945 
dmcmurray@naspa.com or Leo A. Wrobel, President, at president@naspa.com.  
NaSPA members and partners get special placement and discounts on booth rentals 
and preference as speakers. Make your mark on thousands of NaSPA members at 
what promises to be a lively and special NaSTEC 2010! 

(L-R) past NaSPA board member presenting 
Ron Fischer with the “Member of the Year” 
Award 

mailto:dmcmurray%40naspa.com?subject=request%20from%20tech%20support
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Designing Backup for Recovery
�
B y P r e s t o n d e G u i s e 

The goal in this article is to discuss how a backup system should be 
designed to facilitate various recoveries. Since the purpose of a backup 
is to provide a mechanism to recover, it follows that the backup system 
must be designed to allow those recoveries to take place with as little 
effort or cost as possible. Hopefully you will learn a few tips in this 
thoughtful article by noted author Preston de Guise to keep backup 
systems in your organization simple, and reliable. 

Recovery Performance 

In many organizations, backup environments are scoped on a backup 
window, regardless of whether that backup window is real or imagi-
nary. Remember, though, the original definition of backup - a copy 
of any data that can be used to restore the data as/when required to 
its original form. This creates what should be a self-evident rule - the 
recoverability requirements of the system must play a more signifi-
cant role in the planning of the backup environment than the backup 
requirements. 

Example 1: 
Consider a simple case where an organization implements a new 
backup system, and configures all backups with four-way multiplexing 
across each of the three tape drives to ensure that backups complete 
within a six-hour management-stated backup window. Two large file-
servers consume almost the entire backup window, starting first and 
finishing last, therefore taking up one unit of multiplexing on a tape 
drive each for the entire duration of the backup. 
Following the installation of this configuration, simple random file 
recovery tests are performed and succeed. Backup duplication is trialed 
and found to take too long, but because the previous backup system 
could not duplicate anyway, this is not seen as a loss of functionality, so 
the system is declared ready and put into production use. 
Five months after installation, one of the key fileservers suffers a cat-
astrophic failure at 9 a.m. on the last business day of the month when 
a destructive virus causes wide-scale data corruption and deletion. The 
most recent backups are called for, and the recovery commences. 
At this point the impact of multiplexed backups come into play. 
Although the backup of the system completes just within the six-hour 
window, a complete file system read from the tapes generated for the 
host takes approximately twelve hours to complete. On the final tape, a 
failure occurs in the tape drive, damaging the tape and resulting in the 
loss of several directories. These directories need to be restored from 
the older backups. As a result, (1) the system has been unavailable for 
the entire last day of the month, resulting in loss of invoicing revenue 

for the company; and (2) some records of invoicing were lost due to the 
tape failure, and during the following month revenue has to be recalcu-
lated following complaints from customers due to double-billing. 
Clearly, this is not a desirable scenario for a company to find itself in. 
Although it is not necessarily easy to redesign a backup system after it 
has been put in place (particularly when it results in a request for addi-
tional budget), the recovery requirements must be clearly understood 
and catered for in the backup environment. At bare minimum, manage-
ment must understand the risks the company is exposed to in relation 
to data protection. 
Chapter 6 of my Auerbach book, "Performance Options, Analysis, 
and Tuning," describes a multitude of ways that exist in which per-
formance can be improved given the type of challenge to the backup 
environment. Even when a reliable mechanism to achieve appropriate 
backup performance has been found, it may be that the performance 
comes at the cost of rendering the recovery untenable. 

Example 2: 
When implementing an upgrade to a new backup system, a company 
wanted to resolve performance problems in backing up its two main file 
systems, which were both around 400 GB in size. 
Backups for these file systems had reached the point where they 
crawled through at speeds not exceeding 2 MB/s to DLT-7000. Unfor-
tunately, LTO Ultrium 2 (the chosen tape format to replace) was not 
going to perform any better, given the file system was dense. 
As various backup products now support block-level agents on 
hosts, the block-level agent for the backup software deployed was tri-
aled on the Windows 2000 fileserver. The backup window immediately 
dropped from approximately fifteen hours to four. (Due to the need to 
allocate only one tape drive for block-level backups and the agent's 
inability to multiplex at the time, this meant that the backup window 
in fact dropped from fifteen hours for two file systems to eight hours.) 
This was still seen as a considerably better backup improvement. 
Complete file system recoveries also went through at full tape speed, 
resulting in a 400-GB recovery performed in three to four hours. 
As the file systems were rigorously protected by virus scanning, vol-
ume mirroring and array replication, the customer had never needed to 
perform a complete file system restore. Therefore the key recovery test 
was actually an individual directory recovery. The directory initially 
chosen for recovery testing was approximately 40 GB, and that recov-
ery took approximately eight hours. 
Investigations showed that the file systems were both in the order of 
50 percent fragmented, with the directory chosen exhibiting the worst 
symptoms, with most files suffering serious fragmentation problems. 
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This highlighted the performance problems that can arise from file-
level recovery from block-level backups. 
As individual file/directory recoveries were seen to be more impor-
tant, the business decision was made instead to optimize the file system 
backup via generating multiple simultaneous backups from each file 
system, which provided somewhat better performance. This, of course, 
resulted in a situation whereby a complete disaster recovery of the file 
system would take considerably longer to complete due to the multi-
plexing involved, but this was seen as acceptable, given the reduced 
need for such a recovery in comparison to the day-to-day file and direc-
tory recoveries required. 
In this case, after trying to design the system for backup perfor-
mance, the company elected instead to optimize recovery performance. 

Performance in WAN-based Backups 

A more-significant problem can occur in WAN-based backup envi-
ronments. For some companies, WAN-based backups are designed 
to centralize the location of backups, with an understanding that the 
"trickling" of a backup across the WAN is an acceptable occurrence. 
However, is the same "trickling" acceptable to a recovery? Unsurpris-
ingly, the answer is frequently no. In this case, the recoverability of a 
remote system may depend on such options as: 

▼	 Recovery of the remote machine's hard drive to an identical 
machine in the backup server's computer room, then shipping the 
hard drive out to the remote site 

▼	 Shipping a tape and a stand-alone tape drive out to the remote 

host for recovery
	

▼	 Recovery to a spare machine in the computer room local to the 
backup server, and then sending the entire replacement server out 
to the remote site 

▼	 Contingency plans to allow users to work with remote fileservers 
while a trickle-back recovery occurs 

▼	 It should be noted that when such "trickle" remote backup 
systems are deployed, it is frequently done to eliminate the 
need for dedicated IT staff at the satellite offices. The lack of 
dedicated staff at the remote offices in turn can impact how the 
recovery can be performed. 

All of these examples and situations should serve to highlight one 
very important rule - designing a system to meet a backup window is 
one thing, but ensuring that it can be used to recover systems within the 
required window may require some compromises to the backup speed, 
and very careful consideration in advance of just how recoveries will 
be performed. 

Facilitation of Recovery 

When designing a backup system, it is necessary to consider vari-
ous key questions that deal with how recoveries will be facilitated. 
For example, how will the frequency of the recovery requests impact 
backup system design? If recoveries are performed frequently, the goal 
of the backup system should be to ensure that the hardware and con-
figuration is such that recoveries can start with minimum intervention 
and delay. In a tape-only environment, this will require: 

▼	 Sufficient slots in the tape libraries to ensure that a copy of all 
backups covering the most-common recovery time span can be 
held in the libraries for a fast restore start 

▼	 A sufficient number of tape drives that there will always be a 
drive available to perform a recovery from (or at least one tape 
drive set aside as read-only) 

▼	 An environment featuring backup-to-disk, and tape that also has 
frequent recoveries, should be designed such that the backups 
most likely to be required for recovery reside on disk backup 
units rather than tape, wherever possible 

▼	 When recoveries are performed frequently, procedures for the 
recovery will need to be documented, but there should also be 
sufficient "in-memory" understanding from the users involved in 
the recovery as to what steps will be involved. 

If recoveries on the other hand are only infrequently performed, then 
design considerations may be somewhat different. For instance, poten-
tially spending tens of thousands of dollars on a dedicated recovery 
tape drive, to be used once a month may be unpalatable to a business 
with limited financial resources. In that case the business may elect to 
wear the risk so as to avoid a higher capital cost. 
Therefore, when recoveries are few and far between, the key design 
consideration will become the procedures and documentation that 
describe the recovery process. This will be because users and admin-
istrators will be less experienced with recoveries, and will need more 
guidance and prompting than those in environments with frequent 
recoveries. (Recovery procedures should always be detailed and read-
ily understandable by any administrator of the system they are refer-
ring to, but it becomes especially the case when the recoveries are 
performed only infrequently.) 

Backup Recency Versus Recovery Frequency 

Typically, a backup environment design should aim to meet an 
80-percent immediate start rule for recoveries - that is, 80 percent 
of recoveries should be done without a human physically needing to 
change or load media. To achieve this, it is necessary to understand 
the frequency of the recovery requests compared to how recently the 
backup requested for recovery was performed. For example, a com-
pany might find that its recovery requests are balanced against the 
backup recency as follows: 

▼	 40 percent of recovery requests are for data backed up within the 
last seven days 

▼	 20 percent of recovery requests are for data backed up within the 
last seven to fourteen days 

▼	 30 percent of recovery requests are for data backed up within the 
last two to six weeks 

▼	 The remaining 10 percent of recovery requests come from 
monthly and yearly backups (i.e., are more akin to retrieval from 
archive) are kept for five weeks, this would mean having a tape 
library capable of holding five weeks worth of backup tapes. 

With this in mind, it is clear that the backup system for this envi-
ronment should be designed in such a way that no less than the first 
14 days worth of backups are readily recoverable at minimum notice. 
(It would be preferable for the first six weeks to be recoverable with 
minimum notice as well. 
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In a purely tape-based environment, this implies a tape library that is 
large enough to hold one copy of all the tapes generated for this critical-
recovery period. For many companies, this turns out to be their "small-
est" backup retention period; e.g., if daily incrementals (with weekly 
fulls) are kept for five weeks, this would mean having a tape library 
capable of holding five weeks worth of backup tapes. 
In a combined disk-and-tape backup solution, backups should be 
migrated from disk to tape only when the age of the backup has entered 
the "less frequently recovered" period. 
Obviously, many companies will have different recovery frequency-
to-age ratios (though the 80 percent rule is a good starting point if no 
data or trends are available on the subject), but the end result should be 
the same: ensure the highest frequency recoveries are served fastest. 

Who May Want to Perform Recoveries? 

This is often a controversial topic within an organization, and the 
answer is rarely the same in two companies, even in the same line 
of business. Therefore, here are a few answers to this question that 
are commonly heard, some of which overlap, and some of which are 
contradictory: 

▼	 Only system administrators should perform recoveries. 
▼	 Only backup administrators should perform recoveries. 
▼	 Application administrators should perform the recoveries for 

their own application.
	

▼	 Help desk staff and operators should be able to perform user-file 
recoveries. 

▼	 Help desk staff and operators should be able to perform all 

recoveries, including complete system recoveries.
	

▼	 Help desk staff should not have access to the backup system. 
▼	 End users should be able to recover their own files. 
▼	 End users should not be able to recover their own files. 
▼	 Based on this common subset of answers received to this 
question, it is obvious that there are no industry-standard 
responses. When it comes to designing the system with recovery 
in mind, always remember that the further removed someone 
is from actually running the backup server, the less they'll 
understand about backup and recovery. This can be presented as 
shown in Figure 1. 

Figure 1 Role relationship with backup systems 

If there is a difference between the backup administrator and the sys-
tem administrator, the backup administrator should usually understand 
more of the backup environment than the system administrator does. 
In turn, a system administrator will typically understand more of the 
backup environment than an application administrator does, and so on. 

The point of this "onion skin" approach is to highlight the fact that 
the further away users are from administering or interacting with a 
backup system, the less they'll understand about it. As it is not practi-
cal to train all people who might interact with the backup system to 
the same level, it stands to reason that the way in which these people 
interact with the backup system will be different. 
Therefore, for each "tier" away from the backup environment a user 
is, it is necessary to provide a progressively simpler mechanism for the 
user to interact with it, and the more necessary it is to deal with contin-
gencies automatically on behalf of the user, perhaps without the user 
even being aware this is occurring. Examples of impacts this makes 
include, but are not limited to: 

▼	 Ensuring that recoveries don't need to wait for media to be 
retrieved from off site (for end users, this sort of "unexplained 
wait" may result in multiple cancellations and restarts of the 
restore process before logging a fault with the administrator of 
the system). 

▼	 Ensuring that each role has appropriate documentation for 
the type(s) of recoveries they may be reasonably expected to 
perform. This is directly related to actually deciding the extent 
to which the different roles can perform recoveries. For instance, 
many system administration teams are happy with the notion 
of providing recovery capabilities to operators and help desk 
staff for file and directory recoveries, but will not hand over 
responsibility for application and system recoveries. The level of 
documentation provided will primarily be based on the types of 
recoveries expected. 

▼	 Backup software should be configured in such a way that the 
permissions of the user performing a recovery are reflected 
in what is recovered. For instance, does the backup product 
disallow the recovery of employee payroll data (which legally 
can be accessed only by human resources staff) by a help desk 
operator? (Additionally, watch out for anti-virus software 
running as a different user account than the actual user 
performing the recovery. When not properly configured, this can 
block the recovery due to not having sufficient permissions to 
scan the data being retrieved.) 

▼	 Does the backup software provide some form of auditing to let 
administrators know that (1) a particular user is trying to recover 
files or (2) a particular user has recovered a particular set of data? 

▼	 Does the backup software provide a simple monitoring 
mechanism that doesn't compromise system security, and is 
straightforward enough that users can see their recovery request 
in progress, and what might be impacting its ability to complete? 

We hope these tips help you as you evaluate your own environment 
and requirements. 

This article was adapted from “Enterprise Systems Backup and Recovery: A Corporate Insurance” 

by Preston de Guise. Our thanks to Auerbach Publishers for sharing this great piece with NaSPA 

members. NaSPA Members can order this valuable book with a special member discount. 
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NaSPA Announces Formation 
of North Texas/Lone Star Chapter 

We are looking for new chapters in Southern California, Research 
Triangle, and other good locations.  Contact us if you are interested in 

They say everything is a little bit bigger in Texas. The Dallas / Ft Worth area of North 
Texas has in fact often been called "Telecom Valley" given the large proliferation of tele 
communications and collocation companies.  An exciting part of this area is the number of 
startup companies companies that deal with all facets of information processing. This is, 
in part anyway, why NaSPA decided to "wag the dog" and proactively start its first new 
chapter in some time.  According to NaSPA President Leo A. Wrobel: 

Over its 24 year history, NaSPA has adapted to meet the changing needs of its 
members. These days, it's becoming increasingly difficult to separate information process 
ing technology from internetworking.  "Cloud Computing," server collocation, and mobile 
applications are but a few of many examples. This is why NaSPA decided it NEEDED a 
chapter in North Texas. We hope to anchor the Lone Star Chapter in a hotbed of movers 
and shakers in this exciting new world of interconnected applications. 

The first meeting of the North Texas / Lone Star Chapter is May 11, 2010 at 2:00 PM. 
The meeting will be hosted by NaSPA partner, Dallasbased Clearview Consulting 
(www.clearviewmgmt.com). Watch the NaSPA web site for more details, but plan on join 
ing us for this inaugural meeting. We are also looking for future Officers, guest speakers, 
partners and hosts for the Lone Star Chapter.  Contact president@naspa.com for more 
details. 

starting a new NaSPA chapter in your area!  Meet thousands of other 
technologists, enjoy special chapter benefits and have some fun! 

http://www.naspa.com/
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Ease of Resume Delivery
�
b y J e f f S n y d e r 

In this informative article in Mr. Snyder’s continuing series, Jeff 
advises you on how to make your resume leap out over the piles of 
others in hopes of catching an employer’s eyes to land yourself the job 
that you desire. 
Today, resumes flow into corporate and third party recruiter’s 
inboxes at a higher volume than in any time in past history. Just two 
decades ago, resumes were delivered through fax machines and via 
US Mail. Today, resume delivery can and does happen with literally 
one mouse click. If everybody can and does deliver a resume with one 
mouse click, you, the job seeker, must do something to make your 
resume stand out from the hundreds of resumes employers receive 
when they post a job on-line. 
A Human Resources Vice President compared most resumes he 
has read over the years to a job description turned inside-out. Most 
resumes are written in long drawn-out paragraphs that busy resume 
readers don’t have time to read or they’re presented in short, choppy, 
incomplete bulleted sentences that don’t deliver value. 
Either approach will not cause your resume to stand out from the 
pack. 
The person who reads your resume, whether they are a hiring man-
ager, a corporate recruiter or a third party external recruiter is a busy 
person who is likely overwhelmed with data on a daily basis. 
Their job when reviewing resumes is to separate the short list of 
candidates from the overwhelming long list of prospective candidates. 
The decision that places one resume in the short list pile and others in 
the discard pile happens in a matter of seconds. 
The key is to write your resume knowing that the reader on the other 
end is likely overwhelmed and they don’t have a significant amount of 
time to read. In fact, they very likely don’t read at all. Your resume will 
be scanned to determine whether it should be read. Not just scanned by 
technology but scanned by human eyeballs. 

Can Eyeballs Scan Your Resume? 

Write your resume in bulleted bite sized morsels. Instead of long 
drawn-out paragraphs that most likely won’t be read, use bullets. Don’t 
get stuck trying to write one line bullets. Rather, think of a bullet as a 
mini story that has a beginning, middle and ending. 

▼	 The beginning of your story should describe what you were hired 
to do for your current and past employers. 

▼	 The middle part of your story should describe what you actually 
did for your current and past employers. This is where you 
describe accomplishments and value. 

▼	 The end of your story is the quantifiable piece. This is where 

you tie the story together with evidence that you’ve made 


money for your employer, you’ve saved your employer money, 
you’ve created automated processes to make manual work more 
efficient, etc. 

In all three parts of this story, build in keywords and buzzwords. 
Your resume may not even make it to the human eyeball review if it 
doesn’t technically score high points for carrying the right choice of 
words. 

Employers Hire Producers 

In the wake of layoffs and cutbacks, those who still have jobs are 
frequently asked to do more with less. Fewer employees are expected 
to produce more output. Write your resume in a way that delivers 
value, accomplishment and production in bite-sized stories. If a future 
employer can’t tell that you’re a producer and they only have room for 
producers on their staff, your resume will not open an interview door. 

Summary 

A resume is one part of a professional’s personal branding and mar-
keting strategy. A resume that contains too much information won’t 
be read by a busy resume reader. A resume that contains too little 
information won’t cause the busy resume reader to read the entire 
document. Resume writing is both art and science. Finding the right 
balance between art and science is the key to producing a resume that 
floats to the top, catches the reader’s attention and produces interview 
opportunities. 

Jeff Snyder is the President of SecurityRecruiter.com, a search firm highly specialized in informa-

tion security recruiting. Jeff’s recruiting career started in 1990 in the general IT recruiting space. 

His first information security recruiting assignment landed on his desk in the 1995 - 1996 time-

frame. SecurityRecruiter.com provides full-time and contract recruiting services, job placement 

services and professional resume writing services and is a gateway to various kinds of security 

education, security certifications and security training opportunities. 

Call 414-768-8000, Ext. 116 or 
e-mail NaSPA_membership@NaSPA.com 

for more information. 

Join NaSPA now! 
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7 
Networking
Networking can be done in many ways. You should 
consider being part of industry groups and associations 
long before you are searching for a job. Today, you can 
be part of virtual groups such as groups again on Linke-

dIn or Facebook, etc. The key here is to approach your choice of groups 
strategically. Know what you’re objective is in joining a group. What 
value can you add to a group? What value are you looking for in a 
group. The more you put into a group and the more you network with 
its members, the more you’ll get out of the group. Don’t do all of your 
networking electronically. Go to meetings, build relationships over the 
phone. Connect with people so they’ll remember you when you need 
help. Be a giver of help when you can so that when you need help, 
you’ll be remembered as a giver.

8 
Job Boards
Read carefully because what you’re about to read will 
likely be information you haven’t considered before. I’ve 
recently run into several employers who will not take 3rd

party recruiter referrals if the recruiter is presenting a 
candidate whose resume can be found in a major job board’s resume 
database. Sure, you can find job postings on job boards but think twice 
about posting your resume for all to see. Doing so may not always be in 
your best interest. 
Not only could you 
be precluding your-
self from a recruit-
er’s consideration 
if they’re hands are 
tied but there are 
also security issues 
to consider.

9 
Ongoing Training / Certification
Certifications help employers to weed out those who 
have expertise from those who may not have reached 
the same level of professional accomplishment. No, 
certifications alone don’t make one person more tal-

ented than another. However, when employers have a choice between 
candidates who are not certified and those who are, there is a psycho-
logical comfort knowing that a job candidate has gone the extra step 
to become certified in their areas of subject matter expertise. Techni-
cal certifications alone are not necessarily the best choice. Technology 
professionals who desire to one day rise above their hands-on techni-
cal skills to deal with strategy, leadership and management of others 
should strongly consider training and certification that is more business 
oriented such as Project Management Training, Dale Carnegie training 
or Toastmasters public speaking involvement.

10 
Thank You
Go out of your way to thank people 
who take the time to help you. In the past 
10 years or so of recruiting, I can think of 
only a few times when a candidate stopped 

to create a hand-written thank-you note. Believe me when I tell you 
that the hand-written notes stood out and made a strong impression. 
Technology is great in many ways but relationships are not built around 
technology. Relationships are built around going out of your way to 
show appreciation for those who took the time to help you. You don’t 
believe me?  Try it!

Jeff Snyder is the President of SecurityRecruiter.com, a search firm highly specialized in informa-

tion security recruiting. Jeff’s recruiting career started in 1990 in the general IT recruiting space. 

His first information security recruiting assignment landed on his desk in the 1995 - 1996 time-

frame. SecurityRecruiter.com provides recruiting services, job placement services, professional 

resume writing services and is a gateway to various kinds of security certifications and training 

opportunities. 
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Who is Writing YOUR Disaster Recovery Plan?
�

For over 20 years, b4Ci founder Leo A. Wrobel has earned wide acceptance and 
critical acclaim. His twelve books and over 600 trade articles stand as testament, 
having withstood the scrutiny of thousands of industry peers. Can the consultant you 
are presently considering for your recovery plan boast this level of experience? 

Affordable Excellence with b4Ci 

Since 1986 Mr. Wrobel’s firms have conducted assignments at rates between $1,000 
and $10,000 per day. Even so, b4Ci CEO Leo Wrobel also served for ten years as a 
Mayor and City Councilman, without any compensation at all. It is not all about the 
money to us, and we understand the financial constraints in trying to build a good 
disaster recovery plan on a budget. Please call Leo personally at +1(214) CALL-LEO 
for a candid assessment of your organization's unique requirements. 

FIVE STARS on Amazon.com ! Click to order direct from us b4Ci, Inc. 
and authors will personally sign before shipping! Only $80.00 

+1 (214) 888-1300 http://www.b4ci.com 

  
  
• An executive search firm specialized in Security Recruiting  
• Home of a Security Job Board dedicated to only Security Jobs  
• Where technology professionals find Professional Security Resume Writing Services  
• Where security professionals find cutting edge security training and certifications  
• Jeff Snyder  www.securityrecruiter.com   877‐417‐6830  

  

http://b4ci.com/index_004.htm
http://b4ci.com/index_003.htm
http://www.informit.com/authors/bio.aspx?a=86d3be88-3e0a-4de5-9b28-f3ac0cbc0132
mailto:sharon%40b4ci.com?subject=Book%20Order%20-%20DR%20for%20Communications%20and%20Critical%20Infrastructure
http://b4ci.com/index.html
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Don’t Outsource What You Don’t Understand
�
B y J a y L o o n e y , M a n a g i n g P r i n c i p a l , C l e a r v i e w I n t e r n a t i o n a l L L C 

From my earliest days in this industry, I have heard countless program-
mers, analysts, IEs and mentors say those sage words, “Never automate a 
bad process.” No matter how much automation you throw at it, a flawed 
manual process always produces a flawed automated process. Of course, 
then, we were talking about fairly simple manual processes. 
Fast forward 25 years. Things have gotten a lot more complicated than 

automating small physical processes in systems and subsystems. In today’s 
world, it’s big game hunting. We’re outsourcing entire business processes— 
HR, Accounting, Customer Service and IT. We’ve even got great names for 
omniscient services: Towers and MegaDeals; billions of dollars and decades 
of service. 
But in the search of the holy grail of cost cutting and labor arbitrage, do 

outsourcers and clients, for that matter, fundamentally understand exactly 
what it is they are outsourcing and why? Do they understand the large and 
small processes? The domino effects and blowbacks? The cultural shifts 
and learning curves? The give and take required to build solid relationships? 
And the money and resources required to get the job done. Probably not as 
much as they should. 
With that in mind, it’s no wonder it is generally accepted that more than 

half of outsourcing deals are eventually deemed a failure. But are they really 
a performance failure after the birth of the contract? Or is it more a lack of 
prenatal care? By and large, it’s the prenatal or pre-contract care, beginning 
with why you want to outsource in the first place. 
Why are you outsourcing? Having a shared understanding of the stra-

tegic objectives to outsource beyond cost savings and labor arbitrage is 
extremely important as a foundation to building the right relationship with 
the right outsourcer. Are you looking for speed? Expertise? Scalability? 
Global reach? Bake those things into your process from the start. 
How much should you outsource? While every outsourcing company 

would like you to outsource everything to them in a monolithic megadeal, 
does that really make sense from a perspective of control, checks and bal-
ances, and culture? Understanding what, when, how and who to outsource 
can make the difference between feeling like a pampered client vs. an occu-
pied nation. 
Do you understand how to manage it? A foundation of good governance 

is paramount to a successful outsourcing arrangement. From internal con-
trols and policies to regulations and compliance, to risks and dependencies, 
all the way down to strategic and functional processes and procedures, if you 
haven’t mapped these, can you or the outsourcer prepare effective change 
control procedures, SLAs and reporting that makes sense for your business? 
Is it a win/win? Can you honestly say you want your outsourcer to hit a 

home run? It’s a good thing to be a tough negotiator, but it’s another to grind 
your outsourcer down so far that they don’t have the resources, margins or 
enthusiasm to deliver beyond the letter of the contract. With the understand-
ing that everyone needs to make and/or save money, work together with 
integrity and generally feel part of a connected team, a little empathy will go 
a long way to making the relationship high-value and long-lasting. 
This last point just might be the number-one unreported reason for 

outsourcing failures. Here’s what happens. Outsourcing companies are 
extremely competitive, with the obvious few battling it out for market share, 
brand names and egos. The harder you squeeze, the more their sales teams 
will give to get the deal. Then they turn the final contract over to the belea-
guered account manager to deliver on it. OK, that might have saved you 
some money. But what is it doing to your business? Remember, you are not 
negotiating against them, you are negotiating for the future of your business. 
For these reasons, third-party advisors (TPA) can make a tremendously 

positive impact not only on the selection of the right outsourcer, but more 

importantly, to set up a strong outsourced relationship going forward. In 
fact, when TPAs first came on the scene, outsourcers dreaded them. But 
today, most of the outsourcing companies would rather work with a TPA 
because they: 

▼ Show the client is serious about outsourcing 

▼ Have a history of pricing, performance and delivery capabilities 
▼ Have methodologies, processes and tools to help through the process 
▼ Create a more level playing field 
▼ Keep both parties honest about expectations and delivery 
▼ Have your company’s best interest at heart for the long run 
In short, the outsourcing advisors make sure you really do understand 

what you’re outsourcing. And that, more than anything else, is what will 
make your outsourcing a winner. 
Jay Looney is the founding member of Clearview International LLC. A veteran of EDS and Andersen Consulting 
(now Accenture), he has directed multi-million dollar outsourcing agreements and systems integration proj-
ects. This practical experience provided him with an in-depth understanding of customer service and the oper-
ational practices required to deliver a consistent, quality service, as well as building and maintaining effective 
business relationships. He has designed and negotiated several billion dollars of outsourcing agreements, 
including both information technology (infrastructure and applications) and business process. He is a fre-
quent speaker on outsourcing practices and IT services management and has authored several papers regard-
ing the same. Contact Jay at jlooney@cvglobal.com or visit Clearview at http://www.clearviewfocus.com. 
NaSPA thanks Clearview International for hosting the May 11, 2010 inaugural meeting of the North Texas / 
Telecom Valley Chapter of NaSPA. 

At Clearview we focus on your business, technology, 
and operational results. With offerings ranging from 
consulting to managed services to enterprise hosting. 
We bring leadership, expertise, and action to 
everything we do.  

Let’s talk business  and maybe even work on 
your swing. 

It’s your ball.  
We’ll help you 
keep your eye 

on it. 

214.219.2815 
www.cvglobal.com 
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The NaSPA Community 
is looking for you. 

Don’t wait for your picture to appear on 
the side of a milk car ton. Take advantage 
of a special “Back to the Future” 
opportunity that NaSPA is offering to 
REACTIVATE your NaSPA Membership. 

Don’t miss out on all the exciting services 
and benefits that NaSPA has to offer. 
Reactivate your NaSPA membership today. 

To reactivate your NaSPA membership, 
click here for www.NaSPA.com, and come 
back to the NaSPA Community. 

For information call our Missing Member 
info line 4149084946, Ext. 450. 

To find out more about the services and benefits that NaSPA has to offer, go to www.NaSPA.com 

Careers | Connections | Skills | Success 
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Part I of III: Understanding and Mitigating 

Severe Weather Events
�

B y S h a r o n M . W r o b e l 

Prepare to be “blown away” in this article – figuratively speaking 
anyhow. 
As we ponder leaving the cold snowy winter behind, one can almost 
feel warm breezes on the face, see shiny new leaves and colorful spring 
flowers, newborn animals and gentle rains. We may or may not think 
about the severe weather that accompanies such changes. While the job 
description of the typical Information Technologist probably does not 
include “meteorologist” (yet) management is becoming increasingly 
cognizant of natural disasters and how they could affect the well-being 
of the organization. For certain, auditors are concerned. Therefore we 
hope this three part series provides you a morsel or two of knowledge 
of how and why these events occur. It could be handy for you should 
the subject come up in a staff meeting or in conjunction with your orga-
nization’s Disaster Recovery Plan. A well-placed lightning strike, roof 
collapse or flood can ruin the day of any good I.T. Manager! Let’s start 
with Tornados! 
Tornado season usually begins in late winter here in Texas up through 
early summer in the Northern USA and Canada. We know from experi-
ence, however, that if the conditions are right they can occur at practi-
cally any time of the year. Think we’ve had a freaky winter? It’s going 
to continue based on past weather pattterns. This year, because of El 
Nino, there is expected to be an increase in tornadic events. Granted, 
even though the odds are that a tornado will not strike YOUR building, 
there is a good order of possibility that the ancillary effects of these 
storms will affect it in one way or another. Lightning, high winds, and 
associated power outages come immediately to mind. Therefore it pays 
to be especially aware of the possibility of these events in the Spring 
and Summer. 

What is a Tornado and How do they Form? 

According to the National Oceanic and Atmospheric Administration 
or NOAA, 
A tornado is defined as a violently rotating column of air extend-
ing from a thunderstorm to the ground. The most violent tornadoes are 
capable of tremendous destruction with wind speeds of 250 mph or 
more. Damage paths can be in excess of one mile wide and 50 miles 
long. In an average year, 800 tornadoes are reported nationwide. (See 
Figure 1) 
Before thunderstorms develop, a change in wind direction and an 
increase in wind speed with increasing height creates an invisible, 
horizontal spinning effect in the lower atmosphere. Rising air within 
the thunderstorm updraft tilts the rotating air from horizontal to verti-
cal. An area of rotation, 2-6 miles wide, now extends through much of 

Figure 1 Photo courtesy of NOAA’s National Severe Storms Laboratory (NSSL) Collection 
Photographer: Sean Waugh NOAA/NSSL 

the storm. Most strong and violent tornadoes form within this area of 
strong rotation. 
Most tornadoes have a life span of 10 minutes or less. According to 
a meteorologist, a tornado basically derives it's energy from the warm 
and unstable air that has a characteristic known as vorticity within it. 
As the tornado progresses, more stable air with less vorticity will usu-
ally begin to wrap around the tornado and in time cut off it's source of 
energy, leading to the demise of that particular tornado. (Figure 2) 

Figure 2 “Rope” or decay stage of tornado. During “Sound Chase”, a joint project of NSSL 
and Mississippi State University. Location: Oklahoma, Cordell Photo Date: May 22, 1981 Credit: 
NOAA Photo Library, NOAA Central Library; OAR/ERL/National Severe Storms Laboratory (NSSL) 

Fujita Scale 

Dr. Tetsuya Theodore Fujita, a Japanese-American meteorologist 
along with Allen Pearson developed a scale (Fujita Pearson scale) that 
helped classify tornadoes by measuring the damage they inflicted on 
different types of structures. On February 1, 2007, the original “F” 
scale was replaced by the Enhance F-scale. The following contains a 
listing of the different classifications of intensity. 
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Q. Whatever happened to the cow 
that got lifted up in the air by a 

tornado? 
A. Udder disaster! 

▼	 EF-0 Minor damage with winds gusting up to 73 miles per hour. 
▼	 EF-1 Moderate damage 
▼	 EF-2 Significant damage 
▼	 EF-3 Severe damage 
▼	 EF-4 Devastating damage 
▼	 EF-5 Incredible damage 

The Most Catastrophic Tornadoes in History 

March 18, 1925 Tri State Tornado – deadliest F-5 tornado in US 
history stemming from tornadoes that hit Tennessee, Northwestern 
Indiana and Kentucky it went on to Missouri, Illinois and then South-
western Indiana. In a matter of 3 hours the ¾ mile wide tornado trav-
eled 219 miles. 695 people were killed, 15,000 homes destroyed at a 
cost of $16.5 million. If this particular tornado had landed in a major 
metropolitan area today we could be looking at over a million people 
dead, many more homes and businesses destroyed at an insurmount-
able cost. 
Early Warning Signs and Systems 
It is very difficult to predict when and where tornadoes may occur. 
From the direction they move to the time of day and even the time of 
year there is still much that is unknown about tornadoes. Tornadoes can 
occur at any time of day but generally happen in the afternoon and early 
evening hours. Aside from local sirens going off, here are many signs 
that a tornado might be imminent: 

1.	�Dark, greenish sky 
2.	�Mammatus clouds 
3.	�Wall clouds 
4.	�Counterclockwise rotation 
5.	�Large hail, with or without rain 
6.	�Wind might be calm while the air becomes very still 
7.	�Frequent or intense lightning 
8.	�Sounds like driving down a highway with the car windows 

down, freight train or loud roar.
	

9.	�Debris flying from a cloud 

Difference between a watch and a warning. 

A watch means that conditions are favorable for a tornado. A warn-
ing means that one is likely or imminent and you should take cover in a 
safe room or storm shelter. For more information on safe rooms please 
consult the following websites: http://www.fema.gov/plan/prevent/ 
saferoom/faq.shtm and http://www.fema.gov/plan/prevent/saferoom/ 
photos_tornado_sr.shtm 
Do not seek shelter under a bridge overpass or in a basement where 
the flooring above could collapse onto you! 

Summary 

The Governors of Texas and Oklahoma proclaimed February 21-27, 
2010 as Severe Weather Awareness week. If you are seeking knowl-
edge there are Skywarn Spotter Training classes that are free. 
We recently attended a storm spotter’s training classes where we 
learned how to distinguish between a regular thunderstorm and torna-
dic activity. We were taught to look for a shelf, wind tail, rotation and 
a beaver tail among other definitive markers. We recommend this class 
for anyone living in a tornado prone area. 
Check your local area or county. Stay informed by listening to 
NOAA radio, or TV or by having a system, such as Code Red, alert 
your landline, cell phone, Email or all three since you might be asleep. 
Know the difference between a watch and a warning. Have a shelter to 
go to. Prepare ahead of time. Above all, stay safe my friends. 

Sharon M. (Ford) Wrobel conducted extensive publishing and regulatory research for her former 

employer, (a 50 state telephone company), a function she continues today as Vice President of 

Business Development for b4Ci Inc. Sharon was a major content contributor to Leo’s 2009 book 

“Business Resumption Planning Second Edition” © Taylor Publishing Inc, and was co-author 

of Leo’s latest book “Disaster Recovery for Communications and Critical Infrastructure” © 2009 

Artech House Books Inc. She has published over a dozen trade articles in 2008-2010 alone. Sharon 

attended the University of Maryland and El Centro College in Dallas where she trained as a regis-

tered nurse before joining Leo in his businesses. Sharon also served honorably as a public official, 

accepting appointments to the City’s Planning and Zoning and Historical Commissions. For more 

on Sharon, including her Disaster Recovery articles, click http://www.informit.com/authors/bio. 

aspx?a=cc5bc70e-b2fe-44ff-bad9-2c174d2a9533 
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